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1 MDaemon Private Cloud 12.0

Introductio
n
MDaemon
Technologies' r'r
MDaemon y ®
Messaging Server -
is a standards- :
based Private Cloud
SMTP/POP3/IMAP
mail server that
supports This program 18 protected by copyright w and Intamational treaties. Unauthortzad
Windows 7, reproduction or distribution of this program or any portion of |, may result In savers -
Server 2008 R2, ciminal and civl panaties, and will be prosacutad to the mERImUm exbarnt possibk E
uredar L.
or newer and
Copyright @ 1B96-2024 MD Tachnologles, Lid.
offers a full range mnﬁlﬁmmmmmﬂﬂm m?:;mmmmamnn Tachnolkogles, MDaemun"
of mail server Ltdl. AN ars registersd and/or used N th LS. Bnd countries amund the wond. Al technologies
functionality. frademarks are proparty of ther respactive GWnars.

MDaemon is designed to manage the email needs of any number of individual users and
comes complete with a powerful set of integrated tools for managing mail accounts and
message formats. MDaemon offers a scalable SMTP, POP3, and IMAP4 mail server
complete with LDAP and Active Directory support, an integrated browser-based email
client, content filtering, spam filters, extensive security features, and more.

MDaemon Features

MDaemon is equipped with many features besides SMTP, POP3, and IMAP4 email
processing. The following is a list of just some of those features.

e Complete support for virus scanning and protection is available as an add-on to
your MDaemon or MDaemon Private Cloud license. This provides access to real-
time Outbreak Protectionler), and MDaemon AntiVirus[esl. Messages can then be
scanned for viruses and cleaned or deleted automatically before ever reaching
the intended recipients. Further, you can configure MDaemon to send a
message to the administrator, sender, and recipient of the infected message
notifying them of the virus.

e MDaemon features a complete suite of Mailing List or email group management
functions allowing for the formation of an unlimited number of distinct
distribution lists that can contain local and/or remote members. Lists can be set
to allow or refuse subscription requests, be public or private, post replies to
either the list or the originator of the message, be sent in digest format, and be
configured using numerous other features.

e An integrated component of MDaemon is Webmaills0l. This feature makes it
possible for your users to access their email using their favorite web browser
rather than from a workstation dependent email client. This tool is perfect for
mobile staff and users who do not have a dedicated machine from which to
access their email.
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e MDaemon Webmail is equipped with a complete suite of email client features.
You can: send and receive email, spell check messages, manage your email in
multiple personal folders, display the interface in any of 18 languages, schedule
meetings and appointments and share calendars and tasks with other users,
manage your MDaemon account settings (when used in conjunction with
Remote Administration[s4l), manage contacts, and more. Webmail is also
equipped with MDaemon Instant Messenger (MDIM)s), a small utility that can
be downloaded and installed on a user's local computer. This provides easy
access to your email and folders and checks for new messages without having
to open your web browser. It also includes a complete Instant Messaging
system that can be used to quickly "chat" with other MDaemon users who are
also using MDIM or another XMPP[ss3 client.

e MDaemon is equipped with many features designed to help you make your email
system secure. The Spam Filter and DNS Block Lists features will help you put
an end to most "spam" email messages that "spammers" try to route through or
to your domain. IP and Host Screening and the Address Block Lists provide the
capability to screen and prevent certain addresses and domains from
connecting to or sending mail through your system. They also make it possible
to connect to specific IP addresses while screening all others.

e Equipped with support for Lightweight Directory Access Protocol (LDAP),
MDaemon can keep your LDAP server up to date on all of its user accounts.
This makes it possible for you to keep an LDAP address book up to date so that
users with email clients that support LDAP can access it. You can also choose
to use Active Directory or your LDAP server as the MDaemon account database
instead of an ODBC compliant database or the local USERLIST.DAT system.
Thus, you can configure multiple MDaemon's at different locations to share the
same account database.

e MDaemon's extensive parsing features make it possible to provide email for an
entire LAN with as little as a single dial-up ISP POP3 mailbox. This makes it
possible to provide email to an entire network for a fraction of the normally
associated cost.

e Address Aliases provides the ability to route email messages addressed to
"fictitious" mailboxes to a valid account or mailing list. This makes it possible for
individual accounts and lists to have multiple email addresses at one or more
domains.

e The Domain Gateways feature provides the option of setting up separate
domains for various departments or groups that may be local to your network or
located somewhere else on the Internet. Using this feature, all mail addressed
to a domain for which MDaemon is acting as a gateway will be placed in that
domain's mailbox by MDaemon. It can then be collected by that domain's
MDaemon server or email client and distributed to the domain's users. This
feature can also be used to enable MDaemon to act as a backup mail server for
other domains.

e Integrated web-based remote administration. MDaemon's Remote
Administration[s4 component is integrated with MDaemon and Webmail and
enables your users to review and edit their account settings via their web-
browser. You can desighate which settings that your users may edit, and assign
access permissions on a per account basis. Remote Administration can also be
used by the Administrator (and whomever else you wish to allow) to review or
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edit any of MDaemon's settings and any other files that you wish to make
available to the Remote Administration system for reviewing.

e An internal message transport system known as RAW mail provides a simple
method for placing messages into the mail stream and greatly simplifies custom
mail software development. Using RAW, a complete mail system can be devised
using a simple text editor and a couple of batch files.

¢ A highly versatile Content Filtering system makes it possible for you to
customize server behavior based on the content of incoming and outgoing email
messages. You can insert and delete message headers, add footers to
messages, remove attachments, route copies to other users, cause an instant
message to be sent to someone, run other programs, and more.

MDaemon Private Cloud

MDaemon Private Cloud (MDPC) is a special edition of the MDaemon Messaging Server
that was developed specifically for resellers and IT Service providers who wish to use
MDaemon software to provide hosted email services to their customers. Unlike
MDaemon, which is sold for on-premise use, MDPC was built on a new licensing and
code foundation specifically designed for use in a hosted environment. MDaemon
Private Cloud includes all MDaemon features and the following additional features:

e New licensing and billing (per-user/per-month)
e Outlook support

e Improved multi-domain control

e Per-domain branding (white label)

e Per-domain reporting

¢ Non-billable user test accounts (counts will not be included in total billing
counts)

e Outbreak Protection, MDaemon Antivirus, and the ClamAV antivirus engine
(optional with additional cost)

e ActiveSync for MDaemon (optional with additional cost)

System Requirements

For the most up to date information on MDaemon's system requirements and
recommendations, visit the System Requirements page at mdaemon.com.

Trademarks

Copyright © 1996-2024 MDaemon Technologies. Alt-N®, MDaemon®, and RelayFax®
are trademarks of MDaemon Technologies.

Apple is a trademark of Apple Inc. Microsoft and Outlook are trademarks of Microsoft
Corporation. All other trademarks are the property of their respective owners.
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See:

New in MDaemon Private Cloud 12.0[ )

Upgrading to MDaemon Private Cloud 12.0.0[:"
MDaemon's Main Display/ s
Getting Help[s:"

1.3 New in MDaemon Private Cloud 12.0

New in MDaemon Private Cloud 12.0.0

e MDaemon Private Cloud 12.0.0 includes MDaemon 24.0.1 with MDaemon
Connector 8.0.1.

For a list of all MDaemon changes, see the MDaemon 24.0.1 Release Notes.

For a list of all MDaemon Connector changes, see the MDaemon Connector 8.0.1
Release Notes.

New in MDaemon 24.0

Changes and New Features

MDaemon Server

e MDaemon can collect and send anonymous usage data to MDaemon
Technologies. We will use this information to improve the product and its
features to better meet the needs of our customers. This can be disabled by
unchecking the "Send anonymous usage data" checkbox at Setup | Preferences
| Miscellaneousl2). See our privacy policy for more information.

e The DKIM option to sign mailing list messages(s2 no longer requires content
filter processing on each individual list message.

e The Bad Queue Summary/ss) email now has a link to delete all messages. As with
the other links in the queue summary emails, this requires the "Include action
link in summary emaills8\" option to be enabled and the Remote Administration
URL[=3 to be set.

e Authenticated Received Chain (ARC) protocolls7) - ARC is an email
authentication protocol that lets intermediate mail servers digitally sign a
message's authentication results. It provides an authenticated "chain of
custody" for a message, allowing each server that handles the message to see
what previous servers handled it and whether or not it was authenticated at
each step. When a downstream mail server does DMARC verification and finds
that SPF or DKIM have failed (due to forwarding or mailing list modifications, for
example), it can look for ARC results from a trusted server and use them to
decide whether to accept the message. ARC verification and signing can be
enabled on the new ARC Settings[s17) dialog under Sender Authentication. For
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more information on the ARC protocol, see: REC 8617: The Authenticated
Received Chain (ARC) Protocol.

Added support for SEM files[ss) without "blacklist" and "whitelist" in their names:
BLOCKLIST.SEM, SENDERBLOCKLIST.SEM, RCPTBLOCKLIST. SEM,
CREDSMATCHEXEMPTLIST.SEM, DMARCEXEMPTLIST . SEM.

Changed the Hijack Detection[s? account frozen notification email to say the
exact reason the account was frozen.

MDaemon disables the MDaemon Connector client auto-updater|ssil in versions
before 7.0.6, to work around an auto-updater bug in those versions.

Remote Administration (MDRA)

Document Links - This feature allows Webmail users to create temporary links
to specific files contained in their personal documents folder. These links can be
shared with anyone and will be active for 30 days and then automatically
removed. The global default setting for this option is located on the Webmail
Settings[=s) page. It can also be set per domain in the Domain Manager| s or
per user in the Account Manager|uol. Global Administrators can use the
Document Links page to see what links are being shared, when they were
created, how many times the linked file has been downloaded, and the last
download. They can also use this page to revoke any link.

The Status page now displays the license status and number of accounts used
for MDaemon, MDaemon Connector, AntiVirus, and ActiveSync. This info is also
displayed on the Registration page (click About and then Registration on the
toolbar).

There is now a Webmail Setting[s3) to "Disable hyperlinks in spam and messages
that fail DMARC, DNSBL, or SPF authentication", which is enabled by default.
You can optionally exempt messages from this when the From header matches a
contact in the domain's or user's Allowed Senders contact lists. An exemption
option for Allowed Senders was also added to the "Block HTML images" option
on the same page.

Added a Webmail Branding[ss4 option to upload a custom background image for
the Webmail sign-in page.

You can now set MDaemon to "Allow WebAuthn Sign-In to bypass the Two
Factor Authentication page" on the main Webmail Settings=5 page, and on the
corresponding Domain Manager Webmaill 75 page. Because WebAuthn is already
a multi-factor form of authentication, using another form of Two Factor
Authentication (2FA) after someone has already used WebAuthn to sign-in
could be viewed as redundant or excessive by some users or administrators.

Changed the list of registered credentials on the user settings page to only
display Passwordless Sign-In credentials and added the same type of list to the
Two Factor Auth Device Authentication portion of the page for the related
registered credentials. You can access your user settings page by clicking your
account name in the top-right corner of the navigation menu.

Moved the proxy settings from the AV Config updater to Setup | Server
Settings | Proxy Settings[+.
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e A Delete button was added to the Message Search page under the Messages
and Queues menu. Administrators can use this to delete messages from a user's
mailbox. Global administrators can also now choose to search All Mailboxes for
a given domain.

Webmail

Pro Theme

e The Pro theme now has an option to allow users to create temporary links to
individual files in their Documents folder, which can then be shared with anyone.
In the document list, the user creates the link by clicking a Link icon to the
right of any listed file. Using that same icon, the user can delete a previously
created link or replace the link with a new one, since links will be deleted
automatically after 30 days. If a link exists for a file, an icon will appear before
the file's name in the document list. In MDRA, the "Allow users to create
temporary links to personal documents" option governing this feature is located
on the Webmail Settingslas! page (corresponding options are also in the
Domain[+s and Account[z0 Managers), and there is a Document Links page for
viewing and managing the links your users have created.

e When viewing a message that you have previously replied to or forwarded, a
note appears below the headers stating the date and time you replied to or
forwarded it.

e There is now a notification bell icon in the top-right corner of the navigation
bar, to review and "mark as seen" your past event and task Reminders. If you
wish to remove the bell icon from the navigation bar, you can turn off that
feature by disabling the "Display event and task reminders in the navigation
bar" option on the Settings | Notifications page in Webmail.

e There is now a "Show Header Details" option at Settings | Personalize to always
show the header details in the message views.

e Added instructions on how to use the availability UI on the Publish Schedule
dialog.

e Upgraded the HTML editor, TinyMCE, from version 6.0 to version 6.8.
e Updated the translations for the in-browser instant messenger.
e Added a font option to the Settings | Personalize page.

e Added the ability to drag and drop attachments and documents download links
to the desktop. Only works with Chrome-based browsers.

e Added a toggle arrow for the CC and BCC fields in the compose view.
e Reduced the list and menu padding for desktop browser sizes.

e After you copy or move a message to another folder, the next time you open
the copy/move menu it will contain a new link to Copy or Move to the same
folder used before. For example, if you copy a message to Inbox, the next time
you open the shortcut menu there will be a new "* Copy to Inbox" option
below the normal Copy option.

e Updated the text on the Publish Schedule page to use "Duplicate" instead of
"Copy" for adding existing availability to other days.
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Updated the Folder Actions page.

Other Improvements

Improved performance by reducing the amount of disk I/0.

Empty hrefs in HTML anchors in emails will now be removed to prevent invalid
behavior.

Created an Allowed Senders public folder that is checked for the "Do Not Block
Images for Allowed Senders" and "Do Not Disable Hyperlinks for Allowed
Senders" Webmaill 1751 options. This folder is currently only used by Webmail, not
by the MDaemon server or Spam Filter.

Added the user options "Request Delivery Confirmation" and "Request Read
Confirmation" at Settings | Compose. When these are set to Yes, the
corresponding checkboxes are activated in the Compose view.

Added an option to "Do Not Disable Hyperlinks for Allowed Senders" at Settings
| Personalize. When hyperlinks are disabled in a message, "Hyperlinks are
disabled. Click here to enable them" will be displayed at the top of the message
window.

Added the ability to set the color of a calendar in the Pro theme. The setting is
available by right clicking a calendar in the Calendars View, going to Settings |
Folders and clicking on a calendar from the folder list, and while creating a new
calendar in the New Folder dialog. The color setting is honored in LookOut and
WorldClient themes.

Changed the list of registered credentials on the Settings | Security page to
only display Passwordless Sign-In credentials and added the same type of list to
the Two Factor Auth Device Authentication portion of the page for the related
registered credentials.

Changed the "Import Messages" icon to a down arrow instead of an up arrow.

Added more contrast between the read and unread status of messages in the
message list.

Updated CKEditor to v4.22.1.

ActiveSync

Improved SmartForward/SmartReply Operation when <ReplaceMime/> is NOT
specified.

Previous versions contained code that was compliant with the EAS 2.5 Spec for
SmartForward. Furthermore, SmartReply did not support inline images in the
replied to message. This new code supports this. The style css fragment that
controls the div within which the replied to / forwarded message is placed,
continues to be customizable. See the ActiveSync operation Samples
ActiveSync_DomainSettings_*.xml and ActiveSync_GlobalSettings.xml. Unless
explicitly specified, domain settings will use the global formatting settings.

ActiveSync Management changes are logged to the AirSync-Mgmt log file.

The ActiveSync server honors the Webmail option to use the X-Forwarded-For
header.
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Other
e XMLAPI - Added App Passwords management.

e Content Filter - Added support for foreign characters for rules editing and
searches. Content filter configuration files (CFilter.ini and CF*.dat) have been
converted to UTF-8. If you need to revert to a previous version and have non-
ASCII characters in these files, convert them to ANSI or restore them from
backup.

e Updated DQS SpamAssassin files for HBL content and fixes.

e Dynamic Screening - If you encounter "The network path was not found" errors,
edit the registry at HKLM\SOFTWARE\AIt-N
Technologies\MDaemon\DynamicScreening\Configuration and set Server to "."
and UseCustomServer (DWORD) to 1.

e Updated ClamAV to version 1.0.6 LTS.
e MDaemon Connector has been updated to version 8.0.1.
e ActiveSync Management changes are logged to the AirSync-Mgmt log file.

e The ActiveSync server honors the Webmail option to use the X-Forwarded-For
header.

MDaemon Server Release Notes

For a comprehensive list of these and all other additions, changes and fixes included in
MDaemon 24.0.0, see the Release Notes.

New in MDaemon Private Cloud 11.5.0

e MDaemon Private Cloud 11.5.0 includes MDaemon 23.5.2 with MDaemon
Connector 7.0.7.

e Fix to MDRA - Cloud features such as Managed Servers missing from the menu.
For a list of all MDaemon changes, see the MDaemon 23.5.2 Release Notes.

For a list of all MDaemon Connector changes, see the MDaemon Connector 7.0.7
Release Notes.

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



20

MDaemon Messaging Server 24.0

New in MDaemon 23.5

Changes and New Features

Webmail

WebAuthn Support[:s)

MDaemon supports the Web Authentication API (also known as WebAuthn),
which Webmail users can utilize to have a secure, passwordless sign-in
experience, by allowing them to use biometrics, USB security keys, Bluetooth,
and more for authentication. WebAuthn can also be used for Two-factor
Authentication[zs! (2FA), although if you are using both passwordless
authentication and two-factor authentication then you can't use the same
authentication method for both. You can find the WebAuthn settings on the

Webmail Settings[ss! page of the MDaemon Remote Administration (MDRA)[asa4l

web-interface.

Visit: webauthn.guide, for more information on WebAuthn and how it works.

AI Message Features/[:)

As of MDaemon 23.5.0, the Pro theme in MDaemon's Webmail client includes
various Artificial Intelligence (AI) features to help assist your users in managing
their email and increasing productivity. With these features, in MDaemon Webmail
you can use Al (specifically ChatGPT by OpenAl) to get a summary of the
contents of an email message, suggest a reply to a message based on criteria
you choose, and help you compose a new message based on some of your own
text and other criteria.

Webmail's AI message features are disabled by default for all domains. They can
be enabled by using the "Enable AI message features" option on the Webmail
Settings/ =5 page or the Domain Manager's Webmaill+75) page. Webmail's Al
message features are also disabled per user by default. You can enable them per
user on the Account Editor's Web Services[e! page, or as part of a Groupl7eol
controlled by an Account Templates[). When the Domain setting is disabled,
that takes precedence over the user setting. Therefore, none of that domain's
users will be able to use the Al message features regardless of their user setting.

See: Webmail's Al Message Features[s?), for more information and cautions about
using these features. Further, you can find MDaemon Technologies' Al Usage

Policy at our Artifical Intelligence (AI) Information Page. On that same page
there is also a link to OpenAl's Terms of Use.

Theme Improvements
23.5.2

Pro: Users can now click on the current folder, and it will reload the list view. All
contacts, and all documents views will be turned off.

Pro: Added the Advanced Compose setting at: Settings | Compose. When
enabled, the CC and BCC fields will always be visible in the Compose view.
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23.5.1

e Pro: Publish Schedule - Added optional location and comment fields that will be
included in any event created through the schedule page.

e Pro: Improved the organization of the Folder Actions page.

23.5.0

e Pro and WorldClient: There is now an option to delete all attachments from a
given message.

e Pro and WorldClient: Added a Description column to the Documents view.

e Pro: The Compose view contact picker now has a dialog for adding a contact
with three fields (Name, Email, Mobile Phone).

e Pro: There are new Style options at: Settings | Personalize.

e Pro: Multiple event reminders are now supported.

Other Webmail Improvements

e Added a Public Schedule option, so that users can allow others to schedule a
meeting.

e Separated the setup process for Two Factor Authentication email verification
from the setup process for authenticator app verification.

e The Password Recovery feature now sends an email without revealing to the
user where the email was sent. Two Factor Auth occurs after clicking the
recovery link in the email.

e Changed how Webmail authenticates to MDaemon's SMTP server so the user's
password is not needed.

e Added an option to "Mark deleted messages as read" at: Settings | Personalize.

e There is now an All Documents toggle button in the Documents view.

Remote Administration (MDRA)

Health Check[:)

There is now a Health Check page in MDRA at: Security | Health Check. This
page provides a convenient list of important security settings consolidated onto
a single page, and it displays each setting's current value and its default value.
Where those values differ, the setting is highlighted so that Global Administrators
can quickly review those particular settings and then restore any of them to
their default values if desired. Each group of settings also has a shortcut icon
next to it, so that you can jump to the page on which those settings are
located. In addition, you can also view a list of all Health Check changes made
during the current browser session, and undo any of those listed changes if
necessary.

Other MDRA Improvements
e Added editor GUIs for all direct edit files.

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



22

MDaemon Messaging Server 24.0

There is now an "X" icon that you can click to hide any given chart in the
Traffic and Mailboxes summary report pages. To restore a hidden report, click
your account name in the upper right corner of the page and then click the box
next to the report you wish to restore.

Added a Delete All button to the Mailing List Members[z7 page.

As with Webmail, support for WebAuthn was added to MDRA, which gives users
a secure, passwordless authentication method, and it can also be used as a
Two Factor Authentication method. The WebAuthn options in MDRA are located
on the Remote Admin Settings[=5 page. See: WebAuthn Support[201in the
Webmail section above.

The Public Folder Editor[2s2 and Shared Folder Editor(722l now has a Nest under
option to choose the parent folder under which the selected public or shared
folder will nest.

Added some text to the Account Editor's Mailing Lists page to explain that a
user might show up as a member of a mailing list due to membership in a
Group|7eo).

In the Message Search and Queues, added the ability to view the email
message, in addition to being able to view its source. RAW messages are still
only in text/plain.

Added links to the Queues on the Status page.

Added the ability to include multiple addresses (separated by commas) when
adding new Access Rights to a Public Folder's Access Controll4] page. You
cannot add addresses when editing existing rights.

Security

Updated ClamAV to 1.0.3.
LetsEncrypt - Added support for TLS 1.3
Updated SpamAssassin to 4.0.0.

XMLAPI
MDaemon 23.5.0 includes many additions and improvements to the XMLAPI. See the

Other

Release Notes for a complete list of these improvements.

Added an App Passwords(s7 option to delete an account's app passwords when
the account's password is changed. The new option is on by default.

Added a Restrictions[70 page to the Account Templates. When an account is
removed from a group with an account template that controls restrictions, the
account's restrictions revert to their previous values, or possibly to another
group's account template if the account is a member of multiple groups.

The Location Screeninglssil option "SMTP connections are accepted but
authentication is blocked" is now per country instead of global. Blocking SMTP
connections prevents your server from receiving mail from a country. Allowing
SMTP connections with authentication disabled lets your server receive mail

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



MDaemon Private Cloud 12.0 23

from a country while blocking brute force / dictionary attacks from them.
Protocols other than SMTP are not affected.

¢ Removed obsolete "Compose in new browser window" Webmail option from the
UL

e LetsEncrypt - Added support for TLS 1.3.

MDaemon Server Release Notes

For a comprehensive list of these and all other additions, changes and fixes included in
MDaemon 23.5.2, see the Release Notes.

New in MDaemon Private Cloud 11.0.0

e MDaemon Private Cloud 11.0.0 includes MDaemon 23.0.2 with MDaemon
Connector 7.0.7.

e MDaemon disables the MDaemon Connector client auto-updater in versions
before 7.0.6, to work around an auto-updater bug in those versions.

For a list of all MDaemon changes, see the MDaemon 23.0.2 Release Notes.

For a list of all MDaemon Connector changes, see the MDaemon Connector 7.0.7
Release Notes.

New in MDaemon 23.0

Changes and New Features

MDaemon Server

e (23.0.2) Added a MultiPOP[+23 option to send a notification email after multiple
failures when checking a MultiPOP account. Since temporary failures are not
uncommon, there is an option for how many consecutive failures it takes to
trigger the notification. There is also an option for how many days to wait
between notifications, to avoid sending too many of them. The content and
recipients of the notification emails can be customized by editing
\MDaemon\App\MPOPFailureNotice.dat. By default the notifications are sent
after 5 failures, no more than once every 7 days, to the MultiPOP account
owner.

e There is a new MultiPOP[+:5] page under Server Settings. From this page you can
enable/disable MDaemon's MultiPOP server, and use the "MultiPOP always
deletes mail..." option (formerly located on the MultiPOP Collectionls:3) page) to
override the Leave a copy of message on POP serverlns) option for all users. This
new page also contains OAuth 2.0 support options for MultiPOP mail collection
from Gmail and Office 365.

MultiPOP OAuth 2.0 support for collecting mail from Gmail and Office 365121 —
OAuth 2.0 is modern authentication, which these services are now requiring as
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they disable support for legacy/basic authentication. In order for MDaemon's
MultiPOP feature to use OAuth 2.0 to collect mail from Gmail or Office365 on
behalf of your users, you must register your MDaemon server with Google or
Microsoft, respectively, creating an OAuth 2.0 application using the Google API
Console or Microsoft's Azure Active Directory. This is similar to the procedure
required for using MDaemon's Dropbox Integration[s for your Webmail users.
See the MultiPOP[+s) help topic for more information on configuring OAuth 2.0
support.

MDaemon's IMAP server now supports keyword flags. This allows email clients
such as Mozilla Thunderbird to store Message Tags on the server, which lets
you see tags in one instance of a client that were set in another instance of
the client.

Improved the IMAP server's performance when opening large mail folders.

Security

(23.0.2) Added support for Spamhaus Data Query Service (DQS) to the Spam
Filterlesh. For more information on Spamhaus DQS, visit:
https://info.spamhaus.co etting-started-with-dgs

There is a new Block Logon Policy Violations option on Dynamic Screeninglsss),
that you can use if you wish to block any IP address that attempts to logon
without using the full email address. This option is off by default. See the
Systems[3! page for more information on the corresponding option, "Servers
require full email address for authentication".

An Only for valid accounts option was added to expand the Ignore
authentication attempts using identical passwords option on the Auth Failure
Tracking[=3) page. Activate this option if you only wish to ignore the duplicate
password authentication attempts when they are attempting to sign in to a
valid account. This means that if, for example, a user updates his password in
one client but another client is still running with the old password, that old
client's sign-in attempts will still be ignored, since it will have the correct sign-in
name. A bot trying random sign-in names with a similar password will not have
that same benefit, and will be blocked as soon as it surpasses the auth failure
threshold. This will help to defeat bots much quicker. The XML API
DynamicScreen operation has also been updated to reflect these new features.

A Content Filter » Attachments/ess option was added to: "Add warning to top of
message body if attachment is removed". When MDaemon removes an
attachment from a message, for example because a virus was detected, it will
add a warning message to the top of the message body. There is also a
Warning button to use if you wish to review or modify that message's template.
This option is enabled by default.

Added the option to Exclude Trusted IPs from AntiVirus scanningles\.

MDaemon sends a warning email to admins when SSL certificates[ss configured
for use by MDaemon[s8), Webmaills®), or Remote Administration[s3) are about to
expire.

MTA-STS[se9) now has an exempt list, so problem domains can be made exempt
instead of MTA-STS needing to be turned off when failures affect deliverability.
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e The ClamAV AntiVirus component was updated to version 0.105.2 (in MDaemon
23.0.1).

Webmail

e Google Drive Integration[s0l — Webmail can now be linked to your users' Google
accounts to allow them to save message attachments directly to their Google
Drive, and to edit and work with documents stored there. In order to enable
this, an API Key, Client ID, and Client Secret are required. All are obtained
directly from Google by creating an App using the Google API Console and
registering your MDaemon with their service. An OAuth 2.0 authentication
component is part of this app, which allows your Webmail users to sign-in to
Webmail and then authorize access to their Google Drive account through
MDaemon. Once authorized, users can view their folders and files that are in
Google Drive. Further, they can upload, download, move, copy, rename, and
delete files, as well as copy/move files to and from the local document folders.
If the user wants to edit a document, clicking the option to view the file in
Google Drive will allow the user to make edits to it in accordance with their
permissions set in Google Drive. The Google Drive setup process is similar to
MDaemon's Dropbox Integration[s7 and MultiPOP_OAuth Integration[s) features.
See Google Drive Integration[sol for more information.

e Added an option in all themes except Lite to "Enable Drag and Drop to move
folders". The new option is located in Webmail on the Folders page under the
Options menu, and it is enabled by default.

e Made the session cookie secure over HTTPS.
e Category changes notification now sent to MDaemon
e WorldClient no longer modifies the robots.txt file on startup.

e The built-in web server prevents the download of .dll files from the HTML
directory.

e Added one to the maxlength of the new password input, so that the "Maximum
of 15 characters" unmet requirement will show.

e Added reporting for sign-in attempts without a full email address, to support the
new Dynamic Screening option to Block Logon Policy Violations/ss.

e (23.0.2) Made the unsnooze option more visible with an orange highlight.

Pro Theme
e Added read receipts support.

e Added an option to disable the HTML editor context menu.

e Added the ability to resize the folder list.

Remote Administration (MDRA)

23.0.2
e Added AntiVirus[es) option to "Exclude trusted IPs from AntiVirus scanning".
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Added the "Do not allow authentication on the SMTP port" option to SMTP
Authentication[se.

Added a Public Folder Manager[22) option to specify an ActiveSync Display
Name.

Added four more filter options to the Account Managerle): Admins Only, Non-
Admins Only, Global Admins Only, and Domain Admins Only

Added a page for the Spamhaus Data Query Service (DQS) to the Spam
Filter[essl. For more information on Spamhaus DQS, visit:
https://info.spamhaus.co etting-started-with-dgs

23.0.0

In the Domain Manager, there is now a Webmail Setting[s) to "Allow users to
receive Two Factor Authentication verification codes over email", so that users
can receive their verification code via an alternate email address rather than
using the Google Authenticator app. This setting is enabled by default.

Changed the default permissions when adding a new ACL entry to Lookup and
Read.

The Test buttons at: Spam Filter » DNS-BL » Hosts[ed) and Setup » Active
Directory » Authentication[ess are now disabled while the process is ongoing.

The built-in web server prevents the execution and download of .dll files in the
Templates directory.

Users can now customize the appearance of the Remote Administration web-
interface by clicking their user name (e.g. frank.thomas) in the top right corner
of the window. There are options to switch the interface to Dark Mode, set the
Font Size, and choose the preferred Language.

Changed the account delete confirmation to use the custom confirmation
feature.

Added Dynamic Screening reporting for sign-in attempts without a full email
address.

ActiveSync

Added a Client Settings option to Block Sender when moving mail into Junk-
Email folder[«M. When enabled, upon a client moving an email to the account's
Junk Email folder, the service will add the Sender or From address of that email
to the Blocked Senders Contacts folder.

You can now disable the Full Wipe buttonl9 for ActiveSync clients if you
choose, so that you can't do a remote Full Wipe on an ActiveSync device
without first disabling the new Disallow Factory Reset Wipes[«fl option.

Made BodyPreferences data human readable to make troubleshooting sync
issues easier.

Improve shutdown performance when clients are syncing huge mailboxes.
Added the ability to define a custom display name for mailbox and public folders.

Improved shutdown performance.
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e ActiveSync clients can now send to Personal Distribution Lists in Contact
folders.

e Changed layout of Client Settings Dialog in the GUI to add room for new
settings.

Other
. (23.0.2) Content Filter - $LIST ATTACHMENTS REMOVED$|§ﬁ can be used in

rule actions (e.g. "send note", "add warning...")

e In the MDaemon GUI, changed the default permissions when adding a new ACL
entry to Lookup and Read.

e in the MDaemon GUI, added a warning pop-up if you attempt to set the
Webmail, Remote Administration, or XMPP BOSH Server ports to have conflicting
values.

e XMLAPI - Added Editor operation which can be used to edit MDaemon's various
INI files

e Changed several plug-ins to allow newer versions to run so customers can test
possible hotfix/patch versions.

e LetsEncrypt - Updated script to check orders that are ready or valid.

MDaemon Server Release Notes

For a comprehensive list of additions, changes and fixes included in MDaemon 23.0.2,
see the Release Notes.

New in MDaemon Private Cloud 10.0.2

e MDaemon Private Cloud 10.0.2 includes MDaemon 22.0.5 with MDaemon
Connector 7.0.7.

Special Considerations

e Outbreak Protection has been restored. Please review your Outbreak Protection
settings, as they may have been reset to their default values.

For a list of all MDaemon changes, see the MDaemon 22.0.5 Release Notes.

New in MDaemon Private Cloud 10.0.1

e MDaemon Private Cloud 10.0.1 includes MDaemon 22.0.4 with MDaemon
Connector 7.0.7.

Special Considerations

e Cyren Anti-Virus has been replaced with IKARUS Anti-Virus. Cyren recently
announced its plans to discontinue operations with little warning. This
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necessitated the need for us to find a new anti-virus partner. After a thorough
evaluation, IKARUS Anti-Virus stood out for its excellent detection rate and
speed. It offers reliable protection from malicious and potentially hostile
programs, and it combines traditional anti-virus defense methods with the latest
proactive technologies. IKARUS Anti-Virus automatically updates its definitions
every 10 minutes. Scanning with IKARUS is disabled if your AntiVirus license is
expired.

e Cyren Outbreak Protection been removed. Cyren recently announced its plans
to discontinue operations with little warning. We are actively researching and
considering viable anti-spam technologies as suitable additions to the existing
anti-spam mechanisms found in our software products.

For a list of all MDaemon changes, see the MDaemon 22.0.4 Release Notes.

New in MDaemon Private Cloud 10.0.0

e MDaemon Private Cloud 9.5 includes MDaemon 22.0.3 with MDaemon Connector
7.0.7.

For a list of all MDaemon changes, see the MDaemon 22.0.3 Release Notes.

For a list of all MDaemon Connector changes, see the MDaemon Connector 7.0.7
Release Notes.

New in MDaemon 22.0

Changes and New Features

Webmail

Pro Theme

e While viewing a message, you can hover over the sender's name to open a pop-
up, which contains options for adding the sender to your Contacts and Allowed
or Blocked Senders folders.

e Compose, Message, Event, Contact, Task, and Note views can now open in a
new window.

e You can now open the next unread message from the message preview pane
and message view.

¢ Added message shippets to the message list when in multi-line mode.

e You can now make available an Edit Alias Display Names option for Pro theme
users, located under Settings » Compose. This allows users to edit the display
name of any alias associated with their account. Use the new "Allow users to
edit their alias display names" Webmail Settings[=s! if you wish to allow this.
Note: This option is only available in the MDaemon Remote Administration
(MDRA)[ 4 web-interface.
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Options and links that used to say "whitelist" or "blacklist" sender, now say
"allow" or "block" sender. Additionally, the White List and Black List folders are
now called "Allowed Senders" and "Blocked Senders".

The Message List can be sorted by the Flag column.

In the Tasks list, overdue tasks will now appear in red.

Upgraded the XMPP client to version 4.4.0.

Other

When strong passwords are required, there is now a list of password
requirements that displays green and checked off as the user meets the
requirements. Also added more descriptive error messages for what is wrong
with an invalid password on submission.

Compose Options now contains options for selecting the default "From:" address
that will be used when composing, replying to, or forwarding a message.

A "1 minute" setting was added to the List Refresh Time option, located on the
Options » Personalize page.

Added support for CSRFTokens on the Webmail Sign-in page. This is enabled
when the "Use Cross-Site-Request-Forgery tokens" option is enabled on the
Webmail Settings » Web Server[s5) page. If you are using custom templates for
Webmail, add a hidden input to the Login form as follows: <input
type="hidden" name="LOGINTOKEN" value=<S$LOGINTOKENS> />

Public Calendar - Modified the List view to start on the current day and show
the next 30 days.

Added automatic conversion of URLs to hyperlinks in the message view.

The names of default folders (Drafts, Sent Items, etc.) are translated into the
Webmail user's language no matter which language of MDaemon is installed
(previously only the English MDaemon did this).

There is now an option to send Two Factor Authentication verification codes to
a secondary email address.

LookOut and WorldClient themes - Changed all list category display behavior to
match.

The Allowed Senders and Blocked Senders folders now have different icons to
indicate that they are special folders.

Remote Administration (MDRA)

Added a Two Factor Auth Exception IPs page in MDRA, located under the Main
menu. This allows users to sign in to Remote Admin or Webmail without requiring
2FA, when connecting from one of the specified IP addresses.

There is a new "Allow users to edit their alias display names" Webmail
Settings[3) option in MDRA. Activate this option if you wish to allow users to
edit the display name of any alias associated with their account. They can do
this by using the Edit Alias Display Names option, located in Webmail's Pro
Theme.

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



MDaemon Messaging Server 24.0

e Changed autocomplete="off" to autocomplete="new-password" on password
fields to stop Firefox from auto-completing passwords outside of the login page.

e Added the Notification Message Editor to the Content Filter's Notifications/ess)
page.

e Added support for CSRFTokens on the Sign-in page. This is enabled when the
"Use Cross-Site-Request-Forgery tokens" option is enabled on the Remote
Administration Settings page in MDRA.

e Any remote or local Custom Queues|ess) you have created can be managed under
the Messages and Queues section in MDRA.

Security

e MDaemon now supports TLS 1.3 on newer versions of Windows. Windows Server
2022 and Windows 11 have TLS 1.3 enabled by default. Windows 10 versions
2004 (OS Build 19041) and newer have experimental TLS 1.3 support that can
be enabled for inbound connections by setting the following in the registry:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvi
ders\SCHANNEL\Protocols\TLS 1.3\Server

DisabledByDefault (DWORD) = 0
Enabled (DWORD) = 1

e MDaemon logs the cipher suite (e.g.,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) used by SSL/TLS connections.

e Added a Passwords[s option for strong passwords to require a special
character. It is enabled by default for new installs and disabled by default for
existing installs.

e AV Mailbox Scanner - When an infected message is found during mailbox scan
MDaemon's infected counter will be incremented.

e AntiVirus - Updated ClamAV to version 0.104.3.

ActiveSync
e Improved FolderSync performance.

e The ActiveSync Connection Monitoring Dialog has a new right-click menu
command to terminate a session and block a client.

e Added an option to the Client Settings/9 dialog to allow Outlook to send mail
using an alias. If Reply-To is set to a valid alias for the sending account, the
message will be sent via that alias.

e Added support for EAS 16.1 Find command. Removed the protocol restriction[s2)
preventing iOS from using EAS 16.1

Other

e Content Filter - Added support for $CONTACT...$ macros in the "Append a
corporate signaturefe2)" action. These macros can be used to personalize the
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signature with information from the sender's contact in their public contacts
folder. See: Signature Macros[ws for a full list of supported macros.

e Content Filter - Added an action to extract attachmente] and add attachment
linking[s) into the message.

e Summary Emails[esl for the holding, quarantine, and bad queue may now have
links to release, re-queue, or delete each message. This new "Include action
link" option is enabled by default. Note: The Remote Administration URL[as5) must
be set for the links to be generated.

e LetsEncrypt[s3l - Updated the script to work with PS 7.

e Added a Deferred Delivery Message Recalll1! option to replace the 'Date:’
header with the current date and time when a message is released from the
Deferred Queue. It is disabled by default.

e MDaemon Connectorls7 has been updated to version 7.0.7.

e XMLAPI - Added support for forwarding scheduling.

MDaemon Server Release Notes

For a comprehensive list of additions, changes and fixes included in MDaemon 22.0, see
the Release Notes.

New in MDaemon Private Cloud 9.5.0

e MDaemon Private Cloud 9.5 includes MDaemon 21.5.2 with MDaemon Connector
7.0.6.

For a list of all MDaemon changes, see the MDaemon 21.5.2 Release Notes.

For a list of all MDaemon Connector changes, see the MDaemon Connector 7.0.6
Release Notes.

New in MDaemon 21.5
Major New Features

App Passwords/ x|

App Passwords are very strong, randomly-generated passwords for use in email clients
and apps, to help make your email apps more secure since they can't be protected by
Two-Factor Authenticationfed) (2FA). 2FA is a secure way for a user to sign in to
Webmail or MDaemon Remote Administration (MDRA), but an email app can't use it,
because the app must be able to access your email in the background without you
having to enter a code from your authenticator app. The App Passwords feature allows
you to create strong, secure passwords for use in your apps, while still keeping your
account password secured by 2FA. App Passwords can only be used in email apps,
they cannot be used to sign in to Webmail or MDRA. This means that even if an App
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Password were somehow compromised, the unauthorized user still wouldn't be able to
get into your account to change your password or other settings, but you, however,
would still be able to sign in to your account with your account password and 2FA, to
delete the compromised App Password and create a new one if heeded.

App Password requirements and recommendations

e In order to create App Passwords, 2FA must be enabled for the account
(although you can turn off this requirement/s: if you choose).

e App Passwords can only be used in email apps—they cannot be used to sign in
to Webmail or MDRA.

e Each App Password is displayed only once, when it is created. There is no way
to retrieve it later, so users should be ready to enter it into their app when it is
created.

e Users should use a different App Password for each email app, and they should
revoke (delete) its password whenever they stop using an app or when a
device is lost or stolen.

e Each App Password lists when it was created, when it was last used, and the IP
address from which it last accessed the account's email. If a user finds
something suspicious about the Last Used or Last IP data, the user should
revoke that App Password and create a new one for his or her app.

e When an account password is changed, all App Passwords are automatically
deleted—a user cannot continue using old App Passwords.

Requiring App Passwords for SMTP, IMAP, ActiveSync, and more

There is an account option on the Account Editor's Settings[0 page that you can use
to "Require app password to log in to SMTP, IMAP, ActiveSync, etc."

Requiring App Passwords can help protect an account's password from dictionary and
brute force attacks via SMTP, IMAP, etc. This is more secure because even if an
attack of this sort were to guess an account's actual password, it wouldn't work and
the attacker wouldn't know, because MDaemon would only accept a correct App
Password. Additionally, if your accounts in MDaemon are using Active Directory/[sd)
authentication and Active Directory is set to lock an account after a number of failed
attempts, this option can help prevent accounts from being locked out, because
MDaemon will only check the App Passwords, not try to authenticate to Active
Directory.

Other New Features and Improvements

Pro Theme

e The Mobile theme is now called the Pro theme. It was expanded and improved
to be responsive and adaptable for use on different kinds of devices and screen
sizes, without sacrificing features.

e Added Cross-Site-Request-Forgery tokens for more secure transactions. The
feature is disabled by default. To enable it through MDRA go to Main | Webmail
Settings | Web Serverl sl and check "Use Cross-Site-Request-Forgery tokens".
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e Added an option at Settings | Personalize to enable Dark mode, to display the
Pro theme with a dark background.

e Added a link to "Track my package" in opened messages.

e Carrier tracking numbers being watched by default are: USPS, UPS, OnTrac,
FedEx, and DHL.

e The default configuration file is at:
\MDaemon\WorldClient\package tracking.json

e Admins can add more carriers by creating the file:
\MDaemon\WorldClient\package tracking.custom.json, using the same
format as the default package tracking.json file. At least one service
name, a tracking URL, and at least one valid regular expression is required.
Include service names that may appear in a message to reduce the chances
of false positive matches.

e Added the Message List Layout dialog to the smaller browser size. Only the
Message List Density setting is displayed.

e Added a password strength meter.
e Added the image slideshow feature for the Message View.
e Added a card view for the Contacts list.

e Moved the "New item" button from the toolbar to the space above the folder list
for desktop sizes.

e Added a plus icon next to "Personal" to create a new calendar in the calendar
view.

e Added an event tooltip with Edit options and Send an Email to an Attendee
option.

e Made the search bar always visible for browser window widths of 1200px or
greater.

e Added a dialog to allow users to remove a contact from the the BlackList when
adding them to the WhiteList and vice-versa.

e Added an error message when there is an error creating or renaming a folder.
e Added support for HTML notes in Events, Contacts, Tasks, and Notes.

e Replaced the current HTML editor (CKEditor) with Jodit.

e Changed the basic header view to show the From email address.

e Added the Voice Recorder.

Other Webmail Improvements

e Added an Unsubscribe link next to the From address when the List-Unsubscribe
header exists in a message. This can be disabled in Webmail at Settings |
Personalize.

e Added ability to import email into the current message list.
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Updated the Dropbox integration to use the refresh_token provided by Dropbox
to reconnect users without interaction with the OAuth dialog. When the
access_token expires, Webmail will attempt to use the refresh_token to get a
new access_token. No longer necessary settings have been removed from the
Cloud Apps page. The admin does NOT need to make any changes to the
Dropbox app at Dropbox.com.

Search All / Subfolders requests no longer search unsubscribed folders when
unsubscribed folders are hidden.

Added a checkbox named "Skip Search" to exclude specific folders from Search
All / Subfolders requests.

Added a setting in Remote Admin that allows the Two-Factor Authentication
Remember Me checkbox to be hidden.

Added a blur effect for the background when the user session is expired.
Added an Automatic CC and BCC feature at Settings | Compose.

Added an option to: WorldClient\Domains.ini [Default:Settings]
PreventComposeWithAlias, to prevent composing messages with an alias. The
setting is off by default.

Lite theme - Added auto-save draft message to the Compose view.

Added an option in the Options | Folders view to allow users to skip contact
folders in auto-complete searches. Added the option in the right click menu as
well.

Added a Webmail log entry for the User-Agent when a user logs in.

Added a notification in the Compose view if a local recipient has their
autoresponder enabled.

WorldClient theme - Added a paperclip icon to event tiles that have
attachments.

Maximum attachment size is set to 25 MB for new installs.
Changed the "Delete All" folder action to "Empty Folder"

WorldClient theme - Added "Change Password" and "Change Recovery Email"
buttons to the Security page

Remote Administration (MDRA)

Added the ability to drag and drop content filter rules. The copy, edit, and
delete buttons are now on each respective rule.

Added Cross-Site-Request-Forgery tokens for more secure transactions. The
feature is enabled by default. To disable it go to: Main | Remote Admin Settings
| Settings and uncheck "Use Cross-Site-Request-Forgery tokens".

Added a password strength meter to some password fields.

Added the option: "Enable Two-Factor Authentication Remember Me," to Setup
Domain Manager | Edit | Webmail Settings[+3 and Main | Webmail Settings |
Settings/(azs\.
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Added Blocked IPs and Refused IPs reports for Dynamic Screening.
Added the Groups(«3 and Client Types(s views under ActiveSync.
Updated the ActiveSync Diagnosticsl4wl and Tuning[sss! pages.

Added a browser usage by OS chart and table at Reports | Traffic | Webmail
Login Statistics.

Added buttons to open a Browse Users and Browse Groups pop-up, to add them
to mailing lists, at: Main | Mailing Lists | Edit | New/»7). Only Domain or Global
Admins|77 have access to the buttons.

Added Account Only Wipe options at Main | My Account | ActiveSync Clients
and at ActiveSync | Client Management/s33).

Change logging has been added. It will log every change that is made via
Remote Administration.

Updated Message Recalll1d to match the MDaemon GUI.

Added the "Extract attachments from winmail.dat" option at Security | Content
Filter | Compression|ess\.

Added Slovenian language to MDaemon Remote Administration.

Other MDaemon Improvements

Added support for SMTP Command Pipelining (RFC 2920). MDaemon will send
MAIL, RCPT, and DATA commands in batches instead of individually, which
improves performance over high latency network links. SMTP pipelining is always
enabled for inbound connections. It is enabled by default for outbound
connections, but can be disabled at Setu Server Settings | Servers &

Delivery | Servers[7.

Added support for SMTP CHUNKING (RFC 3030). CHUNKING allows non-line-
oriented messages to be transferred. It is enabled by default for inbound
connections, but disabled by default for outbound. Bare line feeds in received
messages are converted to carriage return line feeds by default. These defaults
can be changed by setting [Special] SMTPChunkingInbound=Yes/No,
SMTPChunkingOutbound=Yes/No, and SMTPChunkingAllowBareLF=Yes/No in
\MDaemon\App\MDaemon.ini.

Content Filter - Updated the default restricted attachments[e?) list.

Content Filter - Added rule action to add attachment to message[es\.
ActiveSync Server start/stop entries are written to MDaemon's System log.
Clustering - Added support for synchronizing reminders from secondary nodes.

Dynamic Screening - Added option to Log Locations using ISO-3166 Codes/ss)
instead of names.

XMLAPI - Added support for ActiveSync AlwaysSendMeetingUpdates setting.
XMLAPI - Added support for semaphore file creation.

XMLAPI - Added Support to report/modify settings from Setup/Server
Settings/Logging.
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e MDaemon Instant Messenger - Improved group chat feature by adding ability to
multi-select chat buddies for group chat. Also added an option to auto-accept
chat room requests.

e Location Screeningls1l has a new option to control whether or not the x-
MDOrigin-Country header is added to messages. It is enabled by default.

e There is now an Accounts setting for whether to allow users to sign in using

aliases, located at: Accounts | Account Settings | Aliases | Settingslese). It is
enabled by default.

e MDaemon Connector has been updated to version 7.5.0.

e The default delivery confirmation message text (in \MDaemon\App\Receipt.dat)
has been changed to use the $HEADER:X-RCPT-TO$ macro instead of
$RECIPIENT$ to avoid disclosing the actual email address an alias resolves to.

MDaemon Server Release Notes

For a comprehensive list of additions, changes and fixes included in MDaemon 21.5, see
the Release Notes.

New in MDaemon Private Cloud 9.0.0

e MDaemon Private Cloud 9.0 includes MDaemon 21.0.2 with MDaemon Connector
7.0.4.

For a list of all MDaemon changes, see the MDaemon 21.0.2 Release Notes.

For a list of all MDaemon Connector changes, see the MDaemon Connector 7.0.4
Release Notes.

New in MDaemon 21.0

Major New Features

Persistent Chat Rooms)/ss)

MDaemon's XMPP server now supports persistent chat rooms, which do not need to be
recreated every time all users leave the room. Configure them at: Setup | Web & IM
Services | XMPP.

Virus/Spam Misclassification Reporting

When on the Quarantine, Bad, or Spam Trap queue screens in the MDaemon GUI, a
right-click popup menu option was added to report messages to MDaemon.com as false
positives or false negatives. Similar options have also been added to MDaemon Remote
Administration. The messages will be analyzed and passed along to third-party vendors
for corrective action.
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ActiveSync Migration Client (ASMC) GUI

A GUI has been created to assist in running ASMC (ASMCUT .exe in MDaemon's \app\
folder). It allows you to store your options and recall them at a later time. ASMC
supports migrating mail, calendars, tasks, notes, and contacts from ActiveSync servers
that support protocol version 14.1. Documentation for it can be found in MDaemon's
Docs folder, at: \MDaemon\Docs\ActiveSync Migration Client.html.

Webmail Mobile Theme Improvements

Greatly expanded and improved the Mobile Theme for Webmail users. See
RelNotes.html located in MDaemon's \Docs\ folder for a complete list of the many
features that have been added.

Clustering Improvements/s
A significant number of improvements have been made to MDaemon's Cluster Service:

e Added a Multi-Node Mail Routing[s2] option, where mail queues are shared
between the cluster nodes. Having multiple machines process and deliver the
messages allows them to split the work more evenly and prevents messages
from being stuck in the queues of any machines that are down.

e SSL certificates are now replicated from the primary to secondary nodes.

e Queues on secondary nodes are frozen during the initial data replication, which
improves responsiveness during startup.

e Replication is paused as soon as MDaemon shutdown starts, eliminating
clustering-related shutdown delays.

e Cluster nodes may be added using IP address or DNS name.

e The shared network paths can now be managed more easily from the new
Shared Network Paths screen.

e Logging and diagnostics tools are provided on the new Diagnostics screen.

Other New Features and Changes

Remote Administration (MDRA)

Dozens of options have been added to MDaemon's Remote Administration interface. For
a complete list of these options and other changes to MDRA, see RelNotes.html
located in MDaemon's \Docs\ folder.

Content Filter
Added ability to search for restricted files[es) inside 7-Zip compressed files.

Autoresponders|ss!
Autoresponders now support Unicode (UTF-8), allowing the text to be in any language.
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IMAP Filters| )

IMAP filtering rules can now search the message body for particular text.

Webmail

You can now attach an event to a new email by right-clicking the event and
choosing the "Send" option in the LookOut and WorldClient themes, and from
the event preview in Mobile theme.

All New Account Creation features have been removed.

When you publish a calender (share a Public Access link to it), new options
allow you set its default calendar view (e.g. month/week/day) and publish a
Free/Busy calendar link.

Added an option to skip the IP persistence check on a per user basis. In MDRA
edit a user account, go to Web Services and check "Skip IP persistence check
for Webmail sessions".

Added ability to search the CC field in advanced search.
Added Maximum Messages sent per day[1) to the displayed quotas.

User Interface

Setup | Mobile Device Management has been removed and replaced by the
ActiveSync Management dialog at Setup | ActiveSync.

The ActiveSync Client Settings screen has been removed. Customize client
settings on the Tuning, Domains, Groups, Accounts, and Clients screens.

The ActiveSync Client Type screen has menu commands to whitelist and
blacklist client types.

Added screens at Setup | Message Indexing for the configuration of real-time
and nightly maintenance of the search indexes used by Webmail, ActiveSync,
and Remote Administration.

Several plugins now share a common Diagnostics configuration screen.

The MDRA and Webmail browser-based help systems have been updated with a
new responsive theme, to make them more useable across different types of
devices.

XML API

The appearance of the XML API documentation portal can be customized
globally and by domain. See the "Changes and development notes" in the help
portal (ie. http[s]://ServerName[:MDRAPort]/MdMgmtWS) or view the file
\MDaemon\Docs\API\XML API\Help_Readme.xml on disk using Internet Explorer
for more information. A sample company.mail directory is provided at
\MDaemon\Docs\API\XML API\Samples\Branding.

Added Alias operation to simplify Alias management, resolve and report aliases.

Added FolderOperation Search action to search messages.
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e Added support for the Cluster Service to QueryServiceState and
ControlServiceState.

Archiving|

¢ When a message is sent between local accounts, both "in" and "out" archive
copies will be created if both "Archive inbound mail" and "Archive outbound mail"
are enabled.

e The option to archive spam messages, which was removed in version 20.0, is
back.

e Spam messages released from the Spam Trap are archived.

Component Updates
e MDaemon Connector has been updated to version 7.0.0.

e Spam Filter: updated to SpamAssassin 3.4.4. and removed deprecated settings
in local.cf.

e AntiVirus: ClamAV updated to version 0.103.0, and Cyren AV engine updated to
version 6.3.0.2.

e XMPP Server: Updated database backend to version SQLite 3.33.0.

MDaemon Server Release Notes

For a comprehensive list of additions, changes and fixes included in MDaemon 21.0, see
the Release Notes.

New in MDaemon Private Cloud 8.0.0

¢ MDaemon Private Cloud 8.0 includes MDaemon 20.0.2 with MDaemon Connector
6.5.2.

For a list of all MDaemon changes, see the MDaemon 20.0.2 Release Notes.

For a list of all MDaemon Connector changes, see the MDaemon Connector 6.5.2
Release Notes.

New in MDaemon 20.0

MDaemon Cluster Service|s)

MDaemon's new Cluster Service is designed to share your configuration between two or
more MDaemon servers on your network. This makes it possible for you to use load
balancing hardware or software to distribute your email load across multiple MDaemon
servers, which can improve speed and efficiency by reducing network congestion and
overload and by maximizing your email resources. It also helps to ensure redundancy in
your email systems should one of your servers suffer a hardware or software failure.
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See: Cluster Servicelsr), for more information on setting up an MDaemon server cluster
on your network.

New SMTP Extensions

RequireTLS (RFC 8689)|ss
The RequireTLS effort in IETF is finally finished, and support for this has been

implemented. RequireTLS allows you to flag messages that must be sent using TLS.
If TLS is not possible (or if the parameters of the TLS certificate exchange are
unacceptable) messages will be bounced rather than delivered insecurely.
RequireTLS is enabled by default, but the only messages that will be subject to the
RequireTLS process are messages specifically flagged by a Content Filter rule using
the new Content Filter actionlexs), "Flag message for REQUIRETLS...", or messages
sent to <local-part>+requiretls@domain.tld (for example,
arvel+requiretls@mdaemon.com). All other messages are treated as if the service
is disabled. Additionally, several requirements must be met in order for a message to
be sent using RequireTLS. If any of them fail, the message will bounce back rather
than be sent in the clear. For more information about these requirements and how to
set up RequireTLS, see: SMTP Extensions[ssl. For a complete description of
RequireTLS, see: REC 8689: SMTP Require TLS Option.

SMTP MTA-STS (RFC 8461) - Strict Transport Security|sn)
The MTA-STS effort in the IETF has finished, and support for this has been

implemented. SMTP MTA Strict Transport Security (MTA-STS) is a mechanism
enabling mail service providers (SPs) to declare their ability to receive Transport
Layer Security (TLS) secure SMTP connections and to specify whether sending
SMTP servers should refuse to deliver to MX hosts that do not offer TLS with a
trusted server certificate. MTA-STS support is enabled by default. See: SMTP
Extensions(ses for more information on setting this up, and MTA-STS s fully

described in REC 8461: SMTP MTA Strict Transport Security (MTA-STS).

SMTP TLS Reporting (RFC 8460)[s0)

TLS Reporting allows domains using MTA-STS to be notified about any failures to
retrieve the MTA-STS policy or negotiate a secure channel using STARTTLS. When
enabled, MDaemon will send a report daily to each STS-enabled domain that it has
sent (or attempted to send) mail to that day. There are several options provided for
configuring the information that your reports will contain. TLS Reporting is disabled
by default and discussed in REC 8460: SMTP TLS Reporting.

Domain/Company-wide MDPGP Encryption with a Single Key

MDPGP[e0fl now supports encrypting messages between domains using a single
encryption key for all users. For example, suppose 'Domain-a' and 'Domain-b' wish to
encrypt all emails sent between them but do not wish to setup and police individual
encryption keys for every user account within the domain. This can now be done as
follows:

'Domain-a' and 'Domain-b' each provide the other with a public encryption key via any
method they like. For example, they can email the keys to one another by right-clicking
on an existing public key in the MDPGP UI and selecting 'Export & Email Key.' If they
wish to create new keys dedicated for this purpose they can click the 'Create keys for
a specific user' button and choose the '_Domain Key (domain.tld)_
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<anybody@domain.tld>' item which has been put there for this purpose (although any
key will work). Once each side has received the other's key they click the 'Import
Domain's Key' button on the MDPGP UI and enter the domain name to which all emails
will be encrypted using the provided key. The system does not create a key in the
dropdown list for every one of your domains. You can use the key that is provided for
all your domains or you can create domain specific keys yourself if you wish.

If either side already has a public key they wish to use and it is already on the key-ring
they can right-click on the key in the MDPGP Ul and select 'Set as a Domain's Key'.
However, do not use a key for which you also have the corresponding private key. If
you do, MDPGP will encrypt a message and then immediately see that the decryption
key is known and promptly decrypt that very same message.

At this point MDPGP creates a Content Filter rule called 'Encrypt all mail to <domain>'
which will invoke the encryption operation on every email sent to that domain. Using
the Content Filter means that you can control this process by enabling or disabling the
Content Filter rule. You can also tweak the rule to fine-tune the criteria you wish to
employ before messages are encrypted (for example, maybe you want to do this same
thing but for two domains or for only certain recipients within the domain). The Content
Filter provides the flexibility to achieve this.

Encrypting Outbound Mail Based on the Receiving IP Address

MDPGP[ef has a new checkbox and setup button where you can map IP addresses to
specific encryption keys. Any outbound SMTP session delivering a message to one of
these IPs will first encrypt the message using the associated key just prior to
transmission. If the message is already encrypted by some other key no work is done.
This is useful (for example) in situations where you want to make sure all messages
sent to certain key partners, suppliers, affiliates, etc are always encrypted.

Macros for Mailing List Messages

The Mailing List Editor » Routing[271 screen has some new options which will allow for
macros to be used within the message body of list posts. This will allow you (for
example) to personalize each list message. Macros have been supported for a long time
in list mail header and footer files, but they have never been supported in the message
body. Since the macros are related to individual list members, this option is only
compatible with lists that are configured to "Deliver list mail to each member
individually." Additionally, for security purposes you can set this option to require that
the list's password be provided in order to use macros in the message body. If you
choose not to require a password, then any list member who is allowed to post to the
list will be allowed to use them. See the Mailing List Routinglz77) screen for more
information, and for the list of macros that can be used.

Improved Hijack Detection System

Hijack Detection[s«#1 has some new options to help prevent accounts from being used to
blast out spam due to their passwords being stolen. One common characteristic of
spam email is that the messages are often sent to a large number of invalid recipients,
due to the spammer attempting to send them to old email addresses or otherwise guess
new ones. Therefore if an MDaemon account begins sending messages to a notable
number of invalid recipients in a short amount of time, that is a good indication that the
account has been hijacked and is being used to send spam. To prevent this, MDaemon
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can now track the number of times that an authenticated user tries to send an email to
an invalid recipient. If this happens too many times within too short of a time frame,
you can have MDaemon freeze the account (the postmaster will get an email about this
and they can respond to re-enable the account). This can help to stop a hijacked
account automatically, before it does too much damage. Note: As part of this work,
the From Header Modification options were moved to their own From Header
Screening[ss) page, to make room for the new Hijack Detection options.

Deferred Message Queue and Improved Message Recalll s

To help improve the efficiency of the Message Recall system and Deferred-Delivery
header support, MDaemon now has a dedicated queue for deferred messages.
Previously, the Inbound queue could become clogged with deferred messages, which
could slow down the delivery of non-deferred mail. The new, Deferred queue helps to
solve that problem. Messages in the Deferred queue are placed there by the system
and have the date they are set to leave the queue encoded into the file name.
MDaemon checks the queue once per minute and when it's time for messages to leave
the queue they are moved to the Inbound queue and subject to normal message
processing/delivery.

Additionally, MDaemon now tracks the Message-IDs of the most recent email sent by
each authenticated local user, which means users can now recall the last message
they sent (but only the last message they sent) simply by putting RECALL (alone by
itself) as the Subject in a message sent to the mdaemon@ system account. There is
no need to find and paste the Message-ID of the message you want to recall when it
was the last message sent. Recalling any other message still requires the Message-ID
be included in the Subject text or the original message from the users SENT folder
attached to the recall request.

In addition to remembering the most recent email sent by each authenticated user,
MDaemon also remembers the locations and Message-IDs of the last 1000 emails sent
by all authenticated users. Consequently, this makes it possible to recall messages
right out of user mailboxes even after they've been delivered. So, messages will
disappear from user mail clients and phones if they are recalled. Note: this is of course
only possible for messages sent to other local users; once MDaemon has delivered a
message to some other server it is no longer under MDaemon's control and therefore
cannot be recalled.

Authentication Failure Log

There is a new Authentication Failures log file that contains a single line with details for
every SMTP, IMAP, and POP logon attempt that fails. The information includes the
Protocol used, the SessionID so you can search other logs, the IP of the offender, the
raw Logon value they tried to use (sometimes this is an alias), and the Account that
matches the logon (or 'none' if no account matches).

Authentication When Forwarding/Routing Mail

There are several forwarding options in MDaemon where you can now add
authentication credentials. This means that several files in the \APP\ folder (e.g.
forward.dat, gateways.dat, MDaemon.ini, and all Mailing List .grp files) that now
have the potential to contain obfuscated logon and password data in a weakly
encrypted state. As always, you should therefore use the operating system tools at
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your command, as well as any other measures you choose, to secure the MDaemon
machine and directory structure from unauthorized access. Authentication credential
options were added to: Unknown Mailles), Mailing List Routingl>), Gateway Editor »
Forwardingl.«), Gateway Editor » Degueumglzs'ﬁ and Account Editor » Forwardinglzor.

Host Authentication/

Host Authentication is a new screen where you can configure port, logon, and
password values for any host. When MDaemon sends SMTP mail to that host the
associated credentials found here will be used. Please note that these credentials are a
fallback and are only used when other more task-specific credentials are unavailable.
For example, if you configure an Auth logon/password using the new Account Editor »
Forwarding[w7) or Gateway Manager » Dequeuing[23) options, then those credentials are
used and they supersede what is configured here. This feature works with host names
only (not IP addresses).

Improved Custom Queues and Message Routing|s_sg'1

You can now specify a host, logon, password, SMTP return-path, and port for any
remote queue. If provided, all messages in the queue are delivered using these new
settings. However, by design it still remains possible for individual messages within the
queue to have their own unique delivery data, which will take priority over these new
settings. Additionally, you can now set up as many remote queues as you want, filter
mail into them using the Content Filter based on whatever criteria you choose, give to
each queue its own delivery schedule, and have completely different routing take place
based on your wishes.

Improved Domain Sharing( !

For some time Domain Sharing has performed lookups on SMTP MAIL sender values as
needed. However, messages were often refused with 'Authentication Required' and yet
there is no way authentication can be performed when the sender account resides on a
different server. This has been addressed and MDaemon can accept mail without
requiring authentication from accounts that are found to exist on other servers. This
can be disabled with a new Security Manager option at: Sender Authentication » SMTP
Authentication[s3). If you would rather not perform Domain Sharing lookups on the
SMTP MAIL sender at all you can completely disable that with a Domain Sharing option.

Domain Sharing also has a new option that enables sharing of mailing lists. When a
message arrives for a mailing list a copy is created for each Domain Sharing host that
also keeps a version of that list (a query is made to check). When these hosts receive
their copies they will make delivery to all the members of that list which they serve. In
this way mailing lists can be split across multiple servers with no loss in functionality.
For this to work each Domain Sharing host must include the other hosts' IP addresses
in their Trusted IPs[s0 configuration.

Finally, Domain Sharing has an Advanced button that opens a file where you can
configure domain names that are allowed to use Domain Sharing. When nothing is in
this file (the default condition) then all your domains can use Domain Sharing. See the
instructions at the top of the file for more information.
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Improved Control Over Message Forwarding

Preferences » Miscellaneous[42 has a new option that allows administrators to prevent
account mail forwarding from sending emails outside the domain. If a user configures
mail forwarding for their account to send to a foreign domain the message will be
moved to the Bad Message queue. This setting only applies to messages that are
forwarded using the mail forwarding options for the account.

Account Editor » Forwarding[7l has a new Schedule button that will let accounts
configure a schedule for when forwarding starts and stops. This is also included on the
corresponding Account Templates[78) screen. These settings configure the date and
time forwarding starts and the date and time that it stops, but forwarding will only
happen on the days of the week you select.

The Forwarding Address field in the New Accounts Template[71l now works with
account macros. The only macros with data at the point of new account creation
however are those related to the account user's full name, domain, mailbox, and
password values. So (for example) if you want every new account to forward to the
same email address but at a different domain you can put this in the Forwarding
Address field: $MATLBOXS$Rexample.com. Macros also work in the Send As, AUTH Logon,
and AUTH Password fields.

Forwarding a message now updates the forwarding account's last access time. This
means that accounts which do nothing else but forward mail are no longer potentially
deleted for inactivity. Note: The forwarding must actually occur and not be defeated
by other configuration options such as restrictions on where the forwarder can send
mail or being 'off-schedule'. Just having a forwarding address configured will not
automatically flag the account as active.

Improved SMTP Authentication

Sender Authentication » SMTP Authentication[sd has two new options. First, the "Do
not allow authentication on the SMTP port" option will completely disable AUTH support
over the SMTP port. AUTH will not be offered in the EHLO response and will be treated
as an unknown command if provided by the SMTP client. The other option is to "...add
their IP to the Dynamic Screen if they attempt it anyway." This option will add to the
Dynamic Screenle the IP address of any client that attempts to authenticate when
AUTH is disabled. The connection will also be immediately terminated. These settings
are useful in configurations where all legitimate accounts are using the MSA (or other)
port to submit authenticated mail. In such configurations the assumption is that any
attempt to authenticate on the SMTP port must be from an attacker.

Improved Account Management

The Account Manager's filtering options have been expanded. You can now also choose
to display accounts based on whether or not they are Enabled, are using MultiPOP, are
near quota (70%), are near quota (90%), or are not forwarding. You can also search
the account description field for any text you want and select accounts based on that.
Further, the shortcut/right-click menu has new options to add or remove all the
selected accounts from or to mailing lists and groups. It also has an option to Copy an
existing account in order to create a new one. All settings of the existing account are
copied to the new account except Full Name, Mailbox, Password, and Mail Folder.
Finally, the Account Editor's IMAP Filters[#sl screen has a new button called Publish for
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adding a new rule to the account being edited and to every other account in that
account's domain. This can save some time when a new rule is needed for everyone.

Enable "Do Not Disturb"for Entire Domain|)

The Domain Manager's Host Name & IP[%3) screen has a new setting that lets you
enable "Do Not Disturb" for a domain. When active, the domain will refuse all
connections from all users for all services, but it will still accept incoming messages
from the outside world. Further, you can schedule when 'Do Not Disturb' starts and
stops. For example, if you configure May 1, 2020 to June 30, 2020 from 5:00pm to
7:00am, Monday thru Friday, then that means no mail services will be available for that
domain's users on those days of the week beginning at 5:00pm and resuming at
7:01am, so long as the current date falls between May 1 and June 30, 2020. Erasing
the scheduled start date deactivates the schedule and has the effect of putting the
domain on ‘Do Not Disturb' forever.

Improved Archiving|1

MDaemon's simple message archiving system has been changed to be more efficient
and consistent. Archiving now work as follows: When a message is delivered from the
Local Queue(s) to a user's mail folder an archive copy will be created at that time (in
the 'IN' folder of the recipient, if so configured). When a message is picked up from the
Remote Queue(s) for SMTP delivery (whether delivery succeeds or not) an archive
copy will be created at that time (in the 'OUT' folder of the sender, if so configured).
You will see lines like "ARCHIVE message: pgp5001000000172.msg" in the Routing log or
you might see lines like "* Archived: (archives)
\company.test\in\frank@company.test\arc5001000000023.msg" in the Routing log when
Local and Remote mail is processed. Further, a 'ToArchive' queue now exists as a
system queue (not exposed in the UI). This queue is checked at regular intervals for
messages which have been dropped there (manually, or by a plugin, or otherwise).
When messages are found there they are immediately archived and deleted. If
messages are found which are not eligible for archiving then they are simply deleted.
The name of the queue is \MDaemon\Queues\ToArchive\. The Routing screen/log will
show details whenever a message is successfully archived. Also, Archiving of encrypted
messages is now handled more consistently. By default unencrypted copies of
encrypted messages are stored in the archive. If a message can't be decrypted, the
encrypted form will be stored instead. If you would rather have encrypted versions
stored, then there is an option to allow you to do so. Additionally, there is now an
option to archive messages sent to public folder submission addresses, which is enabled
by default. Finally, the following types of messages are never archived: Mailing List
traffic, Spam (the option to do so has been deprecated and removed), messages with
viruses, system-level messages, and autoresponders.

More Efficient Logging|s

MDaemon no longer creates empty log files. When items are disabled on the Settings
screen their associated log file will not be created at startup. Log files that may
already exist when an item is disabled are left in place (not removed). If a log file is
missing when an item is enabled then the required log file will be created instantly. This
change applies to all log files that the core MDaemon engine manages. Log files for
Dynamic Screening, Instant Messaging, XMPP, WDaemon, and WebMail run external to
MDaemon and therefore haven't changed. Several other logging-related changes
include: making ATRN session logs look correct, making all logs consistent in colors and
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how they log Session and Child IDs, and the MultiPOP server no longer tears-up and
tears-down sessions for accounts that are already over quota and therefore there is no
longer wasteful logging in these cases. Finally, the Router log was only logging
INBOUND and LOCAL queue message parsing. It now also logs REMOTE queue parsing
when delivery attempts are made. This way you don't have to search the Router log
and the SMTP(out) logs to see when a message was processed.

Improved Active Directory Integration

You can now configure MDaemon's Active Directory integration feature to create an
MDaemon account when you add someone to an Active Directory group, and when you
remove someone from an Active Directory group their corresponding MDaemon account
will be disabled (but not deleted). To utilize this functionality, you must use an
alternative Active Directory search filter. See: Active Directory » Authentication[s), for
more information.

On Active Directory's Authentication[ss) screen there is now a separate "Contact
search filter" option for contact searches. Previously, contact searching was done
using the user search filter. There's also a separate test button for the contact search
filter. Active Directory searches have been optimized so that when the search filters
are identical a single query updates all data. When they are different two separate
queries are necessary.

The following fields have been added to the ActiveDS.dat file templates, so that they
are included in contact records when Active Directory monitoring creates or updates
address books: abTitle=%personalTitle?, abMiddleName=%middleName$%, abSuffix=
%generationQualifier%, abBusPager=%pager$%, abBusIPPhone=%ipPhone%, and
abBusFax=%FacsimileTelephoneNumber%.

Public folder contacts are now deleted by default when the associated account is
deleted from Active Directory. However, the contact is only deleted if it was created
by the Active Directory integration feature. The setting to control this is located on

the Active Directory Monitoringles) screen.

When the Active Directory monitoring system creates or updates an account and finds
a mailbox value that is too long to fit in MDaemon's limited space for the mailbox value,
it will truncate the mailbox value as before but now it will also create an alias using the
full size mailbox value. Also, when an account or alias is created, the note's section of
the account's Administrative Roles[7) screen is updated for auditing purposes.

The Mailing List Manager's Active Directory[z2] screen now allows you to enter an
Active Directory attribute for the full name field of list members.

Changes to account properties in Active Directory can trigger the recreation of an
MDaemon account, even when the account was previously deleted within MDaemon. To
keep accounts from being recreated in this way, a new option was added to Active
Directory Monitoringlesl. By default, accounts will not be recreated when they were
manually deleted within MDaemon.

Improved From Header Screening/s

The "From Header Modification" options were moved from the Hijack Detection screen
to their own From Header Screening[ss3 screen, and new options were added. Such as,
From Header Screening can now check "From:" header display-names for anything that
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looks like an email address. If one is found and it does not match the actual sending
email address then the displayed address can be replaced with the actual email
address. For example, if you are using this feature and the "From:" header looks like
this: "From: 'Frank Thomas <friend@friend.test>' <enemy@enemy.test>"then it
would be changed to: "From: 'Frank Thomas <enemy@enemy.test>'
<enemy@enemy.test>".

Check for Compromised Passwords /s

MDaemon can now check a user's password against a compromised password list from a
third-party service. It is able to do this without transmitting the password to the
service, and if a user's password is present on the list it does not mean the account
has been hacked. It means that someone somewhere has used the same characters as
their password and it has appeared in a data breach. Published passwords may be used
by hackers in dictionary attacks, but unique passwords that have never been used
anywhere else are more secure. See Pwned Passwords for more information.

On the Security Settings' Passwords[s screen, MDaemon now has an option to
prevent an account's password from being set to one that is found in the compromised
passwords list. It can also check a user's password every certain number of days when
they log in, and if it is found, send a warning email to the user and postmaster. The
warning emails can be customized by editing message template files in the
\MDaemon\App folder. Since instructions for how a user should change their password
may depend on whether the account is using a password stored in MDaemon or using
Active Directory authentication, there are two template files,
CompromisedPasswordMD.dat and CompromisedPasswordAD.dat. Macros can be used
to personalize the message, change the subject, change the recipients, etc.

Additional Features and Improvements

With over 250 new features and improvements included in MDaemon 20, there are many
not listed in this section. For a comprehensive list of additions, changes and fixes
included in MDaemon 20.0, see the Release Notes.

See:

Introduction[

Upgrading to MDaemon Private Cloud 12.0.0[:"
MDaemon's Main Display/ s

1.4 Upgrading to MDaemon Private Cloud 12.0.0

Below is a list of special considerations and notes that you may need to be aware of
when upgrading to MDaemon version 24.0.1 from a previous version. For a
comprehensive list of additions, changes and fixes included in MDaemon 24.0.1, see the
Release Notes.
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Version 24.0.0

e The XML API now by default denies access from IPs that are not specifically
allowed. This can be changed in the application interface at: Setup | XML API

Service | Address Restrictions|4es).

Version 23.5.0

e There are no special considerations unique to MDaemon 23.5.0 when updating
from the previous version. If you are updating from an earlier version, please
review the special notes below for all versions released since that version.

Version 23.0.2

e Outbreak Protection has been restored. Please review your Qutbreak Protection
settings[en, as they may have been reset to their default values.

Version 23.0.1

e Cyren Anti-Virus has been replaced with IKARUS Anti-Virus. Cyren recently
announced its plans to discontinue operations with little warning. This
necessitated the need for us to find a new anti-virus partner. After a thorough
evaluation, IKARUS Anti-Virus stood out for its excellent detection rate and
speed. It offers reliable protection from malicious and potentially hostile
programs, and it combines traditional anti-virus defense methods with the latest
proactive technologies. IKARUS Anti-Virus automatically updates its definitions
every 10 minutes. Scanning with IKARUS is disabled if your AntiVirus license is
expired.

e Cyren Outbreak Protection been removed. Cyren recently announced its plans
to discontinue operations with little warning. We are actively researching and
considering viable anti-spam technologies as suitable additions to the existing
anti-spam mechanisms found in our software products.

e IMAP keyword flags support can now be enabled or disabled via the setting
[Special] IMAPKeywordFlags=Yes/No in \MDaemon\App\MDaemon.ini. IMAP
keyword flags are disabled by default when updating MDaemon from a version
before 23, to avoid the potential loss of message tags in Thunderbird mail
clients. When Thunderbird connects to an IMAP server that supports keyword
flags, it overwrites its local message tags with tags read from the server, which
are initially blank. IMAP keyword flags are enabled by default for new installs
and when updating from version 23.0.0.

Version 22.0.0

e 32-bit MDaemon has been discontinued. MDaemon 22.0 and newer will only be
available in 64-bit. If you are currently running a 32-bit version on a supported
64-bit operation system, you can simply install the 64-bit version on top of the
existing installation.

e The minimum length for strong passwords[efl must now be at least 8 characters.
If your minimum length was set to fewer than 8 characters before updating to
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MDaemon 22, it will be changed to 8. The default minimum length for strong
passwords on new installs is now 10.

e MDaemon is moving away from using the terms "whitelist" and "blacklist". In
many cases, they are now "allow list" and "block list". Features that had a
"white list" to exempt IPs, addresses, etc., nhow have an "exempt list". The per-
user spam filter contacts folders are now named "Allowed Senders" and "Blocked
Senders". The folders for all accounts will be renamed when MDaemon 22 starts
up for the first time.

Version 21.5.0

e The x-MDOrigin-Country header, which Location Screening[ss) can add to
messages, will now contain the two-letter ISO 3166 country and continent
codes instead of full country and continent names. Be sure to update any filters
you may have that look for particular values in this header.

e With the renaming of the Webmail "Mobile" theme to "Pro," there is a possible
side effect for users who are using the Mobile theme and have the Remember
Me option enabled. These users may find that they cannot open attachments.
To fix this, they must simply sign out of their Webmail account and then sign in
again.

Version 21.0.2

e The settings at Setup » Preferences » Miscellaneous to copy all system-
generated postmaster notifications to global admins and domain admins now
apply to more notifications, such as Account Freeze and Disable, No Such User,
Disk Error, Low Disk Space, and Beta and AV expiration. If you do not feel it
appropriate for your administrators to receive these notifications, you must
disable these settings.

Version 20.0.3

e MDaemon will comment out the line "AlertExceedsMax yes" in ClamAV's
clamd.conf file, due to it causing too many "Heuristics.Limits.Exceeded"
AV scan failures.

Version 20.0.1

e The network resource access settings at Setup | Preferences | Windows
Service now configure the MDaemon service (and the Remote Administration
and XMPP Server services) to run as the specified account, instead of
MDaemon running as SYSTEM and then it running specific processes and
threads as that account. The installer will update the services to run as the
specified account when updating to this version.

e Because of changes to and deprecation of many settings in clamd.conf, the
installer will now overwrite existing clamd.conf. If you have customized your
clamd.conf you may need to review and make changes to clamd.conf after
installation.
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Version 20.0.0

Please carefully read the section in the full release notes labeled as task [8930]
as it involves changes to the Active Directory integration system and you may

find things that were broken in the past now starting to work. Please be aware
of all changes made in that area and carefully read that section of the release

notes.

MDaemon 20.0 requires Windows 7, Server 2008 R2, or newer.

Preferences » Miscellaneous[2) has two new checkboxes that control whether
system generated notification emails periodically sent to the Postmaster alias
should also be sent to Global and Domain level administrators. By default, these
options are both enabled. Domain administrators are restricted to receiving only
those emails which are for their domain and the Release Notes. Global
administrators receive everything including the Queue Summary report,
Statistics report, Release Notes, 'No Such User' found (for all domains), Disk
Error notifications, Account Freeze and Disable notifications for all domains
(which, like Domain admins, they can unfreeze and re-enable), warnings about
licenses and beta test versions about to expire, Spam Summary reports, and
perhaps others as well. If you do not feel it appropriate for your administrators
to receive these notifications you must disable these settings.

How autoresponders are stored has changed. The text for an accounts
autoresponder is now stored as 0OF.MRK files within the account's DATA folder
which is a new sub-folder inside the account's root mail folder. Autoresponder
script files are no longer kept in the APP folder and they are not shared
between accounts. When MDaemon starts for the first time it will migrate all
existing autoresponder files and settings to the correct places for every
account. The auTORESP.DAT file is obsolete and will be deleted along with every
account specific .rsP file (Out0foffice.RSP and non-account specific files will
remain for reference and sample purposes). If you wish to quickly assign a
single autoresponder configuration to multiple accounts you can use the new
Publish button found at Account Settings » Autoresponder{zil. This button will
copy the existing autoresponder script text and all settings for the current
account to other accounts that you select. There is also an Edit autoresponder
file[70d) button that lets you edit the default autoresponder script
(outofoffice.rsp). This default is copied into an accounts 0OF.MRK if the

OOF .MRK is missing or empty.

How account signature files are stored has changed. Signature files are now
stored as SIGNATURE.MRK within the account's DATA folder, which is a new
subfolder inside the account's root mail folder. When MDaemon starts for the
first time it will migrate all existing signature files to the correct places for every
account. The root MDaemon Signatures folder will no longer contain account-
specific signature files, but it remains in place as it may still contain items
needed by MDaemon Remote Administration and the Content Filter. The original
Signatures folder was backed up to \Backup\20.0.0\Signatures\ prior to
migration. Finally, every account's ADMINNOTES .MRK has been moved from the
account's root mail folder to the new DATA subfolder.

Spam Filter » White List (automatic)[e has had the default value changed to

disabled for the option "...only whitelist addresses that authenticate using
DKIM". Having this enabled turns out to be a little restrictive for many and
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prevents address book white listing from working for MultiPOP and DomainPOP
mail. Re-enable the setting if this is not to your liking.

e The Preferences » Ul option to "Center all UI dialogs" has been reset to a
default of "enabled" for everybody. If you prefer otherwise you can disable it.
This prevents screens from being created partially out of frame, but it can
occasionally cause multiple overlapping screens to be harder to select.

e Security Manager » Screening » Location Screening[ssil - The default for this
feature has been changed from disabled to enabled. When Location Screening is

enabled the connecting country/region will always be logged (if known) even
when the particular country/region is not being actively blocked. So, even if
you do not wish to block any country you can still enable Location Screening
(without selecting any countries to block) so that country/region can be shown
and logged. Since the default setting for this has changed, you should take a
look at your Location Screening configuration for correctness. MDaemon will
insert the header "x-MDOrigin-Country" that lists the country and region for
content filtering or other purposes.

e The hard-coded fixed size limit of 2 MB for spam filter scans has been removed.
There is now no theoretical limit to the size of a message that can be scanned.
It is still possible, however, to configure your own limit in case this is a problem,
but using "0" in the option now means no limit. You should review the Spam
Filter » Settingslens] screen to make sure this option is set to your desired value.

e Added 'Sender Domain' and 'Recipient Domain' columns to the Queues screens in
the main UIL. As a result of this a one-time reset of saved column widths had to
be done. Once you set the column widths to your liking they will be
remembered.

e By default the Host Screen is now applied to MSA connections. This option is
located at: Security Manager » Screening » Host Screen[ss.

e By default MDaemon IMAP, WebMail, and ActiveSync servers no longer provide
access to the shared folders of disabled accounts. You can change this with a

new settings at Server Settings » Public & Shared Folders[o.

Version 19.5.2

e The "Max RSET commands allowed" options on the Server Settings » Servers[7
screen have been removed since they are essentially less flexible duplicates of
the same functionality found on the SMTP Screen[s#l. The SMTP Screen version
is part of the Dynamic Screening system which takes into account more factors
(e.g. it has a white list, considers authentication status, etc). Your old values
were moved to the SMTP Screen. Please check them to ensure the values there
are as you expect. The correct default (and recommended) values for the
options are: Block IPs that send this many RSETs set to "20", and Close SMTP
session after blocking IP option set to enabled/checked.

Version 19.5.1

e The LetsEncrypt[sA functionality has been updated to use ACME v2. This
update is required because LetsEncrypt is discontinuing support for ACME v1.
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PowerShell 5.1 and .Net Framework 4.7.2 are now required in order to use
LetsEncrypt.

Version 19.5.0

Some settings, such as the registration keys, have been moved from
\MDaemon\App\MDaemon.ini t0 \MDaemon\LocalData\LocalData.ini. If you
need to revert to a previous version of MDaemon, earlier installers will not find
the settings at the new locations, and will therefore ask you to enter a
registration key. This can be avoided by copying the settings back to
MDaemon.ini, or by restoring a backup of MDaemon.ini, first.

Version 19.0.0

MDaemon's Remote Administration (MDRA) web interface has been further
expanded to include access to features that formerly could only be administered
using a Configuration Session (i.e. MDaemon's application interface), and there
are now several options that can only be accessed via MDRA. Consequently, for
new MDaemon installations, the "Start MDaemon" Start Menu shortcut will now
open a browser to MDaemon Remote Administration by default rather than
opening an MDaemon Configuration Session. If you wish to change this, edit
\MDaemon\App\MDaemon.ini and set [MDLaunch] OpenConfigSession=Yes/No
and OpenRemoteAdmin=Yes/No. Set the Remote Administration URL at Setup »
Web & IM Services » Remote Administration » Web Server[s3 if the auto-
generated URL does not work or if MDRA runs in an external web server. If a
working URL cannot be determined, a Configuration Session will be opened
instead. Finally, under the Windows Start menu, in the MDaemon program
group, there are now shortcuts to Open MDaemon Configuration Session and
Open MDaemon Remote Administration.

SyncML has been deprecated and removed.

MDaemon's disk space calculations were being made inconsistently in several
places (for example, sometimes using 1000, sometimes using 1024 bytes for a
kilobyte computation). This has been fixed to use 1024 consistently. As a result
your users' disk space quota values may be slightly different than in previous
versions. Please check and make whatever adjustments (if any) you feel are
required.

The option, "Only send antivirus update notification on failuress)" is now
enabled by default. When updating to MDaemon 19, this option will be enabled

the first time MDaemon is started.

See:

Introduction[ A
New in MDaemon Private Cloud 12.0[)

MDaemon's Main Display/ s
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1.5 Getting Help

Support Options

Support is a vital part of the total MDaemon Technologies customer experience. We
want you to get the most from our products long after the initial purchase and
installation and we are dedicated to ensuring that any issues are resolved to your
satisfaction. For the latest Customer Service information, Technical Support Options,
Self-support Resources, Product Information, and more, visit the MDaemon

Technologies support page at: www.mdaemon.com/support/

MDaemon Beta Testing

MDaemon Technologies maintains active beta testing teams for our products. If you
would like information about joining the MDaemon beta team, send a message to
MDaemonBeta@mdaemon.com.

The Beta Team is for those who wish to acquire MDaemon

updates before their general release and aid in their testing; it
3 is not a technical support alternative. Technical support for

MDaemon will only be provided through those methods outlined

at: www.mdaemon.com/support/.

Contact Us

Hours of Operation

M-F 8:30 am - 5:30 pm Central Standard Time
Excludes weekends and U.S. holidays
Customer Service or Sales

U.S. Toll Free: 866-601-ALTN (2586)
International: 817-601-3222

sales@helpdesk.mdaemon.com

Technical Support
www.mdaemon.com/support

Training
trainin mdaemon.com

Business Development/Alliances
alliance@mdaemon.com

Media/Analysts
press@mdaemon.com

Channel/Reseller Inquiries
Please refer to the Channel Partner page for additional information.
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Corporate Headquarters

MDaemon Technologies

4550 State Highway 360, Suite 100
Grapevine, Texas 76051

U.S. Toll Free: 866-601-ALTN (2586)
International: 817-601-3222

Fax: 817-601-3223

Trademarks
Copyright © 1996-2024 MDaemon Technologies. Alt-N®, MDaemon®, and RelayFax®
are trademarks of MDaemon Technologies.

Apple is a trademark of Apple Inc. Microsoft and Outlook are trademarks of Microsoft
Corporation. All other trademarks are the property of their respective owners.
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2 MDaemon's Main Display

‘-',!j‘,l Alt-N MDaemon PRO - company.test - 10.10.50.235 [fe80::ec17:20:fd19:4833%:11] (Configuration Session)

File Edit Setup Security Accounts Catalogs Queues Windows Help
% 1 /2 e e i b
RRTYAULE D 8% SS WEE @

o0 Statistics s || Tue 20170314 00:00:28.138: SecuityPlus Antivinus processing o \mdaemonbgueuesilocalimd 75000000323 msg...  »
T I Report Tue 20170314 00:00:28.138: * Meszage return-path; MD aemon®@mail comparngy. best
4 hepo ) . Tue 20170314 00:00:28.138: * Message from: MDaemoniEmail. company. test
+ SMTP sessions (in): 2 Tue 2017-03-14 00:00:28.138: * Meszage to: frank. thomas@campany. test
: SMTP ; £): Tue 20170314 00:00:28.138: * Message subject: Mail Statistics Summary - mail.company. test - Mon, 13 Mar 2017
e sessions (Outl: | || S 70314 DO00 26,138, * Message 1D <MDAEMONOTI7201 7031 40000, AAGL2REAT Gmal. compary tests
- SMTP messages (in): |2 || Tue 20170214 00:00:28.128: Start SecurityPlus Antvins results
+ SMTP messages (out] Tue 2017-03-14 00:00: 28.156: * Total attachments scanned 3 (including multipart/altematives and meszage body] | =
- Tue 20170314 00:00:28.156: © Total attachments infected 0 T
#- 0 DomainPOP messagel || 7.2 5117 1314 00:00: 25,156 ~ Totel attachments disinfected: 0
£ MultiPOP messages (| ||| Tue 2017-03-14 00:00:23.156: = T atal errars while scanning : 0

Tue 20170314 00:00:28.156: * Total attachments removed 0

Tue 20170314 00:00:28.164: End of SecurityPlusz Antiiug results

Tue 20170314 00:00:28.164: -~

Tue 20170314 15:34:12.319 SecurityPluz Antivinus processzing c vmdaemon'.queuesilocalmda0000000324. mzq...
Tue 20170314 15:34:12.313: * Message return-path: Postmaster@company. test

Tue 20170314 15:34:12.319: * Meszage from: Postraster@company.test

Tue 20170314 15:34:12.313: * Message to: frank. thomas{icompany. test

Tue 2017-03-14 15:34:12.319; * Meszage subject: SF Update: mail. company. test - Tue, 14 kar 2017 15:34:09 -0500
Tue 20170314 15:34:12. 319 * Meszage 1D: <MDAEMOMNO01 8201703141534 44341187 8@ mail compatiy. kests
Tue 20170314 15:34:12.313: Start SecurityPlus Antivirs results

Tue 20170314 15:34:12.825: * Tatal attachments scanned 1 (including multipart/ alternatives and message body]
Tue 20170314 15:34:12.825: * Total attachments infected 0

Tue 2017-03-14 15:34:12.828: * T otal attachments disinfected: 0

Tue 20170314 15:34:12.825: * Tatal erors while scanning - 0

Tue 2017-03-14 15:34:12.825: * Total attachments removed 0 X
4 m 13

POP3 sessions: 0
+ IMAP sessions: 0
RAW messages: 323 |
; Spam accepted: 0

3]
i

+-12] Spam refused: 0
+-12] DMSBL accepted: 0
+72] DNSEL refused: 0
3]

i

3]

3]

-84 Viruses detected: 0

- & Viruses refused: 0
@ IP Screen refused: 0
@ Hast Screen refused: |

+@ Dynamic Screen refus _

< i » " Content Fiter )& { AntiSpam | MDSpamD { SPF { DKIM [ DMARC [ VBR j MDPGF [ Screering |
\ Stats \ll System ,I[ Statistics ,I{ Routing }l Security j Mail .I[‘.“.l'orldCliem ,I{Oueues ,I[Plug-ins ,I[Acti\re Directory ,I{ Sessions f

company test 10.10.50.235 fe80::ec17:204d19: | v17.0.0c2 32bit | Active: 0 | Buf: 070 | SMTP: 0/0 | POP3: 040 | IMAP: 0 | Time left: 1:15 | Up: 5days 6 hrs

MDaemon's main graphical user interface (GUI) gives you important information
regarding MDaemon's resources, statistics, active sessions, and queued mail waiting to
be processed. It also contains options for easily activating/deactivating MDaemon's
various servers. The GUI's tabbed panes keep you up to date on how the server and its
incoming and outgoing connections are performing.

Stats

The Stats pane is the default left pane of MDaemon's main interface. This pane
contains four sections: Statistics, Accounts, Queues, and Servers.

The Statistics section contains statistics regarding the number of messages sent and
received by MDaemon as well as statistics for POP and IMAP sessions, Spam accepted
and refused, viruses, and more. These stats are counted from the time MDaemon
starts, and there is a right-click shortcut menu that can be used to clear the counters.

When you click the "reset root node counters" option, all of
the counters will be reset, not merely the one you right-click.

J Further, there is an option at Setup » Preferences » GUI that
can be used to "Preserve root node mail counters across
reboots." Otherwise they will be reset whenever the server is
rebooted.
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The Accounts section contains entries for MDaemon, MDaemon Connector, and
ActiveSync. Each entry lists the number of accounts used and the number of accounts
left, depending on your product license.

The Queues section contains an entry for each message queue and the number of
messages (if any) that each queue contains. You can right-click on each of the queue
entries to open a shortcut menu containing one or more of the following options,
depending on which queue you select:

View Queue — this option switches the main pane to the Queues tab and displays
the selected queue. A list of all messages the queue contains will be displayed,
and you can right-click any message to open a shortcut menu containing
numerous options similar to those available in the Queue & Statistics Manager
such as Copy, Move, Edit, and so on.

Queue and statistics manager — open the Queue and Statistics Manager to the
Queue Page with the selected queue displayed.

Process Now — this option "re-queues" all messages contained in the queue and
attempts to process them normally for delivery. If you attempt to process
messages contained in the Holding queue, Bad queue, or the like then the
messages may encounter the same errors that put them there in the first place
and return them to the same queue.

Freeze/unfreeze queue — temporarily pauses processing for the selected queue,
or continues the processing if it is currently paused.

Release — releases messages from the Holding Queue. MDaemon will attempt to
deliver the messages regardless of errors encountered — they will not be
returned to the Holding Queue even if they encounter the same errors that
caused them to be moved there originally.

Re-Queue — This is available for the Holding Queue, and has the same effect as
Process Now above.

Enable/disable queue — activates or deactivates the Holding Queue. When
disabled, messages will not be moved to the Holding Queue regardless of errors
encountered.

The Servers section contains an entry for each server within MDaemon, and each entry
lists the current state of the server: "Active" or "Inactive". Listed below each server's
entry is an entry for each domain (when applicable) and the port and IP address
currently in use by that server or domain. The shortcut menu provides a control for
toggling each server between the Active and Inactive state. When a server is inactive
its icon will turn red.

Event Tracking and Logging

The default right-hand pane of the main interface contains a group of tabs that display
MDaemon's current actions and the status of its various servers and resources, and
they are continually updated to reflect current server conditions. Each active session
and server action is logged onto the appropriate tab once each action is complete. The
information displayed on these tabs is mirrored in the log files kept in the Logs
directory, if you have chosen to log such activity.

The primary pane of MDaemon's GUI contains the following tabs:
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System — at program startup, the System tab displays a log of the Initialization
Process, which can alert you to possible problems with MDaemon's configuration
or status. It also displays activity such as enabling/disabling any of MDaemon's
various servers.

Statistics — this tab will display a server statistics report corresponding to the
information contain in the various root node counters on the Stats tab in the
Stats and Tools pane. If you wish to change the font or font size used for this
report you can do so by editing the following keys in the MDaemon.ini file:

[ReportWindow]
DefFontFace=Courier New
DefFontHeigh=15
DefFontWidth=7

Further, at midnight each night, the Postmaster and all addresses listed on the
Recipients(esl screen of the Content Filter will get a copy of this report via

email. This is the same report that is generated when you use the "Status" email
command listed in General Email Controls[esil. If you do not wish this report to be
sent, then disable the "Send stats report to postmaster at midnight" option
located on the Miscellaneous[2) screen under Preferences.

Routing — displays the routing information (To, From, Message ID, and so on) for
each message that is parsed by MDaemon.

Security — click this tab and several other security-related tabs will appear above
it.
Content Filter — MDaemon's Content Filter[e4] operations are listed on this tab.

When a message matches the criteria of one of the Content Filter's message
rules, the relevant information related to that message and the actions taken

are logged here.

AntiVirus — AntiVirus[e2) operations are listed on this tab. When a message is
scanned for viruses, the relevant information related to that message and the

action taken is logged here.
AntiSpam — displays all of MDaemon's spam filtering[esil and prevention activities.
MDSpamD — lists all activity of the MDaemon Spam Daemon/es:).
SPF — displays all Sender Policy Framework[se) activities.
DKIM — lists all DomainKeys Identified Maillsd activities.
DMARC — lists all DMARC[ s activities.
VBR — this tab displays VBR Certification[ssz) activities.

MDPGP — this tab displays MDPGP[e7 activities.

Screening — this tab displays Tarpitting[ssil and Dynamic Screening[s#! activities.

Auth Failures — This tab (and corresponding log file) contains a detailed entry
for every SMTP, IMAP, and POP logon attempt that fails. The information
includes the Protocol used, the Session ID (so you can search other logs),
the IP of the offender, the raw Logon value they tried to use (sometimes this
is an alias), and the Account that matches the logon (or 'none' if no account
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matches).You can right-click on a line in this tab and have the IP address of
the offender added to the block list(s).

MTA-STS — Displays all SMTP MTA Strict Transport Security (MTA-STS) related
activity.

Mail — click this tab and several other mail-related tabs will appear above it.

SMTP (in) — all incoming session activity using the SMTP protocol is displayed
on this tab.

SMTP (out) — all outgoing session activity using the SMTP protocol is displayed
on this tab.

IMAP — mail sessions using the IMAP protocol are logged on this tab.

POP3 — when users collect email from MDaemon using the POP3 protocol, that
activity is logged here.

MultiPOP — this tab displays MDaemon's MultiPOP mail collection activities.

DomainPOP — this tab displays MDaemon's DomainPOP activity.

LDAP — displays LDAP server activity.

Minger — displays Mingerlsu4l server activity.

RAW — RAW or system generated message activity is logged on this tab.

MDaemon Connector — displays all MDaemon Connector] s activities.
Webmail

Webmail — displays MDaemon Webmail's mail activities.

ActiveSync — this tab displays ActiveSync activity.

Queues — this tab gives access to another row of tabs above it with one tab
corresponding to each message queue, such as: Local, Remote, Holding,
Quarantine, Bayesian Spam, and so on.

Plug-ins — displays all activities related to any MDaemon plug-ins.
Active Directory — displays all Active Directory related activity.

Sessions — click this tab and several other tabs will appear above it. These tabs
display an entry for each active connection to MDaemon. Whether the
connection is SMTP in or out, POP in or out, IMAP, Webmail, or ActiveSync,
information about each active session is displayed here. Double-click on an
active session to display a Session Window/[ ", which displays the transcript of
the SMTP session as it progresses.

The information displayed on these tabs has no affect on the
amount of data that is actually stored in the log files.

J However, MDaemon does support a great deal of flexibility with
regard to the amount and type of information that is logged in
those files. See the Logging[) dialog for more information on
logging options.
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Event Tracking Window's Shortcut Menu

If you right-click in any of the Event Tracking pane's tabs it will open a shortcut menu.
Various options are provided on this menu that can be used to select, copy, delete, or
save the contents of a given tab. The menu's Print/Copy option will open any currently
selected text in Notepad, which can then be used to print the data or save it to a file.
The Delete option will delete the text you have selected. The Search option will open a
window in which you can specify a word or phrase to search for in the log files.
MDaemon will search all log files for the text string and then all session transcripts
containing that string will be combined into a single file and opened in Notepad for your
review. A practical use of this feature would be to search for a particular Message-ID,
which would provide a compilation from all the logs of all session transcripts containing
that Message-ID. On some tabs there are also options to report messages to
MDaemon.com that have been misclassified as spam or containing a virus, or that
should have been classified as such (i.e. false positives or false negatives). Reported
messages will be analyzed and passed along to third-party vendors for corrective
action.

The layout of the MDaemon GUI is not limited to the default
positions described above. You may switch their position by
J clicking Windows » Switch Panes on the menu bar.

Composite Log View

Located on the Windows menu of MDaemon's menu bar is the Composite Log View
option. Clicking this option will add a window to the GUI that will combine the
information displayed on one or more of the main pane's tabs. Use the options on the
Composite Log[+s0l screen of the Logging dialog to designate the information that will
appear in that window.

Performance Counters

MDaemon supports Windows Performance Counters, which allow monitoring software to
track MDaemon's status in real time. There are counters for the number of active
sessions for the various protocols, number of messages in the queues, server active /
inactive states, MDaemon up time, and session and message statistics.

To use the performance counters, start System Monitor by going to Control Panel |
Administrative Tools | Performance, or by running "perfmon". Click on Add Counters,
select the MDaemon performance object, then select and Add the counters that you
want to see. To see the performance counters from MDaemon running on another
machine you must have the "Remote Registry" service enabled and access through any
firewalls.

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



MDaemon's Main Display 61

See:

Session Window|[ 701
Tray Icon(e)
Shortcut Menu[ e

Composite Log[ s

2. .1 AutoDiscovery Service

MDaemon supports the AutoDiscovery service, which allows users to configure their
email clients to connect to their accounts by providing only their email address and
password, rather than having to know other configuration details such as mail server
names and ports. Most clients support the service, although a few have only limited
support for it. The AutoDiscovery service is enabled by default, but you can manually
enable or disable it from MDaemon's main application interface. Under Servers in the
Stats pane, right-click AutoDiscovery Service, and click Enable/Disable
AutoDiscovery Service.

Clients in which the AutoDiscovery service is fully supported will use the domain name
in the user's email addresss to do a DNS service (SRV) record lookup for Service Type
_autodiscover._tcp and connect to that server to get additional information. Therefore
to support AutoDiscovery you must create DNS SRV records for AutoDiscovery and the
services it supports. MDaemon's implementation of the AutoDiscovery service supports:
ActiveSync[8 (airsync), IMAP, POP, SMTP, DAV, and XMPP.

_autodiscover. tcp SRV 0 0 443 adsc.example.com.
_airsync. tcp SRV 0 0 443 eas.example.com.
_imap. tcp SRV 0 0 O imap4.example.com.
_pop. tcp SRV 0 0 O pop3.example.com.
_smtp. tcp SRV 0 0 O msa.example.com.
_caldav. tcp SRV 0 0 O dav.example.com.
_carddav._ tcp SRV 0 0 O dav.example.com.
_xmpp-client. tcp SRV 0 0 O chat.example.com.

Note: a few clients will always look at autodiscover. {domain}. {t1ld} first. So having
the AutoDiscovery service record point to a server named autodiscover. {domain}.
{t1ld} could help in that regard. In the following example, however, the AutoDiscovery
server is adsc.example.com.

Example:
Domain name: example.com
The admin should set up a _tcp service record for service type _autodiscover
_autodiscover. tcp SRV 0 0 443 adsc.example.com.

In this case, it points to adsc.example.com, which has an A record pointing to
192.168.0.101
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The client will then connect to that server, and ask for connection point information
for some specific protocols: ActiveSync, IMAP, XMPP, SMTP, DAV, etc...

The AutoDiscovery service then looks up the protocols requested and returns the
proper server names for those protocols. i.e. For ActiveSync, it would return the
server name defined in the _tcp service record _airsync, which in this example,
would be eas.{domain}.{tld}

If Outlook were calling AutoDiscovery, it would return the IMAP and SMTP Servers,
represented for the _tcp service records of _imap and _msa, resulting in the servers
being returned as imap4.example.com and msa.example.com.

Here is an example of setting up Auto Discovery Services correctly. This assumes
that you wish to use unique names for each protocol, but is easily adapted to use
say a common name, such as mail.example.com.

; Database file example.com.dns for example.com zone.

@ IN SOA dns.mydnsprovider.org. hostmaster.mydnsprovider.org. (

4 ; serial number
900 ; refresh

600 ; retry

86400 ; expire

3600 ) ; default TTL

8 Zone NS records

@ NS dns.mydnsprovider.org

8 Zone records

@ A 192.168.0.100

adsc A 192.168.0.101
WWW A 192.168.0.102
imap4 A 192.168.0.103
pop3 A 192.168.0.104
msa A 192.168.0.105
eas A 192.168.0.106
api A 192.168.0.107
autodiscover A 192.168.0.108
dav A 192.168.0.109
chat A 192.168.0.110
inbound A 192.168.0.111

MX 10 inbound.example.com.
; Service records

’
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_autodiscover. tcp SRV 0 0 443 adsc.example.com.
_airsync. tcp SRV 0 0 443 eas.example.com.
_imap. tcp SRV 0 0 O imap4.example.com.
_pop. tcp SRV 0 0 O pop3.example.com.
_smtp. tcp SRV 0 0 O msa.example.com.
_caldav. tcp SRV 0 0 O dav.example.com.
_carddav._ tcp SRV 0 0 O dav.example.com.
_xmpp-client. tcp SRV 0 0 O chat.example.com.

See:

For more general information on AutoDiscover, see the Microsoft document:
Autodiscover for Exchange.

2.2 Event Tracking and Logging

%% Alt-N MDaemon PRO - company.test - 10.10.50.235 [fe80::ec17:20:fd19:4833%11] (Configuration Session) == ]
File Edit Setup Security Accounts Catalogs Queues Windows Help

RReTYELHL D 8% SS EEE @

o0 Statistics s || Tue 20170314 00:00:28.138: SecuityPlus Antivinus processing o \mdaemonbgueuesilocalimd 75000000323 msg...  »
R I Report Tue 20170314 00:00:28.138: * Meszage return-path; MD aemon®@mail comparngy. best
4 hepo Tue 20170314 00:00:28.138: * Message from: MDaemoniEmail. company. test

SMTP sessions (in): 2 Tue 2017-03-14 00:00:28.138: * Meszage to: frank. thomas@campany. test
: SMTP sessions (out): Tue 20170314 00:00:28.138: * Message subject: Mail Statistics Summary - mail.company. test - Mon, 13 Mar 2017

. Tue 20170314 00:00:28.138: * Meszage 1D <MDAEMONOOT17201703140000.44002654 7 @mail company. kest>

#- 0 SMTP messages (in): | || Tue 2017-03-14 00:00:25.136: Start SecurityPlus Antiins results

-4 SMTP messages (out] Tue 20170314 00:00:28.156: = Total attachments scanned 3 (including multipart/alternatives and message body)
: Tue 20170314 00:00:28.156: © Total attachments infected 0

m

+-0+4 DomainPOP message

. Tue 20170314 00:00:28.156: = Total attachments dizsinfected: 0
- MultiPOP messages ( Tue 20170314 00:00:28.156: * Tatal erars whils scanring @ 0

POP3 sessions: 0 Tue 2017-03-14 00:00:28.156: * T atal attachments removed 0
. Tue 20170314 00:00:28.164: End of SecurityPlusz Antiiug results
IMAP sessions: 0 Tue 20170314 00:00: 28,164 -
RAW messages: 323 | Tue 20170314 15:34:12.319 SecurityPluz Antivinus processzing c vmdaemon'.queuesilocalmda0000000324. mzq...

Tue 20170314 15:34:12.313: * Message return-path: Postmaster@company. test

] Spam accepted: 0 Tue 20170314 15:34:12.319: * Meszage from: Postraster@company.test

=]

| Spam refused: 0 Tue 20170314 15:34:12.313: * Message to: frank. thomas{icompany. test
7 DNSBL accepted: 0 Tue 2017-03-14 15:34:12.319; * Meszage subject: SF Update: mail. company. test - Tue, 14 kar 2017 15:34:09 -0500
= DMSEL refused: 0 Tue 20170314 15:34:12. 319 * Meszage 1D: <MDAEMOMNO01 8201703141534 44341187 8@ mail compatiy. kests
15 UNBL refused: Tue 2017-0314 15:34:12.31%: Start SecurityPlus Antivinus results
- ﬁ Viruses detected: 0 Tue 20170314 15:34:12.825: * Tatal attachments scanned 1 (including multipart/ alternatives and message body]
s - ) Tue 20170314 15:34:12.825: * Tatal attachments infected 0
783 Viruses refused: 0 Tue 2017-03-14 15:34:12 825 * Total attachments disinfected: 0
5L 1P Screen refused: 0 Tue 2017-03-14 15:34:12.825. * Total enors while scanning - 0
+® Host Screen refused: | Tue 20170314 15:34.12.825: * Total attachments removed - 0 X
. Fl T [3
+@ Dynamic Screen refus _
< n v |\ Corent Fiter }irii¥iiis:  AntiSpam { MDSpamD [ SPF [ DKIM [DMARC [VER [ MDPGP { Screening [
\ Stats \ll System ,I[ Statistics ,I{ Routing }l Security j Mail .I[‘.“.l'orldCliem ,I{Oueues ,I[Plug-ins ,I[Acti\re Directory ,I{ Sessions f

company test 10.10.50.235 fe80::ec17:204d19: | v17.0.0c2 32bit | Active: 0 | Buf: 070 | SMTP: 0/0 | POP3: 040 | IMAP: 0 | Time left: 1:15 | Up: 5days 6 hrs

MDaemon's main graphical user interface (GUI) gives you important information
regarding MDaemon's resources, statistics, active sessions, and queued mail waiting to
be processed. It also contains options for easily activating/deactivating MDaemon's
various servers. The GUI's tabbed panes keep you up to date on how the server and its
incoming and outgoing connections are performing.
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Stats

The Stats pane is the default left pane of MDaemon's main interface. This pane
contains four sections: Statistics, Accounts, Queues, and Servers.

The Statistics section contains statistics regarding the number of messages sent and
received by MDaemon as well as statistics for POP and IMAP sessions, Spam accepted
and refused, viruses, and more. These stats are counted from the time MDaemon
starts, and there is a right-click shortcut menu that can be used to clear the counters.

When you click the "reset root node counters" option, all of
the counters will be reset, not merely the one you right-click.

J Further, there is an option at Setup » Preferences » GUI that
can be used to "Preserve root node mail counters across
reboots." Otherwise they will be reset whenever the server is
rebooted.

The Accounts section contains entries for MDaemon, MDaemon Connector, and
ActiveSync. Each entry lists the number of accounts used and the number of accounts
left, depending on your product license.

The Queues section contains an entry for each message queue and the number of
messages (if any) that each queue contains. You can right-click on each of the queue
entries to open a shortcut menu containing one or more of the following options,
depending on which queue you select:

View Queue — this option switches the main pane to the Queues tab and displays
the selected queue. A list of all messages the queue contains will be displayed,
and you can right-click any message to open a shortcut menu containing
numerous options similar to those available in the Queue & Statistics Manager
such as Copy, Move, Edit, and so on.

Queue and statistics manager — open the Queue and Statistics Manager to the
Queue Page with the selected queue displayed.

Process Now — this option "re-queues" all messages contained in the queue and
attempts to process them normally for delivery. If you attempt to process
messages contained in the Holding queue, Bad queue, or the like then the
messages may encounter the same errors that put them there in the first place
and return them to the same queue.

Freeze/unfreeze queue — temporarily pauses processing for the selected queue,
or continues the processing if it is currently paused.

Release — releases messages from the Holding Queue. MDaemon will attempt to
deliver the messages regardless of errors encountered — they will not be
returned to the Holding Queue even if they encounter the same errors that
caused them to be moved there originally.

Re-Queue — This is available for the Holding Queue, and has the same effect as
Process Now above.
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Enable/disable queue — activates or deactivates the Holding Queue. When
disabled, messages will not be moved to the Holding Queue regardless of errors
encountered.

The Servers section contains an entry for each server within MDaemon, and each entry
lists the current state of the server: "Active" or "Inactive". Listed below each server's
entry is an entry for each domain (when applicable) and the port and IP address
currently in use by that server or domain. The shortcut menu provides a control for
toggling each server between the Active and Inactive state. When a server is inactive
its icon will turn red.

Event Tracking and Logging

The default right-hand pane of the main interface contains a group of tabs that display
MDaemon's current actions and the status of its various servers and resources, and
they are continually updated to reflect current server conditions. Each active session
and server action is logged onto the appropriate tab once each action is complete. The
information displayed on these tabs is mirrored in the log files kept in the Logs
directory, if you have chosen to log such activity.

The primary pane of MDaemon's GUI contains the following tabs:

System — at program startup, the System tab displays a log of the Initialization
Process, which can alert you to possible problems with MDaemon's configuration
or status. It also displays activity such as enabling/disabling any of MDaemon's
various servers.

Statistics — this tab will display a server statistics report corresponding to the
information contain in the various root node counters on the Stats tab in the
Stats and Tools pane. If you wish to change the font or font size used for this
report you can do so by editing the following keys in the MDaemon.ini file:

[ReportWindow]
DefFontFace=Courier New
DefFontHeigh=15
DefFontWidth="7

Further, at midnight each night, the Postmaster and all addresses listed on the
Recipients(es screen of the Content Filter will get a copy of this report via

email. This is the same report that is generated when you use the "Status" email
command listed in General Email Controls[esil. If you do not wish this report to be
sent, then disable the "Send stats report to postmaster at midnight" option
located on the Miscellaneous[2] screen under Preferences.

Routing — displays the routing information (To, From, Message ID, and so on) for
each message that is parsed by MDaemon.

Security — click this tab and several other security-related tabs will appear above
it.

Content Filter — MDaemon's Content Filter[ex] operations are listed on this tab.
When a message matches the criteria of one of the Content Filter's message
rules, the relevant information related to that message and the actions taken
are logged here.
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AntiVirus — AntiVirusle») operations are listed on this tab. When a message is
scanned for viruses, the relevant information related to that message and the
action taken is logged here.

AntiSpam — displays all of MDaemon's spam filtering[esl and prevention activities.
MDSpamD — lists all activity of the MDaemon Spam Daemon/es).

SPF — displays all Sender Policy Frameworklse) activities.

DKIM — lists all DomainKeys Identified Maillse) activities.

DMARC — lists all DMARC[s#! activities.

VBR — this tab displays VBR Certification[ss2] activities.

MDPGP — this tab displays MDPGP[e activities.

Screening — this tab displays Tarpitting[ss and Dynamic Screening[ss! activities.

Auth Failures — This tab (and corresponding log file) contains a detailed entry
for every SMTP, IMAP, and POP logon attempt that fails. The information
includes the Protocol used, the Session ID (so you can search other logs),
the IP of the offender, the raw Logon value they tried to use (sometimes this
is an alias), and the Account that matches the logon (or 'none' if no account
matches).You can right-click on a line in this tab and have the IP address of
the offender added to the block list(s).

MTA-STS — Displays all SMTP MTA Strict Transport Security (MTA-STS) related
activity.

Mail — click this tab and several other mail-related tabs will appear above it.

SMTP (in) — all incoming session activity using the SMTP protocol is displayed
on this tab.

SMTP (out) — all outgoing session activity using the SMTP protocol is displayed
on this tab.

IMAP — mail sessions using the IMAP protocol are logged on this tab.

POP3 — when users collect email from MDaemon using the POP3 protocol, that
activity is logged here.

MultiPOP — this tab displays MDaemon's MultiPOP mail collection activities.

DomainPOP — this tab displays MDaemon's DomainPOP activity.

LDAP — displays LDAP server activity.

Minger — displays Mingerls4) server activity.

RAW — RAW or system generated message activity is logged on this tab.

MDaemon Connector — displays all MDaemon Connector{s activities.
Webmail

Webmail — displays MDaemon Webmail's mail activities.

ActiveSync — this tab displays ActiveSync activity.
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Queues — this tab gives access to another row of tabs above it with one tab
corresponding to each message queue, such as: Local, Remote, Holding,
Quarantine, Bayesian Spam, and so on.

Plug-ins — displays all activities related to any MDaemon plug-ins.
Active Directory — displays all Active Directory related activity.

Sessions — click this tab and several other tabs will appear above it. These tabs
display an entry for each active connection to MDaemon. Whether the
connection is SMTP in or out, POP in or out, IMAP, Webmail, or ActiveSync,
information about each active session is displayed here. Double-click on an
active session to display a Session Window/[ ", which displays the transcript of
the SMTP session as it progresses.

The information displayed on these tabs has no affect on the
amount of data that is actually stored in the log files.

J However, MDaemon does support a great deal of flexibility with
regard to the amount and type of information that is logged in
those files. See the Logging[8) dialog for more information on
logging options.

Event Tracking Window's Shortcut Menu

If you right-click in any of the Event Tracking pane's tabs it will open a shortcut menu.
Various options are provided on this menu that can be used to select, copy, delete, or
save the contents of a given tab. The menu's Print/Copy option will open any currently
selected text in Notepad, which can then be used to print the data or save it to a file.
The Delete option will delete the text you have selected. The Search option will open a
window in which you can specify a word or phrase to search for in the log files.
MDaemon will search all log files for the text string and then all session transcripts
containing that string will be combined into a single file and opened in Notepad for your
review. A practical use of this feature would be to search for a particular Message-1ID,
which would provide a compilation from all the logs of all session transcripts containing
that Message-ID. On some tabs there are also options to report messages to
MDaemon.com that have been misclassified as spam or containing a virus, or that
should have been classified as such (i.e. false positives or false negatives). Reported
messages will be analyzed and passed along to third-party vendors for corrective
action.

The layout of the MDaemon GUI is not limited to the default
positions described above. You may switch their position by
_ clicking Windows » Switch Panes on the menu bar.

Composite Log View

Located on the Windows menu of MDaemon's menu bar is the Composite Log View
option. Clicking this option will add a window to the GUI that will combine the
information displayed on one or more of the main pane's tabs. Use the options on the
Composite Log[s0l screen of the Logging dialog to designate the information that will
appear in that window.
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Performance Counters

MDaemon supports Windows Performance Counters, which allow monitoring software to
track MDaemon's status in real time. There are counters for the number of active
sessions for the various protocols, number of messages in the queues, server active /
inactive states, MDaemon up time, and session and message statistics.

To use the performance counters, start System Monitor by going to Control Panel |
Administrative Tools | Performance, or by running "perfmon". Click on Add Counters,
select the MDaemon performance object, then select and Add the counters that you
want to see. To see the performance counters from MDaemon running on another
machine you must have the "Remote Registry" service enabled and access through any
firewalls.

See:

Session Window/[ 70

Tray Iconles"
Shortcut Menu[s"

Composite Log/ )

24 Traylcon
Whenever the MDaemon server is running, its icon will be visible in the system tray.
However, apart from simply letting you know whether the server is running, the icon is

also dynamic and will change colors based upon the current server status. The
following is a list of the icon indicators:

All okay. No mail in local or remote
i queues.

= All okay. Mail in local or remote queues.

Available disk space below threshold (see
| Setup » Preferences » Diskl3)).

Network is down, dialup failed, or disk is

b4 full.
Icon A newer version of MDaemon is available.
Blinking

There is additional information about the server available through the icon's tool tip.
Pause the mouse pointer over it and the tool tip will appear, displaying the number of
currently queued messages and active session.
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MDaemon PRO v11.0,0
Cueued: 0
Active: 0

Shortcut Menu

Right click on MDaemon's tray icon to
open the shortcut menu. This menu
gives you quick access to virtually all
of MDaemon's menus without having
to open the main user interface.

Click the "About MDaemon..." options
in the top section of the shortcut
menu to find out more about
MDaemon or MDaemon Technologies.

In the next section, click "Check for
MDaemon Updates..." to see if there
is a newer version of MDaemon
available for download.

In the third section you can access
the following MDaemon menus: Setup,
Security, Accounts, and Queues. Each
of these cascading menus is identical
to the menu of the same name
located on the menu bar of the main
interface.

The fourth section has options to
open the Account Manager and
Queue and Statistics manager, and
one that will cause all of MDaemon's
mail queues to be processed.

Next, there are commands to lock and
unlock MDaemon's interface (See
"Locking/Unlocking MDaemon's Main
Interface" below) followed by the
"Open MDaemon..." menu selection,
used for opening/restoring MDaemon's
interface when it is minimized to the
system tray.

The last option is "Close configuration
session," which closes the MDaemon
interface. Closing the configuration
session does not shutdown the
MDaemon service.

About MDaeman...

Ahout MDaermon Technologie:..,

Check for MDaemon Updates..,
Reset Tray [con

Setup
Secuity
Accounts

QJuenes

Open Account Manager...
Process all Queues Mowe

Queue and Stats Manager..

Lack Server...

Urlazk Server..,
Open MDaemon...

Close configuration session
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Locking/Unlocking MDaemon's Main Interface

To lock the user interface, minimize MDaemon, click the "Lock server..." menu item and
then enter a password into the box that opens. After confirming the password by
entering it a second time, MDaemon's user interface will be locked. It cannot be opened
or viewed, but MDaemon will continue to function normally. You will, however, still be
able to use the "Process all queues now..." shortcut option to process the mail queues
manually. To unlock MDaemon, open the "Unlock MDaemon" dialog by double-clicking
the tray icon, or by right-clicking the icon and then choosing "Unlock Server..." Then,
enter the password that you created when you locked it.

2.5 Session Window

When you double-click an active session on one of the Session tabs[s1 of the main
GUI, this will open the session window corresponding to that entry. The session window
will display the SMTP transcript of that session as it progresses. You can click
Disconnect on this window if you wish to interrupt and disconnect that session in

progress.
f x|

Tue 2008-06-03 00:17:49; Accepting SMTP connection from [127.0.0.1:1459]

Tue 2008-06-03 00:17:49; --» 220 example.com ESMTP MD aemon 10.0.0g; Tue, 03 Jun 2008 00:17:43 +0100
Tue 2008-06-03 00:17:49; < EHLO WaorldClient

Tue 2008-06-03 00:17:49; --» 250-example.com Hello WorldClient, pleased to mest you

Tue 2008-05-03 00:17:49: = 250-ETRAN

Tue 2008-06-03 00:17:49; > 2504 TH=LOGIN

Tue 2008-05-03 00:17:49: > 250-4UTH LOGIN CRAM-MDS

Tue 2008-06-03 00:17:49; --» 250-8BITMIME

Tue 2008-05-03 00:17:49: = 2505IZE O

Tue 2008-06-03 00:17:49; < AUTH CRAM-MD5

Tue 2008-06-03 00:17:49; > 334 PETEQUVHT OB wibd D g jfrzbd DAxM pBB O TE 3Dk O iFM R D dysbd T AT kb B 27
Tue 2008-06-03 00:17:49; <~ ZnlhbmtdZhhbxE 225 5b20gZ TIWMIE O 240 T U4 s jdk 2 DL BN i 0 204 =
Tue 2008-06-03 00:17:43; --» 235 Authentication successful

Tue 2008-05-03 00:17:49: Authenticated az frank@example.com

Tue 2008-06-03 00:17:43: < MalL FROM: <frank®@exarmple.com: 5IZE=88273833

Tue 2008-08-03 00:17:49: --» 250 <franki@example. com:, Sender ok

Tue 2008-06-03 00:17:49; <-- RCPT TO: <Dwimblef@example. com:

Tue 2008-08-03 00:17:49: --» 250 < Dwimble@exannple. coms , Recipient ak

Tue 2008-06-03 00:17:49; < DATA

Tue 2008-08-03 00:17:43: Creating temp file [SMTP]: oAmdaemonqueuesitempimdd0000000005 tmp

Tue 2008-06-03 00:17:49; --» 354 Enter mail, end with <CRLF: . <CRLF>

b ?

Dizconnect
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2.6 MDaemon's SMTP Work Flow

When an incoming SMTP connection is made, MDaemon goes through a complex series
of processing steps to determine whether to accept the message for delivery, and
what to do with it once it is accepted. The following chart is a graphical representation
of this work flow for inbound SMTP messages.

The extent to which these steps are executed is dependent
upon your particular configuration. One or more steps might be
3 skipped if a given feature is disabled in your configuration.
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Inbound SMTP

Create new
SMTP Server Mail Command RFC compliance Received header
Starts " Given PO befora SMTR | =4 7 Chack | and add DKIDKIM
SPF headers
¥ ¥ ¥ ¥ ¥
. . Spam Blocker .
Updcale .?CIIVE ESMTP Size Suppression File check received fdd Ii_.'s'l Header/
auner Check headars aater
¥ ¥ ¥ ¥ ¥
Make sure this
session does not L — . Header
ex the max IP Shielding IP Shielding Domainkeys Translation
inbound limit
¥ ¥ ¥ ¥ ¥
Check connection Rewlrse Lookup Is AUTH Irequiled DKIM AntiViFus
to user databasa on Mail Command and given?
¥ ¥ ¥ ¥ ¥
If to a local user
Outbreak
Tarpit chack for a valid Ralay Chack SPF Pratection
local acocunt
¥ ¥ ¥ ¥ v
IP Scraan POP Before SMTR Gateway Quata Plugins Spam Filter
¥ ¥ ¥ ¥ I
If AUTH match
55L Handshake sender info User Quaota Inlire Yirus Scan Content Filter
¥ ¥ ¥ ¥ 3
Reverse Lookup RCPT command If TO list is sender _ o
on P given allowed? Inline spam fiter Final Delivery if
Local
¥ 3 ¥ ¥ [~ At this point the
SMTP server is
done. The MTA
Recaive EHLO Tarpit LDAP Gateway User Quota takas ower from
Check
here.
¥ ¥ ¥ ¥
If Too List Crack
Hosl Screening Check Aliases Gray Listing I'\?’lelsi'ag;a
¥ ¥ ¥ ¥
Reverse Lookup Check Address Spam Blocker Local/Remote
on EHLO book RBL Queue
¥ ¥ ¥ ¥
SMTP AUTH Auto Gateway DATA command Archive
Creation Check Given
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3 Setup Menu

3.1 Server Settings
3.1.1 Servers & Delivery

3.1.1.1 Servers

'-rg' Server Settings - Servers

= Servers & Delivery

- Delivery

- Sessions

i Timeouts

i... Unknown Mail
+- DMNS & IPs

- Domain Sharing

SMTP Server
] Enable YRFY [wfaming: this could help others hijack accounts)
[ Enable EXPM [wWaming: this provides athers with your list membershipz]
Enable APOP & CRaM-MDS
[ Silenty dizscard duplicate RCPT values
Fefuze messages which violate RFC standards
S5L negotition Failures will retry without 551 for up to one hour

- Public & Shared Folders

Enable outbound command pipelining
- Message Recall

.. Host Authentication Refuse messages larger than Ijl KB [0 = o lirit)

- Priority Mail [ ..escept when SMTP AUTH is successhully used

- Header Translation

. Archiving Max RCPT commands allowed [] Clase session if reached
- Pruning

+- Signatures Server Settings

+ DomainPOP ] POP server deletes mail on DELE command
+ RAS IMAP zerver supports COMPRESS command
+- Legging

Allow plain text passwards
Allaw connections to zerver's own IP addreszes
FOP & IMAP zervers always allow connections from this 1P

[127.001

Cancel Apply Help

SMTP Server

Enable VRFY

Click this switch if you wish to respond to SMTP VRFY commands. This command is
sometimes used by servers that use an SMTP call forward or call back feature to
attempt to confirm the validity of email addresses on your server. This is disabled by
default.

Enable EXPN
Click this checkbox if you want MDaemon to honor EXPN commands.

Enable APOP & CRAM-MD5

By default MDaemon's servers (POP, IMAP, and so on) do not honor the APOP and
CRAM-MD5 methods of authentication. This type of authentication requires
passwords to be stored using reversible encryption, which is not recommended for
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security purposes, in order to protect passwords from being decrypted by MDaemon,
the administrator, or a possible attacker. Consequently, this option is not compatible
with the Passwords option[es to "Store mailbox passwords using non-reversible
encryption," nor with Active Directory authentication. If, however, you are not using
SSL/TLS then APOP and CRAM-MDS5 could provide extra security by making it
possible for users to be authenticated without sending clear text passwords.

Silently discard duplicate RCPT values

Enable this option if you want the SMTP server to ignore duplicate recipients in the
same SMTP session. MDaemon will accept and then discard the duplicate recipients.
This option is disabled by default.

Refuse messages which violate RFC standards

Enable this option if you wish to reject messages during the SMTP process that are
not compliant to RFC internet standards. To pass the compliance test the message
must:

1. Be greater than 32 bytes in size (the minimum size necessary to include all
required parts).

2. Have either a FROM: or a SENDER: header.
3. Have no more than one FROM: header.

4. Have no more than one SUBJECT: header, though no subject header is
required.

Messages using authenticated sessions or from trusted domains or IP addresses are
exempt from this requirement.

SSL negotiation failures will retry without SSL for up to one hour
This option allows you to temporarily retry host IPs without SSL when they
encounter an SSL error during an outbound SMTP session. This resets every hour.

Enable outbound command pipelining

By default MDaemon supports the SMTP Service Extension for Command Pipelining
(REC 2920), which means it will send MAIL, RCPT, and DATA commands in batches
instead of individually, which improves performance over high latency network links.
SMTP pipelining is always used for inbound connections, and it is enabled by default
for outbound connections. Clear this checkbox if you do not with to use it for
outbound connections.

Refuse messages larger than [xx] KB (0=no limit)

Setting a value here will prevent MDaemon from accepting or processing mail that
exceeds a certain fixed size. When this option is enabled MDaemon will attempt to
use the ESMTP SIZE command specified in RFC-1870. If the sending agent supports
this SMTP extension then MDaemon will determine the message size prior to its
actual delivery and will refuse the message immediately. If the sending agent does
not support this SMTP extension then MDaemon will have to begin acceptance of
the message, track its size periodically during transfer, and finally refuse to deliver
the message once the transaction has completed. Use "0" in this option if you do
not wish to set a size limit. If you wish to exempt authenticated sessions from SIZE
checks, use the "...except when SMTP AUTH is successfully used" option below.
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...except when SMTP AUTH is successfully used
Check this box if you wish to exempt messages from the message size limitation
when the SMTP session is authenticated.

Max RCPT commands allowed
Use this option if you wish to limit the number of RCPT commands that can be sent
per message. Use "0" if you do not wish to set a limit.

Close session if reached
Check this box if you wish to close the session immediately if the maximum
allowed number of RCPT commands is reached.

Server Settings

POP server deletes mail on DELE command

Click this option if you wish MDaemon to delete messages immediately when they are
retrieved and the DELE command is received, even if the POP session does not
complete properly.

IMAP server supports COMPRESS command

Click this box if you wish to support the IMAP COMPRESS extension (RFC 4978),
which compresses all data sent to and from the client. COMPRESS will increase CPU
and memory usage per IMAP session.

Allow plain text passwords

This option governs whether or not MDaemon will accept passwords sent in plain
text to the SMTP, IMAP, or POP3 servers. If disabled, the POP3 USER, POP3 PASS,
IMAP LOGIN, IMAP AUTH LOGIN, and SMTP AUTH LOGIN commands will return
an error unless the connection is using SSL.

Allow connections to server's own IP addresses
When this option is enabled, MDaemon can connect to itself.

POP & IMAP servers always allow connections from this IP
The POP and IMAP servers will always accept connections from the IP Address
entered into this field regardless of screening and shielding settings.
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3.1.1.2 Delivery

"-.?,' Server Settings - Delivery @
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- Archiving
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Catcel Apply Help

Message Routing

Send all outbound email directly to the recipient's mail server

When this option is chosen, MDaemon will attempt to deliver mail directly instead of
passing it to another host. MDaemon will place undeliverable messages into its retry
system and continue to attempt to deliver them according to the parameters and
time intervals that you set on the Retry Queuefssi screen of the Mail Queues dialog.

Send all outbound email to a smart host

Select this option if you want outbound email, regardless of its destination domain,
to be spooled to another host or server for routed delivery. If selected, outbound
email will be sent to the Default Smart Host specified below. Typically, this feature
is useful during high volume periods when direct message delivery would result in an
excessive taxation of server resources. If a message cannot be delivered to the
designated server then it will be moved into the retry system and MDaemon will
continue to attempt to deliver it according to the parameters and time intervals that
you set on the Retry Queue[sil screen of the Mail Queues dialog.

Send all email directly first, and then to smart hosts if there are problems

This option is a combination of the previous two delivery options. First MDaemon will
attempt to deliver outbound email directly to the server, but if it is unable to deliver
it, it will instead send the email to the Default Smart Host specified below.

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



MDaemon Messaging Server 24.0

Undeliverable mail is email destined for hosts that could not be resolved to an actual
IP address (such as an unregistered gateway to a remote network) or email destined
for a host that was resolved properly but could not be connected to directly oris
refusing direct connections. Rather than return such mail to its sender, this option
causes MDaemon to pass the message off to a more powerful MTA. Sometimes the
mail system run by your ISP may have routed methods of mail delivery to which your
local server may not have direct access. If, however, a message cannot be
delivered to the designated smart host then it will be moved to into the retry system
and MDaemon will continue to attempt to deliver it according to the parameters and
time intervals that you set on the Retry Queue[ss) screen of the Mail Queues dialog.
At each subsequent delivery attempt, MDaemon will again first try to deliver the
message directly to its recipient and then to the designated smart host.

Default Smart Host

Default smart host
Specify your ISP or mail host's name or IP address here. This is generally the SMTP
server on your ISP,

Do not enter MDaemon's Default Domain or IP addresses into
this text box. This entry should be an ISP or other mail server
3 that can relay mail for you.

Treat default smart host as domain name and deliver to its MX hosts
Enable this option if you want MDaemon to treat the Default smart host as a domain
name, querying its DNS record and delivering to its MX hosts.

Use SMTP authentication

Click this check box and enter your login credentials below if the Default Smart Host
requires authentication. These login credentials will be used for all outbound SMTP
messages sent to the smart host. If, however, you choose to use the Allow per-
account authentication option below, then MDaemon will authenticate to the host
separately for each message, using the sending account’s Smart Host Access
credentials designated on the Mail Services[es) screen of the Account Editor.

User name
Enter your user name or login here.

Password
Use this option to specify your smart host login password.

Perform a POP check first
If your smart host requires a POP3 check before it will accept messages from you,
click this check box and enter your required credentials below.

Host or IP
Enter the host or IP address to which you wish to connect.
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User name
This is the POP account's login or account name.

Password
This is the POP account's password.

Allow per-account authentication

Click this checkbox if you wish to use per-account authentication for outbound
SMTP messages sent to the Default Smart Host specified above. Instead of using
the User name and Password credentials provided here, each account’s Smart Host
Access credentials, designated on the Mail Services[e7) screen, will be used instead.
If no smart host credentials have been designated for a given account, the above
credentials will be used instead.

If you wish to configure per-account authentication to use each account’s Email
password instead of its optional Smart host password, then you can do so by
editing the following key in the MDaemon. ini file:

[AUTH]
ISPAUTHUsePasswords=Yes (default No)

effectively communicate all your accounts’ local mail
passwords to your smart host. This could pose a risk to mail
security, since it is providing sensitive information to another
server. You should not use this option unless you are using a
smart host that you absolutely trust and you believe it is
necessary to do so. Further, you should note that if you use
this option and give your users permission to change their
Email password via Webmail or some other means, then
changing the Email password will also effectively change the
Smart host password. This could cause smart host
authentication to fail for an account when its Email password
is changed locally but the corresponding Smart host password
isn't changed at your smart host.

c Enabling the ISPAUTHUsePasswords=Yes option will over time

Abort delivery if SMTP RCPT command receives a 5xx error

Enable this option if you wish MDaemon to abort its attempt to deliver a message
when it receives a 5xx fatal error in response to the SMTP RCPT command. This
option is disabled by default.

Bounce message if receiving domain has no MX records

Ordinarily when MDaemon checks the receiving domain's DNS records, it will look for
MX records and then for an A record when no MX records are found. If neither are
found then it will bounce the message back to the sender as undeliverable. Click this
option if you want MDaemon to immediately bounce the message when no MX record
is found, instead of allowing it to then look for an A record also. This option is
Disabled by default.

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



80

MDaemon Messaging Server 24.0

Bounce message on first 5XX error from any of receiving domain's MX hosts

When this checkbox is enabled, MDaemon will return/bounce the message when it
receives a 5xx fatal error response from an MX host. Consequently, it won't continue
trying to deliver the message to any subsequent MX hosts that may be designated
for the recipient’s domain. If this option is disabled, MDaemon won't bounce the
message as long as at least one of the MX hosts returns a 4xx non-fatal error
response. This option is enabled by default.

Bounce message on 5xx errors from smart hosts
Use this option if you wish to return/bounce a message when it receives a 5xx fatal
error response from your smart hosts.

See:

Retry Queue[ss

Mail Services/en

3.1.1.3 Sessions

"-.?J Server 3ettings - Sessions @
SMTP
= Servers & Delivery
. Servers 4 asirurn concurrent SMTP outhound sessions
- Delivery Maxirmumm concurrent SMTP inbound sessions B0
' Maxirmurm concurrent M54 inbound sessions ]
-Timeouts
Unknown Mail Max SMTP outhound messages spooled per session DI [0 = urlimited)
- DNS & IPs Cache SMTP connection failures for this many minutes [0 = never]

- Demain Sharing

. Public & Shared Folders Mawirmurn zimultaneous conhectiohs fram any single [P ljl [0 = unlimited)

- Message Recall M aximum simultaneous connections to any gingle IP ljl [0 = unlimited]
- Host Authentication _include tusted IPs _include reserved IPs

- Priority Mail

. Header Translation Usge multiple RCPT commands when sending mail E=empt list
- Archiving Try delivering bo all & records before moving on bo the nest M host
- Pruning
+- Signatures FPOP3 & IMaP
+1- DemainPOP : . :

: Mazimum concurrent MuliPOP outbound sessions -5
+- RAS . . .
. Mawimurn concurrent POP3 inbound zessions 100
+- Legging
Mawimurn concurrent IMAP seszions 130

Catcel Apply Help
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SMTP

Maximum concurrent SMTP outbound sessions

The value entered here represents the maximum possible outbound SMTP sessions
that will be created when it is time to send outbound mail. Each session will send
outbound messages until either the queue is empty or the Maximum SMTP outbound
messages spooled per session setting has been reached. For example, if the outbound
mail queue has twenty messages waiting when it is time to send mail and the value
of this setting is five, then five sessions will be simultaneously created and each will
consecutively deliver four messages.

This option is set to 30 by default, but you may wish to experiment with the number
of sessions in order to find the setting that will yield the best performance for your
bandwidth. It is possible to specify so many sessions that your bandwidth will be
overloaded or your Windows machine will run out of resources and you will lose
delivery efficiency. Remember, each SMTP session created by MDaemon will deliver
messages consecutively and therefore four sessions delivering two messages each
might perform better and faster than eight threads delivering only one message
each. A good place to start would be five to ten threads when using a 56k modem
and twenty to thirty for broadband

Maximum concurrent SMTP inbound sessions

This value controls the number of concurrent inbound SMTP sessions that the server
will accept before it begins responding with a "Server Too Busy" message. The
default value is 50.

Maximum concurrent MSA inbound sessions
Use this option to designate the maximum number of concurrent mail submission
agent (MSA) inbound sessions allowed.

Maximum SMTP outbound messages spooled per session

This setting places a limit on the number of individual messages that each session
will send before it stops delivering mail and frees itself from memory. Ordinarily, you
should leave this control set to zero, which will cause each session to continue
delivering messages until the queue is empty.

Cache SMTP connection failures for this many minutes (0 = never)

When an SMTP connection to a given host fails, MDaemon will cease trying to
connect to that host for the number of minutes specified in this option. This can
prevent MDaemon from needlessly attempting to connect to a problem host over and
over again when, for example, it has multiple messages designated for that host and
yet discovers that it is down when making the first delivery attempt. The default
setting is "5"” minutes. Use “0” if you do not wish to cache SMTP failures.

Maximum simultaneous connections from any single IP (0 = unlimited)
This is the maximum number of simultaneous connections allowed from a single IP
address before it will be blocked. Use "0" if you do not wish to set a limit.
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Maximum simultaneous connections to any single IP (0 = unlimited)

Use this option to limit the number of simultaneous connections that will be allowed
to a single IP address during mail delivery. Use “0” if you do not wish to limit
simultaneous connections.

This option is useful to prevent making too many connections at once to various IP
addresses. During delivery, if a message would require a connection to an IP that
would exceed this connection limit, then the connection is skipped and the next MX
host (or smart host) is used. If no additional hosts are available the message is
queued for the next delivery cycle. By default, this option is disabled, which
preserves existing behavior.

...include trusted IPs

By default, connections to trusted IP addresses are exempt from the Maximum
simultaneous connections to any single IP option. Check this box if you would
like to enforce it for trusted IPs as well.

...include reserved IPs

Also by default, connections to IP addresses reserved for intranet use are
exempt from this feature. These are 127.0.0.%*, 192.168.*.*, 10.*.*.*, and
172.16.0.0/12. Check this box if you would like to enforce it for reserved IP
addresses as well.

Use multiple RCPT commands when sending mail

By default MDaemon uses smart spooling, that is it will use multiple RCPT commands
within a session when sending mail. Uncheck this box if you wish to use only one
RCPT command per session.

Exempt list

This button opens the Smart Spooling Exempt List. When MDaemon sends messages
to domains on this list, it will NOT use smart spooling; only one RCPT command will
be used per session.

Try delivering to all A records before moving on to the next MX host

On delivery errors or failures, by default MDaemon will attempt delivery to every A
record for an MX host before moving on the the next MX host. Disable this option if
you want MDaemon to move on the the next MX host immediately after
encountering an error rather than try all A records first.

POP3 & IMAP

Maximum concurrent MultiPOP outbound sessions

The value entered here represents the maximum possible outbound POP sessions
that will be created when it is time to collect MultiPOP mail. Each session will collect
this type of mail until all MultiPOP servers have been processed, and all mail has
been collected. For example, if there are fifteen MultiPOP sessions amongst all of
your users and the value of this setting is set to three, then each session will
collect mail from five MultiPOP sources.

You should experiment with the number of sessions to determine what number will
yield the best performance for your bandwidth. It is possible to specify so many
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sessions that your bandwidth will be overloaded, or your Windows machine will run
out of resources and you will lose processing efficiency. Remember that each POP
sessions created by MDaemon will collect mail until all sources have been exhausted.
Therefore, four sessions collecting mail from twenty sources might perform better
and faster than twenty sessions collecting from a single source.

Maximum concurrent POP3 inbound sessions

This value controls the maximum number of concurrent POP inbound mail sessions
that the server will accept before it begins responding with a "Server Too Busy"
message.

Maximum concurrent IMAP sessions
This value controls the maximum number of concurrent IMAP mail sessions that the
server will accept before it begins responding with a "Server Too Busy" message.

3.1.1.4 Timeouts

‘!',gl Server Settings - Timeouts @

Ti 1
= Servers & Delivery Imeotts

i Servers W ait seconds for sockets o connect

i Delivery Wit seconds for protocol dialog to start
- Sessions Wwait seconds for M responzes

£ Unknown Mail Wy it zeconds for AJAAAA responses
+- DNS & [Ps W ait zeconds for Minger responses
- Domain Sharing L .
 Public & Shared Folders SMTP and POP3 sessians timeout after inactive minutes
- Message Recall W ait on response to SMTP DATA command for miriutes
- Host Authentication IM&P sessions timeout after -30 inactive minutes
- Pricrity Mail -
- Header Translation
- Archiving
- Pruning
+- Signatures
+ DomainPOP
+- RAS
+- Logging
Cancel Apply Help
Timeouts

Wait xx seconds for sockets to connect
After initiating a connection request MDaemon will wait this many seconds for the
remote system to accept the connection. If the remote system does not respond
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within this time frame, MDaemon will send the message to a specified smart host or
place it into the retry system, depending upon which option you have chosen on the
Delivery[771 screen of the Server Settings dialog.

Wait xx seconds for protocol dialog to start

Once a connection has been established with a remote host, this is the number of
seconds that MDaemon will wait for the remote host to begin the SMTP or POP3
protocol dialog. If the remote host does not begin the protocol session within this
time frame, MDaemon will send the message to a specified smart host or place it
into the retry system, depending upon which option you have chosen on the
Delivery[71 screen of the Server Settings dialog.

Wait XX seconds for MX responses

While using DNS services to resolve 'MX' hosts for remote domains, MDaemon will
wait for responses to its 'MX' queries for this number of seconds. If the DNS server
does not respond within this time frame MDaemon will attempt to deliver the
message to the IP address specified in the remote host's 'A' DNS record. If that
attempt fails, MDaemon will send the message to a specified smart host or place it
into the retry system, depending upon which option you have chosen on the
Delivery[7\ screen of the Server Settings dialog.

Wait XX seconds for A/AAAA responses

This timer governs how long MDaemon will wait while attempting to resolve a remote
host's IP address. If the attempt fails, MDaemon will send the message to a specified
smart host or place it into the retry system, depending upon which option you have
chosen on the Delivery[+" screen of the Server Settings dialog.

Wait XX seconds for Minger responses
This is the number of seconds that MDaemon will wait for a response from a
Mingerfs server.

SMTP and POP3 sessions timeout after XX inactive minutes

If a successfully connected and operating session remains inactive (no i/o) for this
length of time, MDaemon will abort the transaction. MDaemon will try again at the
next scheduled processing interval.

Wait on response to SMTP DATA command for XX minutes

This option governs how long MDaemon will wait for the "250 Ok" response after
sending the DATA command during the SMTP process. Since some receiving servers
perform lengthy anti-spam, anti-virus, or other necessary operations at that time,
this option can be used to give them time to complete those tasks. The default is 10
minutes.

IMAP sessions timeout after xx inactive minutes
If an IMAP session has no activity for this number of minutes, MDaemon will close
the session.
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3.1.1.5 Unknown Mail

"-.?,'Server Settings - Unknown Mail @
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Catcel Apply Help

Mail queued for unknown users should be...

...returned to sender with a 'no such user' warning

When this option is enabled, messages that arrive at the server destined for
unknown yet supposedly local users will be returned to the message originator. If
you wish to customize the contents of the "No Such User" warning email, you can do
so by creating a text file called "NoShUser.dat" and placing it in the "MDaemon\app\"
folder.

...sent to the 'Postmaster’ alias

By default, messages that arrive at the server destined for unknown yet supposedly
local users will be forwarded to whatever user has been aliased as the postmaster.
Disable this option if you do not wish to send these messages to the Postmaster.

...sent to the bad message folder

By default, messages that arrive at the server destined for unknown yet supposedly
local users will be routed to the bad message queue. Clear this checkbox if you do
not wish to send these messages to the bad message queue.

...forwarded to another mail server
Use this option if you wish to forward messages to another mail server when they
are addressed to unknown local users.
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Host name or IP
Specify the host name or IP address to which you wish to forward the messages.

The following applies globally anywhere within MDaemon where
you are allowed to specify a host to forward, copy, or send

J email to. If you enclose the host in brackets (e.g.
[example.com] ), MDaemon will skip MX record lookups when
delivering to that host. For example, if this option contained
"example.com" then MX lookups would be performed normally.
If, however, that option contained "[example.com]" then
only the A-record lookup would be performed.

AUTH logon/password
Enter any necessary logon/password credentials for the mail server to which you
are forwarding messages addressed to unknown users.

SMTP 'MAIL' value

This address will be used in the SMTP "Mail From:" statement, used during the
session handshaking with the accepting host. Normally the sender of the
message is used in this portion of the SMTP envelope. If you require an empty
command (MAIL FROM <>) then enter "[trash]" into this option.

Port (default = 25)
This is the TCP port that MDaemon will use to send the messages. The default
value is port 25.
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3.1.2 DNS & IPs

3.1.21 DNS

‘.E%l Server Settings - DNS @
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- Prigrity Mail Diown
- Header Translation
- Archiving
- Pruning Mew
+- Signatures
= DomainPOP Laocal Cache Files
+- RAS
- Logging HOSTS file | C:\windowssystem32idrivershetchhosts Browse
Edit b cache file Edit HOSTS file
Cancel Apply Help
DNS Servers

Use Windows DNS servers

When this option is selected, MDaemon will use all DNS servers found within your
Windows TCP/IP configuration. MDaemon will try each DNS server once per lookup
operation and in sequence until it exhausts the complete list of DNS servers or finds
the first one that works. If you include additional DNS servers in the Manually
configured DNS Servers option below, MDaemon will try those servers as well.
Finally, at startup the System log will display each DNS server and indicate its
source (i.e. manually configured or taken from Windows).

Reload DNS server hourly
Check this box if you wish to reload the DNS server every hour. This is disabled by
default.

Use EDNSO (Extension Mechanisms for DNS)
By default MDaemon supports Extension Mechanisms for DNS (see RFC 2671). Clear
this checkbox if you not wish to support it.
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UDP packet size
This option controls the UDP packet size. The default size is 1280 bytes.

Manually configured DNS servers

MDaemon will use all DNS servers specified here when performing DNS lookups.
MDaemon will try each server once per lookup operation and in sequence until it
exhausts the complete list of DNS servers or finds the first one that works. If you
enable the Use Windows DNS servers option above, MDaemon will also query all DNS
servers found within your Windows TCP/IP configuration. Finally, at startup the
System log will display each DNS server and indicate its source (i.e. manually
configured or taken from Windows).

Local Cache Files

Hosts file...

Before querying the DNS servers, MDaemon will first attempt to resolve an address
by processing the Windows HOSTS file. If this file contains the IP address of the
domain in question, MDaemon will hot need to query the DNS server.

You must enter the complete path and filename rather than
just the filename. MDaemon will attempt to use the following
3 value as the default location of this file:

[drive]:\windows\system32\drivers\etc\hosts

The HOSTS file is a Windows file that contains the A-record or
primary IP address for domain names. MDaemon also allows you
to specify MX-record IP addresses within a file called
MXCACHE.DAT. This file can be found within the
MDaemon\APP\ folder. Click Edit MX cache file below and read
the comments at the top of the file for more information.

Edit MX cache file
Click this button to view or edit the MXCACHE.DAT file.

Edit hosts file
Click this button to view or edit the HOSTS file.
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3.1.2.2 Ports

"-.?J Server Settings - Ports @
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+- Signatures i = -
+ DomainPOP
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Catcel Apply Help

SMTP, ODMR, & MSA Ports

SMTP inbound port

MDaemon will monitor this TCP port for incoming connections from SMTP clients. This
is the main SMTP port, which in most cases should be left at the default setting of
port 25.

SMTP outbound port
This port will be used when mail is sent to other SMTP servers.

MSA inbound port

This is a Message Submission Agent (MSA) port that can be used by your users as
an alternative to the SMTP inbound port specified above. Transmission on this port
requires AUTH, therefore users sending on that port must configure their mail clients
appropriately to ensure that their connections are authenticated. Further, because
some ISPs block port 25, your remote users might be able to circumvent that
restriction by using the MSA port instead. If you do not wish to designate an MSA
port then set the value to "0" to disable it.

Connections to the MSA port are exempt from PTR and reverse
lookups, Host and IP screening, the IP Shield, and Tarpitting.
3
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MSA port connections continue to utilize dictionary attack
connection limiting.

ODMR inbound port
MDaemon will monitor this port for incoming On-Demand Mail Relay (ODMR)
connections, such as ATRN from Gateway Domains.

SMTP SSL port
This is the port dedicated to SMTP mail sessions using a Secure Sockets Layer (SSL)
connection. See SSL & Certificates[ss) for more information.

POP & IMAP Ports

POP inbound port
MDaemon will monitor this port for incoming connections from remote POP clients.

POP outbound port
This port will be used when MDaemon retrieves mail from POP servers.

IMAP inbound port
MDaemon will monitor this port for incoming IMAP requests.

POP SSL port
This is the port dedicated to POP mail clients using a Secure Sockets Layer (SSL)
connection. See SSL & Certificates[ss:) for more information.

IMAP SSL port
This is the port dedicated to IMAP mail clients using a Secure Sockets Layer (SSL)
connection. See SSL & Certificates[ssil for more information.

Other Ports

DNS outbound port
Enter the Port you want MDaemon to use for sending and receiving datagrams to
the DNS server.

LDAP port
MDaemon will post database and address book information to your LDAP server on

this port.
See: LDAP Address Book Support/e

Remote Admin port
This is the port that MDaemon will monitor for Remote Administration[ss) connections.

Minger port
This is the port that the Mingerls4 server will monitor for connections.
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Return port settings to defaults
This button returns all the port settings to their standard values.

Bind to new port values now

When you alter the values of any of the port settings you will need to press this
button to have your changes take immediate effect. Otherwise, your changes will
not be put into place until the next time the server is started.

The preceding port settings are critical for proper server
operation and should not be altered unless you are certain that

J you must do so. Being able to configure the ports that
MDaemon uses will allow you to configure the server to
operate with proxy systems or other software services that
require certain port numbers.

An IP address (a machine) has only one of each available port.
If one program attempts to gain access to a port that is
already in use by another program, an error message will inform
the user that the requested address (IP:PORT) is already in
use.
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3.1.23

IPv6

"-,?,l Server 3ettings - IPvE

-

e Y O e O

-Servers & Delivery
- DMS & IPs

DNS
Ports
Binding
P Cache

- Demain Sharing

- Public 8 Shared Folders
- Message Recall

- Host Authentication
- Priority Mail

- Header Translation
- Archiving

- Pruning

- Signatures

- DomainPOP

-RAS

- Logging

IPvE [Dual stack available)
WD zemon's SMTP/POPAMAP Servers...

() ...accept only |P+4 connections
() ...accept only |P+E connections

(®) .._accept either IPv4 or IPvE connections

[ Connect ta outbound IP+E hosts where possible

Catcel Apply Help

By default MDaemon detects the level of IPv6 capability that your OS supports and
dual-stacks where possible. Otherwise, MDaemon monitor both IPv4 and IPv6
independently.

IPv6
MDaemon's SMTP/POP3/IMAP Servers...

...accept only IPv4 connections
Choose this option if you only wish to accept IPv4 connections.

...accept only IPv6 connections
Choose this option if you only wish to accept IPv6 connections.

...accept either IPv4 or IPv6 connections
Choose this option if you wish to accept both IPv4 and IPv6 connections. This is
the default setting, and MDaemon will give precedence to IPv6 connections over

IPv4 whenever possible.
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Connect to outbound IPv6 hosts where possible
Enable this option if you want MDaemon to connect to outbound IPv6 hosts
whenever possible.

When MDaemon connects to an IPv6 host it must use an IPv6
local address of its own. The IPv6 address is designated on the

| Domain Manager » Host Name & IP[+3) screen. If necessary, an
address for outbound socket binding can be specified on the
Binding[ ¢31 screen.

See:

Binding[ ¢\
Domain Manager » Host Name & IP[e3)

3.1.2.4 Binding

'@SewerSE’ctings- Binding @

Outbound Binding Setti
- Servers & Delivery L] e S

= DNS & IPs [] Enable outbound IP binding
DNS Default address(zz) for outbound socket binding:
P4 address
IPvE address

‘.. IP Cache
- Domain Sharing
- Public 8 Shared Folders
- Message Recall

- Host Authentication
- Pricrity Mail Second IP address(es] for inbound socket

These settings will be uzed unless the sending domain has its own values
configured.

Inbound Binding Settings

- Header Translation IPvé address |

- Archiving

- Pruning

+- Signatures
+1- DemainPOP
T RAS

- Logging

IPvE address |

Catcel Apply Help

Outbound Binding Settings

Enable outbound IP binding
When this option is checked, MDaemon always binds outbound sockets. For domains
that have This domain recognizes only connections made to these IPs[ 65 checked
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on the Host Name & IP[+s) screen, MDaemon uses the domain's configured IP.
Otherwise it uses the Default address(es) for outbound socket binding specified
below.

Default address(es) for outbound socket binding: IPv4/IPv6 address

These are the IP addresses that will be used for outbound socket binding for
domains that are not already bound to specific IP addresses on the Domain
Manager's Host Name & IP[+s] screen.

Inbound Binding Settings

Second IP address for inbound socket binding: IPv4/IPv6 address
Use this option if you wish to designate a second set of IP addresses for inbound
socket binding[ e\,

See:

Domain Manager » Host Name & IP[+)
IPV6[ e\

3.1.2.5 IP Cache

@SewerSettings- IP Cache @
7 Servers & Delivery MDaemon consults the [P Cache before making DMS quernies.
- DNS & IPs IP Cache
| Remove |
Clexar
Binding Mo cache
-----
- Demain Sharing
- Public & Shared Folders
- Message Recall
--Host Authentication
- Pricrity Mail
- Header Translation
- Archiving
- Pruning s |
+I- Signatures L | Oonssec Add
+ DomainPOP
+- RAS _
4 Logging Settings
[ Automatically cache uncached domains
[ Clear cache at each processing interval
Default time ta live [minutes) [uze 3999 and entry will not expire]
Maximum cached entries

Cancel Apply Help

In order to speed message delivery and shorten mail processing time, MDaemon caches
the IP addresses of all hosts with which it comes in contact. These IPs are stored and
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then the cache is checked each time MDaemon requires a DNS resolution on a host
name. If the host name needing resolution is found in the IP cache then the DNS lookup
is skipped, which can save a surprising amount of processing time. The settings in this
window allow you to manipulate the parameters under which the cache will operate.
You may also manually add and remove entries, set whether to use DNSSEC, set the
maximum size of the cache, and designate how long entries will remain cached. The IP
Cache can be reached from the "Setup » Server Settings » IP Cache" menu selection.

IP Cache

Host
Enter the host that you wish to add to the IP cache.

IP
Enter the IP address that you wish to add to the IP cache.

DNSSEC
Check this box for DNSSEC.

Add
Once you have manually entered a host and IP address, click this button to add it to
the cache.

Remove
If you wish to remove a cached IP address from the list, select the entry and then
click this button.

Clear
This button will delete all entries in the cache.

No cache
Click this button to bring up a list of domain names and/or IP addresses that you
never want MDaemon to add to the IP Cache.

Settings

Automatically cache uncached domains

This option governs MDaemon's internal auto-caching engine. If you want MDaemon
to cache domains automatically then enable this option. If you want to build the IP
Cache yourself, then clear this checkbox.

Clear cache at each processing interval
If selected, the entire contents of the cache will be flushed at the start of each mail
session. This allows the cache to be refreshed at each processing interval.

Default time to live (minutes)

This is the default value in minutes that an entry will remain in the IP Cache. Once
the entry has been in the IP Cache for this number of minutes, MDaemon will remove
it. If you want to set a permanent entry in the IP Cache then designate the Default
time to live as 9999.
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Max cached entries
This value determines how large the cache may be. Once this number is reached,
the next cache entry will bump the first one out of the cache.

3.1.3 Domain Sharing

'-rg' Server Settings - Domain Sharing @

Diomain Sharing allows you to split a domain's accounts and mailing lists across

- Servers & Delivery multiple servers, Pleaze see HELP for complete configuration instructions.

- DINS 8L IPs

B Domain Sharing Minger queries are made to each hast listed here to find whether the account exists
" and where. Messages are then accepted and routed accordingly.
- Public & Shared Folders

- Message Recall (] Enable Damain Sharing

- Host Authentication Remove
- Pricrity Mail

- Header Translation

- Archiving
- Pruning

+- Signatures
+1- DemainPOP
+1- RAS

- Legging

Advanced

Huost or [P
Minger port | 4059 Add

Minger password

[0 not zend Domain Sharing mail bo zmart host on delivery emors
Query Domain Sharing hosts for message senders

Share mailing list pozts with Domain Sharing hosts

Cancel Apply Help

Domain Sharing is a feature which allows you to split a domain's users across multiple
servers. This makes it possible for you to have MDaemon servers running in different
locations, all using the same domain names but with different user accounts. One
portion of your domains' user accounts are hosted on one server while another portion
of them are hosted on one or more other servers. The Domain Sharing dialog is used to
specify where each of these other servers is located. Then, when an incoming message
arrives for a local user who does not have a local mailbox, Domain Sharing will use
Minger to query the other servers in order to discover whether or not that user has an
account on one of them. If the address is found to be valid, MDaemon will accept the
message and route it to the server where the account is located.

For example, you could have offices in multiple cities and choose to use Domain Sharing
to allow every employee to have an email address ending with, "@example.com." Each
office's MDaemon would host a portion of example.com's email, having accounts only
for the local employees who work in that office. Then, every office would be configured
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to use Domain Sharing, so that everyone's messages would get routed to the correct
office.

Because Domain Sharing uses Mingerfsus) to verify addresses, Minger must be enabled
and properly configured on each server in order for queries to function. If, however, an
error occurs during a Minger query, such as when one of the servers is temporarily
unavailable, MDaemon will respond with a "451" temporary error code so that the
sending server can try to deliver the message again later. Further, once an address has
been verified, it will be cached for five days so that MDaemon can immediately accept
future messages for that address and begin attempting to route those messages to the
proper host.

Finally, to avoid potential problems that could occur if the same account were created
on multiple servers, MDaemon will query all of the Domain Sharing servers before
creating any new account.

There is an option called "Minger verification lookups also
trigger Domain Sharing lookups," located on the Gateway

3 Editor's Settings[20) screen. This option can be used to cause
MDaemon to also query your Domain Sharing hosts whenever
Minger Verification[24) is used by a Gateway.

Enable Domain Sharing

Check this box to enable Domain Sharing. After you have enabled Domain Sharing
and added all of the Domain Sharing hosts or IP addresses to the list, ensure that
you have also enabled and configured Minger{s4 so you can respond to queries from
those hosts when they attempt to verify your local addresses.

Remove
To delete one of your Domain Sharing entries, select it from the list and click this
button.

Advanced

This button opens a file where you can configure domain nhames that are allowed to
use Domain Sharing. When nothing is in this file (the default condition) then all your
domains can use Domain Sharing. See the instructions at the top of the file for more
information.

Host or IP

Use this box to enter the host or IP address that is sharing one or more of your
domains. You can append a colon and port (e.g. mail.example.com:2525) if you
wish to use a specific, non-default port when sending SMTP messages to the host
(this is not the same as the Minger port below).

Minger port
This is the port that Minger will use when querying this host. The default port is
40609.
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Minger password (optional)
If the host that you are adding requires a Minger password, enter it here. Setting up
Minger to require a password is optional, but it is recommended.

Add
After entering the host or IP, port, and password, click this button to add the new
Domain Sharing entry to the list.

Do not send Domain Sharing mail to smart host on delivery errors

When this option is enabled, if MDaemon encounters an error while attempting to
deliver Domain Sharing email (e.g. such as when the Domain Sharing host is offline),
the email will be kept in the gueue[ss) rather than sent to the smart host[77. Sending
these emails to the smart host can often lead to a mail loop. This option is enabled
by default.

Query Domain Sharing hosts for message senders

By default MDaemon will accept mail from accounts that are found to exist on other
Domain Sharing hosts. If you would rather not perform any Domain Sharing lookups
on the SMTP MAIL sender, disable this option.

Share mailing list posts with Domain Sharing hosts

Enable this option if you wish to share mailing lists with Domain Sharing hosts. When
a message arrives for a mailing list, a copy is created for each Domain Sharing host
that also maintains a version of that list (a query is made to check). When these
hosts receive their copies they will deliver the message to all of the list members
they serve. In this way mailing lists can be split across multiple servers with no loss
in functionality. For this to work each Domain Sharing host must include the other
hosts IPs in their Trusted IPs[s0 configuration. Otherwise list messages might be
refused with a 'Sender is not a member of the list' error.

See:

Minger/ s
Domain Manager/ )

3.1.4 Public & Shared Folders

MDaemon supports shared Public and User IMAP folders. Public folders (managed from
the Public Folder Managerlz2)) are extra folders that do not belong to any particular
account but can be made available to multiple IMAP users. User folders are IMAP
folders that belong to individual MDaemon accounts. Each shared folder, whether public
or user, must have a list of MDaemon users associated with it, and only members of
that access list may access it via MDaemon Webmail or an IMAP email client.

When IMAP users access their list of personal folders, they will also see the shared
public and shared user folders to which they have been given access. In this way
certain mail folders can be shared by multiple users but still require each users
individual logon credentials. Further, having access to a folder doesn't necessarily mean
having full read/write or administrative access to it. Specific access rights can be
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granted to individual users, thus allowing you to set different levels of access for each
one. For example, you might allow some users to delete messages while restricting that
from others.

Once a public or user IMAP folder has been created you can use the Content Filter to
set criteria by which certain messages are moved into that folder. For example, it might
be useful to make a filter rule that would cause messages containing
support@example.com in the To: header to be moved into the support public folder.

The Content Filter actions[es] "Move Message to Public Folders..." and "Copy
Message to Folder..." make this possible. For shared user folders, you can use your

personal IMAP filters[7sl to route specific messages to them. In addition to using
Content Filters and IMAP filters, you can associate a specific account with a shared
folder so that messages destined for that "Submission Address" will be automatically
routed to the shared folder. However, only users who have been granted "post"
permission to the folder will be able to send to that address.

For added convenience, the Mailing List editor also contains a Public Folder[zsi) screen
that makes it possible for you to configure a public folder for use with a particular list.
If you enable this feature then a copy of each list message will be placed into the
specified public folder. All public folders are stored in the \Public Folders\ directory
within the MDaemon directory hierarchy.

Webmail Documents Folders

The Webmail themes support document sharing using document folders. Document
folders have full Access Control List (ACL)[200 support like other shared folders, which
can be used to set permissions and sharing rules, and any types of files can be shared
through the system. Webmail users can upload files to their document folders using the
built-in tools. When using the LookOut theme, browsers that support the HTML5 Drag
and Drop API, such as Chrome and Firefox, can also upload files by dragging them from
the desktop into the browser window. Filenames can be searched and renamed, and
files can be attached to new messages that are being composed.

You can enable/disable the documents folders (and other shared folders) on a per-
domain and per-user basis by editing the \WorldClient\Domains.ini file and
individual \Users\..\WC\user.ini files respectively. You can configure both default
settings and customized settings, which will override the defaults. For example:

[Default:UserDefaults]
DocumentsFolderName=Documents
EnableDocuments=Yes

[example.com:UserDefaults]
DocumentsFolderName=Example Documents
EnableDocuments=Yes

[superControllingDomain.gov:UserDefaults]
EnableDocuments=No

EnableCalendar=No

EnableNotes=No

EnableTasks=No
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Setting a Maximum File Size

You can limit the size of individual files that can be uploaded to documents folders by
adding this key to the domains.ini file: MaxAttachmentSize=<value in KB> The
default value is 0, which means there is no limit.

Blocking or Allowing File Types

To prevent certain file types from being uploaded to the documents folder, add the
BlockFileTypes= key to the domains.ini file, listing the files types you wish to block
separated by a space or comma. For example, "BlockFileTypes=exe dl1l js".

To allow only certain file types to be uploaded to the documents folder, add the
AllowFileTypes= key to the domains.ini file, listing the files types you wish to allow
separated by a space or comma. For example, "AllowFileTypes=jpg png doc docx
xls xlsx".

When both keys are used, priority is given to blocked files when there is a conflict; if
an extension is in both lists then that extension will be blocked. If a key is used without
a value (i.e. no list of extensions), then that key will not be used. File extensions can

nn

include a "." (e.g. .exe .dll), but it isn't required.

See:

Public & Shared Folders/f

Public Folder Manager/[>3)
Access Control List[ 200

Account Editor » Shared Folders[723\
Mailing List » Public Folders[zh
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3.1.41 Public & Shared Folders
"-.?J Server Settings - Public & Shared Folders @
| Enable public fold
- Servers & Delivery MDA s
+- DS & 1Ps Public: [M&P folder prefis sting [ex: 'Public] Public Falders/
- Demain Sharing
B0 blic & Shared Folders Create Contact, Calendar, Task, Motes, Documents folders for all domains

--Message Recall

- Host Authentication
- Pricrity Mail

- Header Translation
- Archiving

- Pruning

+- Signatures
+1- DemainPOP
T RAS

Keep contact folders up to date with MD aemon account data
Add and remove contacts when accounts enabled/dizabled

[] Delete domain public folders when domain iz deleted

Enable shared folders

Click here if you wizh to allow IMAP users to share their personal IMAP folders
with other IMAP users.

This aption iz required when MD aemon Connector is enabled.

+- Logging

Shared IMAF folder prefis sting [ex: "Shared!’] | Shared Folders/

Dizable access to shared folders when account iz disabled

Catcel Apply Help

To reach the Public & Shared Folders screen, click "Setup » Server Settings » Public &
Shared Folders".

Enable public folders

Click this check box if you wish to allow users to gain access to public folders. The
users that can access them and the level of access granted is designated under
each folder on the Public Folder Manager|z\. Clear this check box if you want to hide
public folders from all users.

Public IMAP folder prefix string (ex: 'Public/')

Public folders are prefixed with a sequence of up to 20 characters, such as "#" or
"Public Folders/". This is to help users easily distinguish public from private folders
from within their email client. Use this text box to specify the series of characters
that you wish to use to denote public folders.

Create Contact, Calendar, Task, Journal, and Notes folders for all domains
Click this check box if you wish to ensure that these folders exist for all domains.
Whenever a Domain[ 2 is added to MDaemon, these folders will be created.

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



102 MDaemon Messaging Server 24.0

Keep contact folders up to date with MDaemon account data
If this option is enabled, MDaemon will keep the contact folders synchronized with
its account list.

Add and remove contacts when accounts enabled/disabled

By default when you disable an account, the account will be removed from the
domain's public contacts folder. Then if you re-enable the account, it will be added
again to the contacts. This option is enabled by default to prevent disabled
accounts from showing up in Webmail's auto-complete system.

Delete domain public folders when domain is deleted
Click this check box if you wish to delete a domain's public folders when the domain
is deleted.

Enable shared folders

Click this check box if you wish to allow IMAP users to share access to their IMAP
folders. The users who can access them and the level of access granted is
designated under each folder on the Shared Folders[721 screen of the Account Editor
(Accounts » Account Manager » [User Account] » Shared Folders). Clear this check
box if you wish to prevent users from being able to share access to their folders,
and prevent the aforementioned Shared Folders screen from appearing on the
Account Editor.

When using MDaemon Connectorls), this option will be
unavailable. You will not be able to deactivate it because user
3 folder sharing is required for MDaemon Connector to function

properly.

Shared IMAP folder prefix string (ex: ‘Shared/’)

Shared user folders are prefixed with a sequence of up to 20 characters, such as
"Public Folders/". This is to help users easily distinguish shared from private
folders from within their email client. Use this text box to specify the series of
characters that you wish to use to denote shared user folders.

Disabled access to shared folders when account is disabled

By default MDaemon's IMAP, Webmail, and ActiveSync servers do not allow access
to the shared folders of disabled accounts. Clear this checkbox if you wish to allow
access to account shared folders even if when an account is disabled.

See:

Public Folders Overview/s"

Public Folder Manager/[22)

Access Control List/2o0

Account Editor » Shared Folders[723

Mailing List » Public Folders[zh
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3.1.5 Message Recall

'-r,f,' Server Settings - Message Recall @

5 & Deli Meszage Recall
4 Servers elivery .
i Message Recall allows authenticated uzers to request that a meszage

+- DNS & IPs ) previauzly sent by them be recalled [removed from queues and mailboxes).
- Domain Sharing For best rezults it iz recommended that meszage delivery be deferred for a
. Public & Shared Folders nurnber of minutes allowing time for a possible recall to occur befare final
delivery but this is optional. When recalled, meszages will be remaoved from

& Vlessage Recall delivery queuss and may be removed from local mailbozes. Message Recall
- Host &uthentication requires that the X-Authenticated-Sender; header be uzed so thiz will be

... Priority Mail enabled. See HELFP for a full description and instructions on how to compose

. a recall request.
.. Header Translation
.. o

.. Archiving Enable message recall

- Pruning [ Delete recalled messages from accourt mail folders.

£ Signatures Defer meszage delivery for this many minutes 1) [0 15 minutes)

+ DomainPOP [ Da nat defer message if recipient has a mailbax on this sereer

+- RAS

- Logging The lazt 1000| authenticated messages sent are ehigible for recall.

Deferred Delivery

Deferred Delivery allows authenticated uzers to send meszages which will be
delivered at a later time. For this bo work, the sending mail client must be able
ta conztruct and inzert a Deferred-Deliveny header which contains a date &
time indicating vehen the meszage should be zent. Meszages remain in the
‘deferred queue’ until that date & time have arrived.

Enable deferred delivery

[ Replace 'Trate: with cunent time when message is released

Catcel Apply Help

Message Recall System

MDaemon has a message recall system that you can use to delay incoming messages
sent by authenticated local users for 0 to 15 minutes, which provides users a short
period of time during which they can attempt to stop a message from being delivered.
During that delay period the messages are placed in a dedicated Deferred queue rather
than going directly to the Inbound mail queue—messages in the Deferred queue have
the date they are set to leave the queue encoded into the file name. MDaemon checks
the queue once per minute and when it's time for a message to leave the queue it is
moved to the Inbound queue and subject to normal message processing and delivery.
Activity is logged to the Routing tab and log file.

You can set the delay time to "0" if you wish, but this increases the possibility that a
message a user wishes to recall may have already been delivered. Therefore a delay of
at least 1 or 2 minutes is recommended to give your users time to realize they want to
recall a message, send the recall request, and have time left over for MDaemon to
process the request. However, because MDaemon is able to remove recalled messages
from the Remote queue(s), where there might already be a delay, some administrators
may find this deferred delivery timer unnecessary.

Recalling a Message
There are several ways that users can recall a message.
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1. In MDaemon Webmail, click the Recall button that is displayed when viewing a
recently sent message in the Sent Items folder. If clicked before the recall time
limit expires, Webmail will send a RECALL message to MDaemon.

2. Send a message to the mdaemon@example.com system account, with the word
"RECALL" (without the quotes) as the message's Subject. This will recall the last
message that you sent. It will only recall the last message.

3. In the Sent Items folder, locate the message you wish to recall, choose the
"Forward as Attachment" option and send the message to the
mdaemon@example.com system account, using "RECALL" as the message's
Subject.

4. View a message's headers, copy the "Message-ID: <message-ID value>"
header, and create a new message with "RECALL Message-ID: <message-ID
value>" in the subject (without the quotes).

Regardless of the chosen recall method, MDaemon will send an email back to the
user, saying whether or not the recall was successful. When a message is
successfully recalled, MDaemon deletes the message from the queue as if it had
never been sent. Optionally, if the Delete recalled messages from account mail
folders option is enabled, MDaemon will also attempt to delete the recalled message
from any local user's mail folder where it may have already been delivered. Messages
sent to multiple recipients will all be recalled by a single request. Finally, the
Message Recall system does not work without the Xx-Authenticated-Sender header
to provide security and keep others from recalling messages they did not originate.
Therefore, the option to disable that headerl«) will be over-ridden if Message Recall
is enabled.

Message Recall

Enable message recall
Click this checkbox to activate the message recall system. The option is disabled by
default.

Delete recalled messages from account mail folders

Check this box if you also wish to delete recalled messages from the mail folders
of your local MDaemon accounts if they have already been delivered before the
message is recalled. This can cause messages to disappear from local user mail

clients and phones. The option is disabled by default.

Defer message delivery for this many minutes XX (0-15 minutes)

This is the number of minutes that MDaemon will hold incoming messages from
authenticated local users. If a RECALL message is received during the delay
period then MDaemon will delete the referenced message before any delivery
attempt has been made. This option can be set to 0-15 minutes. 1 minutes is
the default setting.

Do not defer messages if recipient has a mailbox on this server

Check this box if you do not wish to defer messages when the recipient's
mailbox is located on the same MDaemon server as the sender. Note: when
using the "Delete recalled messages from account mail folders" option
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above, even messages that were already delivered can be recalled and
deleted from a user's mailbox.

The last [xx] authenticated messages sent are eligible for recall

MDaemon remembers the message IDs and locations of a specified number of the
most recent emails sent by authenticated users. Recall attempts will fail if the
message being recalled isn't within that group of messages. Therefore when
using the Delete recalled messages from account mail folders option above, this
makes it possible to recall messages right out of user mailboxes even after
they've already been delivered. By default this option is set to 1000 messages.

Deferred Delivery

The Deferred Delivery option allows authenticated clients to send messages to be
delivered at a scheduled date and time. Webmail includes this option, allowing users to
click "Send Later" and specify the date and time to send the message. The message
includes the Deferred-Delivery message header containing the date and time to
attempt to deliver the message. If the Message Recall option is enabled and a recall
request is received for a message scheduled for deferred delivery, MDaemon will
attempt to remove the recalled message.

Enable deferred delivery

Enable this option if you wish to allow authenticated clients to use the Deferred-
Delivery header to schedule messages for deferred delivery. When this option is
enabled, Webmail users will have the Send Later option available in the WorldClient
and Lookout themes. The option is disabled by default.

Replace 'Date:' with current time when message is released

Enable this option if you wish to replace the 'Date:' header with the current date
and time when a message is released from the Deferred Queue. This is disabled
by default.
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3.1.6 Host Authentication

@l Server Settings - Host Authentication @

Huoszt Swthentication

- Servers & Delive L .
+ i Host Authentication lets you configure logon, pazsword, and port values for

+- DNS & IPs uze when sending mail. Logon and pazswards are not shown here. This uzes
.. Domain Sharing host names [not [Ps]. To edit an entry remowve and recreate it.

- Public & Shared Folders
- Message Recall

- Pricrity Mail

- Header Translation

- Archiving

- Pruning

Remove

+- Signatures
<1 DomainPOP
41 RAS

- Logging

Haost | | Add
AUTH Logan | |
AUTH Pazzword | |

Part DI [0 = uze spstem default)

Catcel Apply Help

Host Authentication

Use this screen to configure logon, password, and port values for any host. When
MDaemon sends SMTP mail to that host the associated credentials found here will be
used. Please note that these credentials are a fallback and are only used when other
more task-specific credentials are unavailable. For example, if you configure logon and
password settings for the Account Editor's forwarding options or the Gateway
Manager's Dequeuing options, or any of the many other task specific settings, then
those credentials are used and supersede any that are configured here. This feature
works with host names only (not IP addresses).
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3.1.7 Priority Mail

@l Server Settings - Prierity Mail @

Friority rmail iz delivered immediately regardless of any existing delivery schedule and

- Servers & Delivery 1z defined as mail with ary of the header/value combinations specified below,

<1 DNS & IPs
- Domain Sharing Enable priority mail checking engine
- Public 8 Shared Folders
- Message Recall

- Host Authentication

B Pricrity Mail

.. Header Translation

- Archiving
- Pruning

- Signatures
- DemainPOP
-RAS

- Logging

O O Y

Remaove

Header | |

Yalue | || Add Exceplions

Trigger even if value iz a sub-string

Catcel Apply Help

The Priority Mail screen is reached from the "Setup » Server Settings » Priority Mail"
menu selection. It is used to define what constitutes Priority Mail on your system.
Priority mail is delivered immediately by MDaemon regardless of scheduled mail
processing intervals. When a new message arrives, MDaemon inspects its headers for a
set of header/value combinations that you have specified on this dialog. If it finds
them, it considers the message a high priority item and attempts to deliver it
immediately.

Priority Mail Engine

Enable priority mail checking engine
Check this box to enable the Priority Mail feature. MDaemon will inspect incoming
messages for priority status.

Header
Enter the message header in this field. Do not include the ending colon character.

Value
Enter the value that must be found in the specified header in order for the message
to be considered high priority.
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Trigger even if value is a sub-string

When entering a new Priority Mail setting you may select this feature to enable
priority matching of a portion (or sub-string) of a header value. For example, you
could create a Priority Mail Setting for the "To" header with the value "Boss". Then,
any email containing "Boss@anything" in that header would be considered Priority
Mail. If an entry is created without this feature enabled then the value of the
header must match the entry exactly; matching only a portion will not be sufficient.

Add

After entering the Header/Value information in the specified text boxes, and after
specifying whether this entry will apply to sub-strings, click the Add button to
create the new Priority Mail entry.

Remove
Click this button to remove a selected entry from the Current Priority Mail Settings
window.

Exceptions

This allows you to define field/value combinations that will cause a message to be
considered an exception to the priority mail settings. This gives you more flexible
control over this feature.
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3.1.8 Header Translation

‘!',gl Server Settings - Header Translation @

Header translation replaces text within the headers of outbound meszages sent from

: local accountz, All headers are searched and each occurrence of the specified text
+- DNS & 1Ps iz replaced.

- Servers & Delivery

- Domain Sharing
. Public & Shared Folders descsiiinsaiy
- Message Recall

- Host Authentication
. Priarity Mail Exceptions
- Archiving

- Pruning

Remove

+- Signatures
<1 DomainPOP
41 RAS

- Logging

Ewisting header text | |

Mew header text | | I Add

Translate headers in forwarded messages

Tranzlate headers in gateway meszages forwarded to hast ar IP

Catcel Apply Help

The Header Translation feature can change any portion of text found within a header
to a new value whenever a message is detected which must leave your domain
destined for a remote host. You specify the text you want to search for and its
corresponding replacement value. MDaemon will then search through all the headers in
the message and make the replacements. You may also specify headers that MDaemon
should not modify (such as "Subject:" or "Received:" headers) by clicking the
Exceptions button on this dialog.

This feature is necessary for some MDaemon configurations in which the local domain
name is fictitious or different from the domain name that must appear on outbound
mail. In such a situation, Header Translation could be used to change every occurrence
of "@localdomain" to "@RemoteDomain".

Header Translations

This list contains the portions of text that MDaemon will scan for in the outbound
message headers, and the text that will be substituted when a match is found.

Remove
Select an entry in the Current Header Translations list and then click this button to
remove it from the list.
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Exceptions

Click this button to open the Header Translation Exceptions[ol dialog. This dialog is
used for specifying any Headers that you wish to be omitted from the Header
Translation process.

Existing header text
Type the text that you want to be replaced when it is found within the headers of
any outbound message.

New header text
This text will be substituted for that which you specified in the Existing header text
field.

Add
Click this button to add the above text parameters to the Header Translation list.

Translate headers in forwarded messages
Click this checkbox to cause the header translations to apply also to messages
automatically forwarded from a local domain to a non-local domain.

Translate headers in gateway messages forwarded to host or IP

Click this check box if you want the headers to be translated in forwarded domain
gateway mail. See the Forwarding[2« screen of the Gateway Editor for more
information.

3.1.8.1 Header Translation Exceptions

i o

Header Translation Exceptions @
Do nat tranzlate values in these headers
Header value | &dd
Except thezse headers
RECEIVED: Remaowve
SUBJECT:

#-MS-THEF-Correlator

Cancel

Do not translate values in these headers

Header value
Enter any header that you want to be omitted from the Header Translation[
process.
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Add
Click this button to add a new header to the list.

Except these headers
MDaemon will not scan these headers when it is substituting header text.

Remove
Select a header in the list and then click this button to remove it.

3.1.9 Archiving

@ Server Settings - Archiving @

Archive to Folder

+- Servers & Delive
: i Roat archive mail folder:

+1- DNS & IPs

. Demain Sharing |'\W’DI-MIKE\MDaemonk&rchives\Email\ Browsze
- Public & Shared Folders [ Archive inbound mail ..archive based on recipient address
~Message Rec?” . [ Archive outhound il ...archive based on sender address

- Host Authentication

- Priority Mail Prowide separate archives for each MD aemon domain Exernpt list
- Header Translation

[[] Send copies of all inbound and outbound mail to these addresses:

- Pruning

+- Signatures

+. DomainPOP Separate multiple email addrezzes with a comma character.

+ RAS Include local mailing list meszages

+- Logging Include MulbPOP collected messages

Ingert "farchive Copy]” into message Subject header

Archive Settings
Archive encrypted messages in decrypted [readable] form
Archive public folder submizsions
Archive spam mezsages

Archive fonwarded messages [requires content filter processing)

Imprave erver performance, protect against lost data, and zave on storage space by
uzing a fully featured email archiving product.

Wizit the Email Archiving page to learn mare.

Ok Cancel Apply Help

Use this feature to archive all inbound or outbound messages to a folder. The default
location for this folder is C:\MDaemon\Archives\Email\, but you can set it to any
folder you choose. You can choose to archive inbound messages addressed to your
local users, outbound messages from your local users, or both. Mailing list traffic,
messages being relayed, system-level messages, and autoresponders are never
archived. Neither are spam messages or messages with viruses.

Inbound and outbound messages will be stored in \In\ and \out\ subfolders,
respectively. They can be further subdivided by using the ...archive based on recipient
address and ...archive based on sender address options below. Also, separate archives
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can be maintained for each domain by using the Provide separate archives for each
MDaemon domain option.

Archived messages are saved in the final state in which they appear in the local user's
mail folder, or in the "ready to be delivered" state for outbound messages. This means
that if you, for example, have the content filter make some change to a message, such
as adding a header to it, then the archived message will contain that change.

To browse the archive folder use one of your mail accounts (or create a new one) and
point its Mail Folder(ws! to the same folder used for the archive. If multiple people need
access to the archive then log in to the archive account and sharel7) the desired
folders using its Access Control List/[sa.

There is a hidden, system queue located at: "\MDaemon\Queues\ToArchive\". This
queue is checked at regular intervals for messages that have been placed there
manually, by a plugin, or otherwise. When a message is found there it is immediately
archived and deleted. If messages are found that are not eligible for archiving then
they are simply deleted. The Routing screen/log will show details whenever a message
is successfully archived.

Archive to Folder

Designate your archive mail folder here. By default it is set to c:
\MDaemon\Archives\Email\, but you can set it to any folder you choose.

Archive inbound mail
Click this check box to save a copy of all messages that are going to a local user.
Mailing list messages and messages containing a virus are not archived.

...archive based on recipient address
Click this option if you want the inbound mail archive to be categorized by the
recipient's email address.

Archive outbound mail
Click this check box to save a copy of all messages that are from a local user.
Mailing list messages and messages containing a virus are not archived.

...archive based on sender address
Click this option if you want the outbound mail archive to be categorized by the
sender's email address.

Provide separate archives for each MDaemon domain
Click this option if you want to maintain a separate archive for each domain.

Exempt list
Click this button to open the Archiving Exempt List. Here you can list "to" and "from"
addresses that you wish to exempt from archiving.
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Send copies of all inbound and outbound mail to these addresses

Enter one or more addresses to which you wish to send archival messages. Multiple
addresses must be separated by a comma. You may specify local and remote
addresses and address aliases.

Include local mailing list messages
When this option is enabled, copies of local mailing list messages will also be sent to
the addresses.

Include MultiPOP collected messages
Enable this option if you wish to send messages collected through MDaemon's
MultiPOP[71d) feature.

Insert "(Archive Copy)" into message Subject header
When this option is enabled, "(Archive Copy)" will be inserted in the subject:
header of sent messages.

Archive Settings

Archive encrypted messages in decrypted (readable) form

By default, unencrypted copies of encrypted messages are stored in the archive. If,
however, a message can't be decrypted then the encrypted form will be stored
instead. Disable this option if you would rather store encrypted versions even when
decryption is possible.

Archive public folder submissions
By default, messages sent to public folder submission addresses are archived.
Disable this option if you do not wish to archive those messages.

Archive spam messages
Enable this option if you want the archives and sent copies to include messages
that are marked as spam.

Archive forwarded messages (requires content filter processing)
Enable this option if you want the archives and sent copies to include messages
that are forwarded. By default these are not archived.
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3.1.10 Pruning

'-r,g'Server Settings - Pruning @
Public: Folder Pruni

- Servers & Delivery Hl PEERrTILnng
. DNS & IPs Delete meszages older than ljl dayz [0 = never)
- Domain Sharing
- Public & Shared Folders Antivinz & Content filker Cleanup
- Message Reca.ll . At midnight each night;
- Host Authentication
.. Priority Mail [] Delete all quarantined file attachments
.Header Translation .. but anly when older than this mary days 0 [0 = allfiles)
- Archiving [ Delete all quarartined messages

o ... but anly when alder than this maty days 0 [0 =allfileg)
+- Signatures
4. DomainPOP [ Delete all restricted attachments
+ RAS ... but only when alder than this many days 0 (0= allfiles)
+- Logging

Ok Cancel Apply Help

Public Folder Pruning

Delete messages older than XX days (0=never)
Specify a number of days in this option if you want old messages to be deleted from
Public Folders| .

Antivirus & Content Filter Cleanup

Delete all quarantined files
Click this option if you want all quarantined file attachments to be deleted each
night.

...but only when older than this many days [xx] (0 = all files)
By default all quarantined files will be deleted. Specify a number of days in this
option if you only wish to delete files that are older than that value.

Delete all quarantined messages
Click this option if you want all quarantined messages to be deleted each night.

...but only when older than this many days [xx] (0 = all files)
By default all quarantined messages will be deleted. Specify a number of days in
this option if you only wish to delete messages that are older than that value.
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Delete all restricted attachments
Click this option if you want all restricted attachments to be deleted each night.

...but only when older than this many days [xx] (0 = all files)

By default all restricted attachments will be deleted. Specify a number of days in
this option if you only wish to delete restricted attachments that are older than
that value.

3.1.11 Signatures
3.1.11.1 Default Signatures

@ Server Settings - Default Signatures @

A domain signature is a block of text which MD aemon will append to all messages
: zent by users of & particular domain. Each domain can have itz own sighature.
+- DS & 1Ps Domaing without their own signature will have the default zignatures appended,

- Demain Sharing

- Public & Shared Folders
- Message Recall

- Host Authentication

- Pricrity Mail

- Header Translation

+- Servers & Delivery

Flain text zignature:

- Archiving

- Pruning

|- Signatures

i Default Client Signatures
+)- DemainPOP

+ RAS HTML signature [cut-and-paste from your favorite HTML editor):

+1- Logging Maote: <BODY:, <HTML:, and their clozing tags will be removed.
Flain text signature will be created from HTML when only HTML iz given.

Ok Cancel Apply Help

Use this screen to append a signature to all messages sent by your MDaemon users.
Use the Signatures| screen on the Domain Manager if you wish to use a different
signatures for users of specific domains—when a domain-specific signature exists it will
be used instead of the Default Signature. Signatures are added to the bottom of
messages, except for mailing list messages using a footer[279), in which case the footer
is added below the Signature. You can also use the Account Editor's Signature[7s3)
feature to add individual signatures for each Account. Account signatures are added
just before Default or Domain Signatures.
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Plain text signature

This area is for inserting a plain text signature. If you wish to designate a
corresponding html signature to be used in the text/html part of multipart messages,
use the HTML signature area below. If a signature is included in both places then
MDaemon will use the appropriate one for each part of the multipart message. If no
html signature is specified then the plain text signature will be used in both parts.

HTML signature (cut-and-paste from your favorite HTML editor)

This area is for inserting an HTML signature to be used in the text/html part of
multipart messages. If a signature is included here and in the Plain text signature area
above, MDaemon will use the appropriate one for each part of the multipart message. If
no plain text signature is specified then the html will be used to create one.

To create your html signature, either type the html code here manually or cut-and-
paste it directly from your favorite HTML editor. If you wish to include inline images in
your HTML signature, you can do so by using the

SATTACH INLINE:path to image file$ macro.

For example:

<IMG border=0 hspace=0 alt="" align=baseline src="SATTACH INLINE:c:
\images\mr t and arnold.jpg$">

There are also several ways you can insert inline images into signatures from within
MDaemon's Remote Administration[ss: web interface:

e On the Default Signatures screen in Remote Administration, click the "Image"
toolbar button in the HTML editor and select the upload tab.

e On the Default Signatures screen in Remote Administration, click the "Add
image" toolbar button in the HTML editor.

e Drag and drop an image into the Default Signatures screen's HTML editor with
Chrome, FireFox, Safari, or MSIE 10+

e Copy and paste an image from the clipboard into the Default Signatures
screen's HTML editor with Chrome, FireFox, MSIE 11+

<body></body> and <html></html> tags are not allowed in
signatures and will be removed when found.
3

Signature Macros

MDaemon signatures support macros that insert the sender's contact information into
the signature, taken from the sender's contact located in its domain's Public Contacts
folder. This allows default and domain signatures to be personalized with the sender's
information. $CONTACTFULLNAMES, for example, inserts the sender's full name, and
SCONTACTEMAILADDRESSS inserts the sender's email address. Use Webmail, MDaemon
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Connector, or ActiveSync to edit the public contacts. Blank values are used if no
contact exists for the sender. Available macros are listed below.

Users can control the placement of MDaemon signatures in their emails by placing any
of the Signature Selector macros into a message wherever they want the signature

to appear.

Signature Selector

$SYSTEMSIGNATURES$

$CLIENTSIGNATURES$

$ACCOUNTSIGNATURES

Names and IDs
Full name
First name
Middle name
Last name
Title
Suffix
Nickname
Yomi First Name
Yomi Last Name
Account name
Customer ID
Government ID

File as

Email Addresses
Email address
Email address 2
Email address 3
Phone and Fax Numbers

Mobile phone

Places the Default Signature[: or Domain
Signature[+7) in @ message. If both exist, the
Domain Signature is used.

Places the Default Client Signature[+ol or Domain
Client Signature[+2! in @ message. If both exist, the
Domain Client Signature is used.

Places the Account Signaturel7:3) in the message.

$CONTACTFULLNAME$
$CONTACTFIRSTNAME$
$CONTACTMIDDLENAMES$,
$CONTACTLASTNAME$
$CONTACTTITLES
$CONTACTSUFFIX$
$CONTACTNICKNAME$
$CONTACTYOMIFIRSTNAMES$
$CONTACTYOMILASTNAME$
$CONTACTACCOUNTNAME$
$CONTACTCUSTOMERIDS
$CONTACTGOVERNMENTID$
$CONTACTFILEASS

$CONTACTEMAILADDRESSS$
$CONTACTEMAILADDRESS2%$
$CONTACTEMAILADDRESS3$

$CONTACTHOMEMOBILES$
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Mobile phone 2
Car phone
Home phone
Home phone 2
Home fax

Other phone

Instant Messaging and Web

IM Address

IM Address 2
IM Address 3
MMS Address

Home web address

Address

Home address
Home city
Home state
Home zip code
Home country
Other address
Other city
Other state
Other zip code
Other country

Business Related

Business Name

Yomi Business Name
Business title
Business office
Business department

Business manager

$CONTACTMOBILE2$
$CONTACTCARPHONENUMBERS
$CONTACTHOMEPHONES$
$CONTACTHOMEPHONE?2$
$CONTACTHOMEFAX$
$CONTACTOTHERPHONES$

$CONTACTIMADDRESS$
$CONTACTIMADDRESS2$
$CONTACTIMADDRESS3$
$CONTACTMMSADDRESS$
$CONTACTHOMEWEBADDRESS$

$CONTACTHOMEADDRESS$
$CONTACTHOMECITY$
$CONTACTHOMESTATES$
$CONTACTHOMEZIPCODE$
$CONTACTHOMECOUNTRY $
$CONTACTOTHERADDRESS$
$CONTACTOTHERCITY$
$CONTACTOTHERSTATES$
$CONTACTOTHERZIPCODES$
$CONTACTOTHERCOUNTRY $

$CONTACTBUSINESSCOMPANY$
$CONTACTYOMICOMPANYNAMES$
$CONTACTBUSINESSTITLES
$CONTACTBUSINESSOFFICES$

$CONTACTBUSINESSDEPARTMENTS$

$CONTACTBUSINESSMANAGERS$
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Business assistant

Business assistant
phone

Business main phone
Business phone
Business phone 2
Business IP phone
Business fax
Business pager
Business radio
Business address
Business city
Business state
Business zip code
Business country

Business web address

Other

Spouse
Children
Categories

Comment

$CONTACTBUSINESSASSISTANTS$
$CONTACTBUSINESSASSISTANTPHONES$

$CONTACTBUSINESSMAINPHONES$
$CONTACTBUSINESSPHONES$
$CONTACTBUSINESSPHONE2$
$CONTACTBUSINESSIPPHONES$
$CONTACTBUSINESSFAX$
$CONTACTBUSINESSPAGERS
$CONTACTBUSINESSRADIOS
$CONTACTBUSINESSADDRESS$
$CONTACTBUSINESSCITY$
$CONTACTBUSINESSSTATES$
$CONTACTBUSINESSZIPCODES$
$CONTACTBUSINESSCOUNTRY $
$CONTACTBUSINESSWEBADDRESS$

$CONTACTSPOUSES$
$CONTACTCHILDRENS
$CONTACTCATEGORIESS
$CONTACTCOMMENTS

119

See:

Domain Manager » Signaturesmﬁ
Account Editor » Signature[7:)
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3.1.11.2 Default Client Signatures

'@l Server Settings - Default Client Signatures @

This signature can be pushed to ‘Webmail and MD aemon Connectaor. [n'ebmail it's
: called the "System” signature. Each domain can have it own signature. Domains
+- DNS & 1Ps without their own signature will use the default signature.

- Demain Sharing

- Public & Shared Folders
--Message Recall

- Host Authentication

- Pricrity Mail

- Header Translation

- Servers & Delivery

Flain test signature:

SCONTACTFULLNAMES
SCONTACTEMAILADDRESSS

- Archiving

- Pruning

= Signatures

i Default Signatures

+- DomainPOP

"' RAS HTHML signature [cut-and-paste from your favorite HTL editor):
+- Logging Make: <BODY>, <HTML?, and their closing tags will be removed.
Flain text signature will be created from HTRL when only HTML iz given.

<prEnbsp;</pr

Lpr_<ipy

<pr<strong: SCOMTACTFULLMAME $< /strong></pi
<px$COMTACTEMAILADDRESS </
<prEnbsp;</py

<pr"Cemxwherever you go, there you are. < fems "< /px
<prinbsp; </p>

Ok Catcel Apply Help

Use this screen to create a default client signature that you can push to MDaemon
Webmaills51 and MDaemon Connectorlss), to be utilized by your users when composing
email messages. You can use the macros[« listed below to personalize the signature,
so that it will be unique for each user, including elements like the user's name, email
address, phone number, and the like. Use the Client Signatures[+2) screen on the
Domain Manager if you wish to use a different signature for users of specific domains.
When a domain-specific signature exists it will be used instead of the Default Client
Signature. Use the Push client signaturel=3 option if you wish to push the client
signature to Webmail and the Push client signature to Outlooklss) option if you wish to
push it to MDaemon Connector. In Webmail's Compose options, the pushed client
signature is called "System." For MDaemon Connector you can designate a name for the
signature that will appear in Outlook.

Plain text signature

This area is for inserting a plain text signature. If you wish to designate a
corresponding html signature to be used in the text/html part of multipart messages,
use the HTML signature area below. If a signature is included in both places then
MDaemon will use the appropriate one for each part of the multipart message. If no
html signature is specified then the plain text signature will be used in both parts.

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



Setup Menu 121

HTML sighature (cut-and-paste from your favorite HTML editor)

This area is for inserting an HTML signature to be used in the text/html part of
multipart messages. If a signature is included both here and in the Plain text signature
area above, MDaemon will use the appropriate one for each part of the multipart
message. If no plain text signature is specified then the html will be used to create
one.

To create your html signature, either type the html code here manually or cut-and-
paste it directly from your favorite HTML editor. If you wish to include inline images in
your HTML signature, you can do so by using the

SATTACH INLINE:path to image file$ macro.

For example:
<IMG border=0 hspace=0 alt="" align=baseline src="SATTACH INLINE:c:

\images\mr t and arnold.jpg$">

There are also several ways you can insert inline images into signatures from within
MDaemon's Remote Administration[ss web interface:

e On the Default Client Sighature screen in Remote Administration, click the
"Image" toolbar button in the HTML editor and select the upload tab

e On the Default Client Signature screen in Remote Administration, click the "Add
image" toolbar button in the HTML editor.

e Drag and drop an image into the Default Client Signature screen's HTML editor
with Chrome, FireFox, Safari, or MSIE 10+

e Copy and paste an image from the clipboard into the Default Client Signature
screen's HTML editor with Chrome, FireFox, MSIE 11+

<body></body> and <html></html> tags are not allowed in
signatures and will be removed when found.
J

Signature Macros

MDaemon signatures support macros that insert the sender's contact information into
the signature, taken from the sender's contact located in its domain's Public Contacts
folder. This allows default and domain signatures to be personalized with the sender's
information. SCONTACTFULLNAMES, for example, inserts the sender's full name, and
$CONTACTEMAILADDRESSS inserts the sender's email address. Use Webmail, MDaemon
Connector, or ActiveSync to edit the public contacts. Blank values are used if no
contact exists for the sender. Available macros are listed below.

Users can control the placement of MDaemon signatures in their emails by placing any
of the Signature Selector macros into a message wherever they want the signature
to appear.
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Signature Selector

$SYSTEMSIGNATURES$

$CLIENTSIGNATURES$

$ACCOUNTSIGNATURES

Names and IDs

Full name

First name
Middle name
Last name

Title

Suffix

Nickname

Yomi First Name
Yomi Last Name
Account name
Customer ID
Government ID

File as

Email Addresses

Email address
Email address 2

Email address 3

Phone and Fax Numbers

Mobile phone
Mobile phone 2
Car phone
Home phone

Home phone 2

Places the Default Signature[:s or Domain
Signature[+7) in @ message. If both exist, the
Domain Signature is used.

Places the Default Client Signature[+ol or Domain
Client Signature[+2! in a message. If both exist, the
Domain Client Signature is used.

Places the Account Signaturel7s) in the message.

$CONTACTFULLNAMES
$CONTACTFIRSTNAMES$
$CONTACTMIDDLENAMES,
$CONTACTLASTNAMES
$CONTACTTITLES
$CONTACTSUFFIX$
$CONTACTNICKNAMES$
$CONTACTYOMIFIRSTNAMES$
$CONTACTYOMILASTNAMES$
$CONTACTACCOUNTNAMES$
$CONTACTCUSTOMERIDS
$CONTACTGOVERNMENTIDS$
$CONTACTFILEASS

$CONTACTEMAILADDRESSS$
$CONTACTEMAILADDRESS2%$
$CONTACTEMAILADDRESS3$

$CONTACTHOMEMOBILES$
$CONTACTMOBILE2$
$CONTACTCARPHONENUMBERS$
$CONTACTHOMEPHONES$
$CONTACTHOMEPHONE2$
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Home fax

Other phone

Instant Messaging and Web

IM Address

IM Address 2
IM Address 3
MMS Address

Home web address

Address

Home address
Home city
Home state
Home zip code
Home country
Other address
Other city
Other state
Other zip code
Other country

Business Related

Business Name

Yomi Business Name
Business title
Business office
Business department
Business manager
Business assistant

Business assistant
phone

Business main phone

Business phone

$CONTACTHOMEFAX$
$CONTACTOTHERPHONES$

$CONTACTIMADDRESS$
$CONTACTIMADDRESS2$
$CONTACTIMADDRESS3$
$CONTACTMMSADDRESS$
$CONTACTHOMEWEBADDRESS$

$CONTACTHOMEADDRESS$
$CONTACTHOMECITY$
$CONTACTHOMESTATES
$CONTACTHOMEZIPCODES$
$CONTACTHOMECOUNTRY$
$CONTACTOTHERADDRESS$
$CONTACTOTHERCITY$
$CONTACTOTHERSTATES
$CONTACTOTHERZIPCODES$
$CONTACTOTHERCOUNTRY $

$CONTACTBUSINESSCOMPANY $
$CONTACTYOMICOMPANYNAMES$
$CONTACTBUSINESSTITLES
$CONTACTBUSINESSOFFICES$
$CONTACTBUSINESSDEPARTMENT$
$CONTACTBUSINESSMANAGERS
$CONTACTBUSINESSASSISTANTS
$CONTACTBUSINESSASSISTANTPHONES$

$CONTACTBUSINESSMAINPHONES$
$CONTACTBUSINESSPHONES$
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Business phone 2
Business IP phone
Business fax
Business pager
Business radio
Business address
Business city
Business state
Business zip code
Business country

Business web address

$CONTACTBUSINESSPHONE2$
$CONTACTBUSINESSIPPHONES$
$CONTACTBUSINESSFAX$
$CONTACTBUSINESSPAGERS$
$CONTACTBUSINESSRADIOS
$CONTACTBUSINESSADDRESS$
$CONTACTBUSINESSCITY$
$CONTACTBUSINESSSTATES
$CONTACTBUSINESSZIPCODES$
$CONTACTBUSINESSCOUNTRY $
$CONTACTBUSINESSWEBADDRESS$

Other
Spouse $CONTACTSPOUSES$
Children $CONTACTCHILDRENS
Categories $CONTACTCATEGORIESS
Comment $CONTACTCOMMENTS
See:

Default Signatures[+3)
Domain Manager » Signaturesmﬁ

Domain Manager » Client Signatures|[s)

Account Editor » Signature/[7:)
Webmail Settings/ %
MC Client Settings » Signature/ss)
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3.1.12 MultiPOP

%) Server Settings - MultiPOP ==

5 Servers & Delivery Enable MultiPOP

. DNS & IPs MuliPOF collects mail from POP servers and stores it in local mailboxes.
- Domain Sharing ] MultPOP always deletes mail from all servers after collection
- Public 8 Shared Folders This option cverides the 'Leave a copy of message on POP3 server'
- Message Recall zetting for all MUliPOF users,
-- Host Authentication Send natification email after this many failures
- Priority Mail Do ok notify again for thiz manye days
.. Header Translation
- Archiving MUIPOP OAuth
- Pruning . . .
X Fiegister your MDaemaon with Google or Microzaft to allow DAuth 2.0 uzage

+- Signatures when collecting mail from them. Users must authorize their accounts in

MultiPQP Wwiebmail, which requires permizsion to edit MuliPOP settings. Use the

Redirect URI when zetting up the application.

+- DemainPOP
- RAS
. Grail
+- Logging
Client ID | 53453t 32wBa5e] I?bamti84smg.apps.gongleu&ercontent.c|

Client Secret | ..............................‘|
Redirect URI | hittps: 4 frnail. compan_l,J.testMorIdEIienLdlI?View:El»’-‘-.uth&s’-\ut|

Office36s

Clignt 1D | 234Z w3t 3w eb8-964c-00darbl b3alk |
Client Secret | .......O.............O........l|
Redirect URI | hittpz: / frnail. compan_l,J.testMorIdEIienLdlI?View:El»’-‘-.uth&s’-\ut|

Catcel Apply Help

Enable MultiPOP

Check this box to enabled the MultiPOP server. MultiPOP collects mail from POP servers
on behalf of your users and stores it in the their local mailboxes. The MultiPOP feature
allows you to create an unlimited number of POP3 host/user/password combinations for
collection of mail messages from multiple sources. This is useful for your users who
have mail accounts on multiple servers but would prefer to collect and pool all their
email together in one place. Before being placed in the users mailbox, MultiPOP
collected mail is first placed in the local queue so that it can be processed like other
mail having Autoresponders and Content filters applied to it. The scheduling options for
MultiPOP are located at: Setup » Event Scheduling » Mail Scheduling » MultiPOP

Collection[se.

MultiPOP always deletes mail from all servers after collection

Click this check box if you wish to override the Leave a copy of message on POP server
option (located on the MultiPOP[3 screen of the Account Editor) for all users. All
messages will be deleted from each MultiPOP server after they are collected.

Send notification email after this many failures

By default, MDaemon sends a notification email after multiple failures when checking
a MultiPOP account. Since temporary failures can be common, this option allows you
to specify how many consecutive failures it takes to trigger the notification, and the
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option below allows you to choose how many days to wait between those
notifications. The content and recipients of the notification emails can be
customized by editing \MDaemon\App\MPOPFailureNotice.dat. By default the
notifications are sent to the MultiPOP account owner after 5 failures, no more than
once every 7 days.

Do not notify again for this many days
By default MultiPOP failure notifications are sent no more than once every seven
days. Use this option if you wish to adjust that interval.

MultiPOP OAuth

OAuth 2.0 is a modern authentication method that Gmail and Microsoft (Office) 365 are
now requiring (or will soon require) as they disable support for legacy/basic
authentication. In order for MDaemon's MultiPOP feature to use OAuth 2.0 to collect
mail from Gmail or Office 365 on behalf of your users, you must register your MDaemon
server with Google or Microsoft, respectively, creating an OAuth 2.0 application using
the Google API Console or Microsoft's Azure Active Directory. This is similar to the
procedure required for using MDaemon's Dropbox Integrationls7 for your Webmail users.

To set up MultiPOP to collect mail from Gmail or Microsoft (Office) 365 for your users:

1. Turn on the Enable MultiPOP option above.

2. Follow the instructions below for Creating and Linking Your MultiPOP OAuth
Appl| 7 for Gmail or Office 365.

3. On the Account Editor's MultiPOP pagel#9, Enable MultiPOP for each user that
you wish to allow to use MultiPOP to retrieve email from Gmail or Office 365.

4. Add the Gmail (pop.gmail.com:995) or Office 365
(outlook.office365.com:995) account for each of the users, and enable the
Use OAuth option. Optionally you can have your users do this step for
themselves in Webmaillsol. Note: for Gmail accounts, each Gmail account must
be added to the Test Users in your Gmail OAuth app (see the Publishing

Status note in the Creating and Linking Your MultiPOP OAuth Applizn
instructions below).

5. On the Account Editor's Web Services[e® page, enable the "...edit MultiPOP
settings" option for each of those users.

6. Each user must sign in to Webmail, go to their Mailboxes page under Options,
add their Gmail or Office 365 account (if you didn't already do that for them),
and then click Authorize to sign in to their Gmail or Office 365 account and
proceed through the steps to authorize MDaemon to collect their mail from that
location.

Gmail/Office 365

Client ID

This is the unique Client ID assigned to your MultiPOP OAuth 2.0 app when you
create it in the Google API Console or Microsoft Azure Active Directory portal. After
you create your app, copy its Client ID and paste it here.
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Client Secret

This is the unique Client Secret assigned to your MultiPOP OAuth 2.0 app when you
create it in the Google API Console or Microsoft Azure Active Directory portal. After
you create your app, copy its Client Secret and paste it here. Note: when creating
the Client Secret for an Azure app, you must copy it while creating the app because
it will no longer be visible after that. If you fail to copy it at that time then you must
delete the secret and create a new one.

Redirect URI

You must specify a Redirect URI when creating your OAuth 2.0 app for Gmail or
Office 365. The Redirect URI displayed on the MultiPOP screen is an example built
from your Default Domain's[w2) SMTP_host namel+es), which should work for that
domain's users when signing in to Webmail. You should add additional Redirect URIs
to your app for any additional MDaemon domains your users go to when signing in to
Webmail. For example, "https://mail.example.com/WorldClient.dll?
View=0Auth&AuthRequest=0ffice365" would work for any of your users who go to
mail.example.com when signing in to Webmail. See: Creating and Linking Your
MultiPOP OAuth App below for more information.

Redirect URI example:

https://mail.example.com/WorldClient.d11?
View=0OAuth&AuthRequest=Gmail

https://mail.example.com/WorldClient.d1l1?
View=0OAuth&AuthRequest=0ffice365

- Creating and Linking Your MultiPOP OAuth App
Step-by-step instructions for creating your MultiPOP OAuth 2.0 app.

For Google Gmail

Follow the steps below to create a Google application to allow MultiPOP to
authenticate using OAuth 2.0 when collecting mail from Gmail for your users.

1. In your browser, go to the Google API console.

2. If on the Project List, click NEW PROJECT, or if on the Manage Resources
page, click (+) CREATE PROJECT.

3. Type a Project name, then click Edit if you wish to edit the Project ID, or
leave it set to the default value. Note: the Project ID cannot be changed after
the project is created.

4. In the left pane, go to APIs & Services | OAuth consent screen.
Select External, and click Create.

6. Enter the App name (e.g. MultiPOP OAuth 2.0 for Gmail), a Support email
address for users to contact, and a Developer email address for Google to
contact about changes to your project. That is all that's required on this page
for setup, but depending on your particular organization or verification
requirements, you can also enter your company logo and links to your Terms of
Service[x4 and Privacy Policy. The Authorized domains fields will be filled in
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for you automatically when you add the Redirect URIs in a later step below.
Note: This info is used for the Consent screen that will be presented to users
for authorizing MultiPOP to collect from Gmail.

7. Click Save and Continue.

8. Click ADD OR REMOVE SCOPES, and under "Manually add scopes," enter
https://mail.google.com/. Click ADD TO TABLE, then click Update.

9. C(Click Save and Continue.

10. Under Test Users, click ADD USERS, enter each Gmail account from which you
will be collecting mail, and click ADD (see the note below about your app's

Publishing Status|s)).
11. Click Save and Continue.

12. On Summary, click BACK TO DASHBOARD at the bottom of the page.

13. Click Credentials in the left pane, click (+) Create Credentials, and select
OAuth client ID.

14. In the "Application type" drop-down box, select Web application, and under
"Authorized redirect URIs", click + ADD URIs. Enter the Redirect URI. The
Redirect URI displayed on the MultiPOP screen is an example built from your
Default Domain's[+2) SMTP host namel[s), which should work for that domain's
users when signing in to Webmail. You should add additional Redirect URIs to
your app for any additional MDaemon domains your users go to when signing in
to Webmail. For example, "https://mail.example.comy/WorldClient.dll?
View=0Auth&AuthRequest=Gmail" would work for any of your users who go to
mail.example.com when signing in to Webmail.

15. Click CREATE.

16. Copy the values in Your Client ID and Your Client Secret to the Gmail Client
ID and Client Secret boxes on the MultiPOP page.

Publishing Status — These instructions are for creating a Google
app with the Publishing Status set to "Testing". This requires you
to add each specific Google account that will be using the app to
collect their mail from Gmail, and it is limited to 100 users. Further,
in Webmail when your users are asked to authorize MDaemon to
collect their mail from Gmail, a warning message will be displayed
"to confirm the user has test access to your project but should
consider the risks associated with granting access to their data to
an unverified app." Also, authorization expires after seven days,
therefore each user would be required to reauthorize collection
from Gmail every week.

If you wish to remove these requirements and limitations then you
must change your status to "In Production”, which may or may
not require you to go through a verification process. For more
information on app verification and publishing status, see the
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following Google articles: Setting up your OAuth consent screen
and OAuth API verification FAQs.

For Microsoft (Office) 365
Follow the steps below to create a Microsoft Azure application to allow MultiPOP to

10.
11.
12.
13.

14.
15.
16.
17.
18.

authenticate using OAuth 2.0 when collecting Office 365 email for your users.

Go to the Microsoft Azure Active Directory page at the Azure Portal and click
App Registrations in the left pane (you must sign-up for a free or pay-as-
you-go Azure account if you don't have one already).

Click + New Registration.

Enter an application name in the Name field (e.g. "Mailbox OAuth for Office
365").

For "Supported account types" select Accounts in any organizational
directory (Any Azure AD directory - Multitenant).

For "Redirect URI" select web and then enter your Office 365 Redirect URI.
The Redirect URI displayed on the MultiPOP screen is an example built from your
Default Domain's[+21 SMTP host namel+s), which should work for that domain's
users when signing in to Webmail. You should add additional Redirect URIs to
your app for any additional MDaemon domains your users go to when signing in
to Webmail. For example, "https://mail.example.conmyWorldClient.dll?

View =OAuth&AuthRequest=0ffice365" would work for any of your users who go
to mail.example.com when signing in to Webmail.

Click Register.

Make note of the Application (client) ID (there is a copy to clipboard button
beside it). You can find this ID later by clicking Overview in the left pane.

If you need to add additional Redirect URIs, click the Redirect URIs: 1 web link
on the right. Click Add URI and enter the URI, repeating as necessary, and
click Save.

Click API Permissions in the left pane.
Click + Add a permission.

Click Microsoft Graph.

Click Delegated Permissions.

Scroll down to POP and select POP.AccessAsUser.All, then under User
select and User.Read (User.Read is already selected by default).

Click Add permissions.

In the left pane, click Certificates & Secrets.

Click + New Client Secret.

Enter a description (e.g. "Client secret for Office 365 MultiPOP OAuth app").

Select how long before the client secret expires.
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19. Click Add.

20. Make note of the generated client secret in the Value field (there is a copy to
clipboard button beside it). NOTE: the client secret will not be viewable again
on this page—there will be a Delete icon beside the entry so that you can
delete it and create a new client secret when necessary.

21. Enter the Application (client) ID and Client Secret values into the Client ID and
Client Secret fields under the Office 365 section of MDaemon's MultiPOP page
under Server Settings.

See:

Account Editor | MultiPOP[7:3)
Mail Scheduling | MultiPOP Collection(ss3)

3.1.13 DomainPOP

Use DomainPOP Mail Collection ("Setup » Server Settings » DomainPOP") to configure
MDaemon to download mail from a remote POP mailbox for redistribution to your users.
This feature works by using the POP3 protocol to download all the mail found in the
ISP's POP mailbox associated with the specified logon. Once collected, the messages
are parsed according to the settings provided on this dialog and then placed in user
mailboxes or the remote mail queue for MDaemon to deliver, just as if the messages had
arrived at the server using conventional SMTP transactions.

It is important to note that messages stored in mailboxes and retrieved using the POP3
protocol will be devoid of the important routing information (sometimes called the
message's "envelope") that would ordinarily be supplied had the messages been
delivered using the more powerful SMTP protocol. Without this routing information,
MDaemon is forced to "read" the message and examine the headers in an attempt to
determine to whom the message was originally intended. This is not an exact science
to say the least. Message headers are sometimes notorious for their lack of sufficient
information needed to determine the intended recipient. This lack of what would seem
to be a fundamental characteristic of an email message - the recipient - may seem
surprising but one must keep in mind that the message was never intended to be
delivered to its recipient using the POP protocol. With SMTP, the contents of the
message are irrelevant since the protocol itself dictates specifically to the server,
during the mail transaction, the intended recipient of the message.

In order to allow for POP retrieval and delivery of mail messages in a reliable and
consistent way, MDaemon employs a powerful suite of header processing options.
When MDaemon downloads a message from a remote POP source it immediately parses
all the relevant headers within that message and builds a collection of potential
recipients. Every email address found in the headers that MDaemon inspects is included
in the collection.

Once this process is complete, MDaemon's collection of recipients is divided into local
and remote sets. Further, all addresses that are parsed and placed into the collection
of potential recipients are processed through the Aliases(si) translator before being
divided into local and remote sets. Every member of the local set (addresses with a
domain that matches one of MDaemon's local domains) will receive a copy of the
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message. What happens to the remote set is governed by the settings in this dialog.
You can elect to simply ignore these addresses, forward a summary listing of them to
the postmaster, or honor them — in which case MDaemon will actually deliver a copy of
the message to the remote recipient. Only under rare circumstances would the need to
deliver these messages to remote recipients be warranted.

Care must be taken to prevent duplicate messages or endlessly looping mail delivery
cycles. A common problem that results from the loss of the SMTP envelope manifests
itself with mailing list mail. Typically, messages distributed by a mailing list do not
contain within the message body any reference to the addresses of the recipients.
Rather, the list engine simply inserts the name of the mailing list into the To: field. This
presents an immediate problem: if the To: field contains the name of the mailing list
then the potential exists for MDaemon to download this message, parse the T0: field
(which will yield the name of the mailing list), and then dispatch the message right back
to the same list. This would in turn deliver another copy of the same message back to
the POP mailbox from which MDaemon downloaded the original message — thus starting
the whole cycle over again. To cope with such problems mail administrators must take
care to use the tools and settings that MDaemon provides to either delete mailing list
mail or perhaps alias it in such a way that it will be delivered to the proper local
recipient(s). You could also utilize the Routing Rules or Content Filters to deliver the
message to the correct recipient(s).

Additional concerns when employing this sort of mail collection scheme revolve around
the issue of unwanted message duplication. It is very easy for mail that is delivered to
the ISP's POP mailbox using SMTP to generate unwanted duplicates, once it has been
collected using DomainPOP. For example, suppose a message is sent to someone at
your domain and a carbon copy is sent to another person at the same domain. In this
situation, SMTP will deliver two copies of the same message to your ISP's mailbox —
one for each recipient. Each of the two message files will contain references to both
recipients — one in the To: field and the other in the cc: field. MDaemon will collect
each of these two identical message files and parse both addresses from each of them.
This would result in both recipients receiving one unwanted duplicate message. To
guard against this sort of duplication MDaemon uses a control which allows you to
specify a header that MDaemon will use to check for duplication. The Message-1D field
is ideal for this. In the above example, both messages are identical and will therefore
contain the same Message-1D field value. MDaemon can use this value to identify and
remove the second message during the download stage before it can be parsed for
address information.

As a final measure guarding against duplicate messages and endless looping delivery
cycles, MDaemon employs a means for detecting how many trips or "hops" a message
has made through the transport system. Each time an SMTP mail server processes a
message it "stamps" the message with a "Received" header. MDaemon counts all such
headers when it encounters a message for the first time. If the total number of mail
servers exceeds a specified value, it is likely the message is caught in a delivery loop
and should be taken out of the mail stream and moved to the bad message directory.
This value can be configured under the Retry Queuelss.
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See:

Content Filters[s2)
Mailing Lists[>

3.1.13.1 Host & Settings

@ Server Settings - Host & Settings

+- Servers & Delivery
- DNS & IPs

- Domain Sharing

- Public & Shared Folders
- Message Recall

- Host Authentication
- Pricrity Mail

- Header Translation
- Archiving

- Pruning

+- Signatures

=- DomainPOP

-----

- Parsing

- Processing
-Reouting

- Foreign Mail

- Name Matching
... Archive

- RAS

- Legging

==

] Enable DomainPOP

Huost name or [P Extra hosts
Logon name

Fazzwaord Uze APOP

Meszzage Collection

[] Leave messages on the DomainPOP host(z)
... until they are thiz many days old ljl [0 = never delete]

[ 0] KB=nomi)

Delete large mezzages fram DomainPOP and MuliPOP hosts

Do not download messages larger

Wiarn postraster about large DomainPOF meszages

[ Download small messages before large anes

Over Quota Check
(C)Wamn account halder and delete over quota message

(®) Wamn account halder and forward over quota message to Postmaster

Ok Cancel Apply Help

DomainPOP Host Properties

Enable DomainPOP mail collection engine
If selected, MDaemon will use the setting provided on this screen to collect mail
from a DomainPOP mail host for local redistribution.

Host name or IP

Enter your DomainPOP host's domain name or IP address here.

Extra hosts

Click this button to open the DpopXtra.dat file, on which you can designate
extra hosts from which to collect DomainPOP mail. See the contents of that file
for more information.
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Logon name
Enter your login of the POP account used by DomainPOP.

Password
Enter the POP or APOP account's password here.

Use APOP

Click this box if you wish to use the APOP command and CRAM-MD5
authentication when retrieving your mail. This makes it possible to authenticate
yourself without having to send clear text passwords.

Message Collection

Leave messages on the DomainPOP host(s)
If selected, MDaemon will download but not remove the messages from your
DomainPOP mail host.

...until they are this many days old (0=never delete)
This is the number of days that a message can remain on the DomainPOP host
before it will be deleted. Use “0” if you do not wish to delete older messages.

Some hosts may limit the amount time that you are allowed to
store messages in your mailbox.

3

Don't download messages larger than [XX] KB (0 = no limit)

Messages greater than or equal to this size will not be downloaded from your
DomainPOP mail host. Enter "0" if you want MDaemon to download messages no
matter the size.

Delete large messages from DomainPOP and MultiPOP hosts

Enable this option and MDaemon will delete messages that exceed the size
designated above. The messages will simply be removed from the DomainPOP and
MultiPOP mail hosts and will not be downloaded.

Warn postmaster about large DomainPOP messages
Check this option and MDaemon will send a warning to the postmaster whenever
a large message is discovered in the DomainPOP mailbox.

Download small messages before large ones
Enable this checkbox if you want the message downloading order to be based on
size — beginning with the smallest and proceeding to the largest.

This option retrieves smaller messages quicker but requires a
larger amount of internal sorting and processing.

3
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Over Quota Check

Warn account holder and delete over quota message

When this option is chosen and a message is collected for an account that is over
its quota (designated on the Quotas[7 screen of the account editor), MDaemon will
delete the message and then send a message to the account holder stating that the
account is over its limit.

Warn account holder and forward over quota message to Postmaster

When this option is chosen and a message is collected for an account that is over
its quota, MDaemon will forward the message to the Postmaster and send a warning
to the user letting him or her know that the account is over its limit.

3.1.13.2 Parsing

‘!',g,l Server Settings - Parsing @

- Parse these headers for email addreszes
+- Servers & Delivery

+1- DNS & IPs %-POP3RCPT, Remave
- Domain Sharing $SSENT-TD: e—
- Public 8 Shared Folders o

- Message Recall AFPAREMTLY-TO:

- Host Authentication XAPPARENTLY-TO:

- Pricrity Mail

- Header Translation

- Archiving

- Pruning

+- Signatures
=- DomainPOP
i Host & Settings

Mew header
- Processing |ENVELOPE-TO: “|[ add
- Routing
- Foreign Mail
- N Matchi
: am-e atening Detect duplicate messages using this header |Message-ID w
L. Archive
S RAS ] Parse 'Subject header for address inside [ and )" characters
- Legging Parze 'Received:' headers for email addresses

Skip ower the first ljl ‘Received' headers

[]Stap parsing if 'Received: vields a local address

Send postmaster a warning when no email addresses are found

Ok Cancel Apply Help

Parse these headers for email addresses

This area lists the headers that MDaemon will parse in an attempt to extract
addresses. Every header listed here is checked for addresses.

Remove
This button will remove the selected entries from the header list.
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Default

This button will clear the current contents of the header list and add MDaemon's
default list of headers. The default headers are typically sufficient to extract all
addresses from the message.

New header
Enter the header you wish to add to the header list.

Add
After specifying a header in the New header option, click this button to add it to the
list.

Detect duplicate messages using this header

If this option is selected MDaemon will remember the value of the specified header
and will not process additional messages collected in the same processing cycle
which contain an identical value. The Message-1D header is the default header used
by this option.

Parse "subject:" header for address inside "(" and ")" characters

When this is selected and MDaemon finds an address contained in "( )" in the
"Subject:" header of a message, this address will be added to the message's list of
recipients along with any other parsed addresses.

Parse "Received"” headers for email addresses

It is possible to store the recipient information ordinarily found only within the
message’s envelope in the "Received" message headers. This makes it possible for
parsers of the mail message to be able to glean the actual recipient address by
merely inspecting the Received headers later. Click this checkbox if you wish to
parse valid addresses from all of the "received" headers found within the mail
message.

Skip over the first xx "received” headers

In some server configurations you may wish to parse Received headers but need
to skip the first few of them. This setting allows you to enter the number of
"Received" headers that MD will skip over before beginning its parsing.

Stop parsing if "Received" yields a valid local address

If while parsing a "received" header MDaemon detects a valid local address, this
switch will cause all further parsing to stop and MDaemon will not search the
message for more potential delivery addresses.

Send postmaster a warning when no email addresses are found

By default MDaemon sends a warning email to the postmaster when no addresses
are found by the parsing process. Clear this checkbox if you do not wish to send this
warning.
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3.1.13.3 Processing

"-.?,' Server 3ettings - Processing @

5 Servers & Delivery [ Enable damain name replacement engine

- DNS & IPs When an address is parsed from one of the headers defined on the Parzing
.. Demain Sharing zoreen its domain name will be instantly converted to this one:
- Public & Shared Folders |

- Message Recall

- Host Authentication

- Priority Mail Address Filtering

- Header Translation Alwiays ship the _ _

- Archiving following test from all [ Strip best from left side of address
- Pruning parsed addiesses: [ Strip et fram right side of address

- Slgnat_u res l:l [ Strip et from arywhers in the address
—- DomainPOP

i Host & Settings

- Parsin
d . lgnore unknown local addresses parzed from messages
rocessing

Elaborate parzsing can lead to a lot of "Mo Such User" postmaster notifications.
) . Click, this swatch if you wigh unknown local addresses to simply be ignored
- Foreign Mail when they are parsed from the mezsage.

i Name Matching
... Archive

+- RAS

& Logging

- Routing

Ok Catcel Apply Help

Domain Name Replacement

Enable domain name replacement engine

This option can be used to reduce the number of aliases your site might require.
When a message is downloaded, all domain names in all addresses parsed from that
message will be converted to the domain name specified here.

Address Filtering

Always strip the following text from all parsed addresses

Some hosts will stamp each message with a line that indicates who the recipient of
the message should be, along with a bit of routing information appended to the
address on either the left or right side. This stamp would be perfect to use for
parsing the recipient address except that the additional routing information makes
this impossible without a lot of account aliasing. Rather than do all that you can
simply specify the value of this appended text in the edit control associated with
this feature and MDaemon will strip any occurrence of this text from all addresses
that it parses.
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Ignore unknown local addresses parsed from messages

As mentioned above, the Domain Name Replacement feature will alter the domain
name in all email addresses parsed from a message, converting it into the one you
specify on this screen. This could create some addresses that do not have a
corresponding account your server. Because the domain name but not the mailbox
would be valid, MDaemon would consider such addresses unknown local users. Such
mail typically generates a "No Such User" message. Check this box if you wish to
prevent the Domain Name Replacement Engine from causing these messages to be
generated.

3.1.13.4 Routing

@ Server Settings - Routing @

Exigting Rules

+- Servers & Delivery

- DNS & IPs

- Domain Sharing

- Public & Shared Folders
- Message Recall

- Host Authentication

- Pricrity Mail

- Header Translation

- Archiving

- Pruning

+- Signatures

=} DermainPOP < >
i Host & Settings
- Parsing Remove Clear all

- Processing

. i Mew Rule
- Foreign Mail )
- Name Matching [1] Ifthe parsed address... [2] ... this text: I:I
i Archive ®) .. iz equal to (31 . then do this:
- RAS i
+ L i O - I not equal to Do not deliver to thiz address
+-Lagging () ... contains Send to uzer or group of uzers
() ... does not contain
Add rule
Ok Cancel Apply Help

Existing Rules

This list shows you the rules that you have created and will be applied to your
messages.

Remove
Select a rule from the list and then click this button to delete it.

Clear all
This button removes all existing rules.
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New Rule

(1) If the parsed address...

Is equal to, is not equal to, contains, does not contain

This is the type of comparison that will be made when an address is compared to
this routing rule. MDaemon will search each address for the text contained in the
"...this text" option below and then proceed based upon this option's setting — does
the address's complete text match exactly, not match exactly, contain the text, or
not contain it at all?

(2) ...this text:
Enter the text that you want MDaemon to search for when scanning the addresses.

(3) ...then do this:
This option lists the available actions that can be performed if the result of the rule
is true. You can choose from the following actions:

Do not deliver to this address - Selecting this action will prevent the message
from being delivered to the specified address.

Send to user or group of users - Selecting this action will open dialog on which
you can designate a list of email addresses that should receive a copy of the
message being processed.

Add rule
After setting the new rule's parameters, click Add rule to add it to the list of rules.
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"-.?,' Server Settings - Foreign Mail
- Morrlocal addresses parsed from collected messages should ..
- Servers & Delivery
4 DMS & IPs () ... be summarized in an email sent to the postmaster
- Demain Sharing & surnmary of all non-local addresses parsed using the
. Public & Shared Folders currently configured parzing rules will be zent to the
postmaster,
--Message Recall
- Host Authentication () ... each receive a copy of the message
- Priority Mail Mon-local recipients will be sent a copy of the message. Urless. ..
- Header Translation
- Archiving
. Pruning (®) ... be ignared completely
+- Signatures Morrlocal addressed parsed from messages are simply Unless
i--DDmainPOF‘ dizcarded.
i Host & Settings
Parsing Mate: ‘When MO aemaon is unable to parse at least one local address from a
- Processing message the postraster is always informed.
-Routing
2 Foreign Mail
- Mame Matching
i Archive
+- RAS
+- Logging
Ok Catcel Apply Help

Non-local addresses parsed from collected messages should...

...be summarized in an email sent to the postmaster
If this option is selected MDaemon will send a single copy of the message to the
postmaster along with a summary of the non-local addresses that the parsing engine
extracted using the current set of headers and parsing rules.

...each receive a copy of the message
If this option is selected MDaemon will deliver a copy of the message to any non-
local recipient that it finds within the inspected headers.

...be ignored completely
If this option is selected MDaemon will remove from the recipient list any address

that is non-local. It will be as if MDaemon never parsed remote addresses from the
original downloaded message.

3

The Exclude... and Unless... buttons allow you to define
addresses that will be treated as exceptions to the the
selected option.
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3.1.13.6 Name Matching

"-.?,' Server Settings - Mame Matching

- Servers & Delivery
- DNS & IPs

- Demain Sharing

- Public 8 Shared Folders
--Message Recall

- Host Authentication
- Pricrity Mail

- Header Translation
- Archiving

- Pruning

+- Signatures

= DomainPOP

i Host & Settings
- Parsing

- Processing
-Routing

- Foreign Mail

e Matching]
- Archive

+- RAS

& Logging

[] Activate real name matching engine
This feature iz uzeful if you wizh MD aemon to try and determine the recipient
of the mail meszage bazed on the non-address information that may be
present in ote of the fields being parsed.
For example, if the TO: field contained:

TO: "Joht Doe" <comman-mailbax@domain. cams
then MD aemon would attempt to find the recipient bazed on a match ta the

real name "John Doe'’ rather than the address
"'common-mailboxE@domain. cam''.

Only apply thiz feature if the address portion matches thiz value

You can put an address here such az "common-mailboxEdomain, conm'
and this feature will only attempt a real name match when the address
partion is equal to this value.

Ok Catcel Apply Help

=

The Name Matching feature is only active in conjunction with
the DomainPOP Mail Collection engine. If you wish to use this

3 feature, you must make sure that you have DomainPOP
enabled. DomainPOP can be reached from the "Setup » Server
Settings » DomainPOP" menu selection.

Real Name Matching Engine

Activate real name matching engine

This feature allows MDaemon to determine who should receive a DomainPOP
collected message based not upon the parsed email address but upon the text
included with the address. This is typically the recipient's real name.

For example, a message's TO header might read:

TO: "Michael Mason" <user(Ol@example.com>

or
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TO: Michael Mason <user(Ol@example.com>

Name Matching ignores the "userO1@example.com" portion of the address. It instead
extracts the "Michael Mason" portion and checks to see if this is an MDaemon user.
If a match is found to an account's real name then that account's local email
address is used for delivery purposes. If no match is made then MDaemon reverts to
delivering the message to the email address parsed from the data
(user01@example.com in this example).

The real name portion of the address may not contain a
comma, semi-colon, or colon character.

3

Only apply this feature if the address portion matches this value

This option allows you to specify an email address that must be present in the
extracted data in order for the real name matching process to proceed. This allows
you a measure of control over when the Name Matching feature will be employed.
For example, you can specify an address such as "userO1@example.com" and then
only addresses matching this value will be candidates for Name Matching.

Suppose you specify "userO1@example.com" in this option. This means that "To:
'Michael Mason' <user0Ol@example.com>" will be a candidate for Name Matching
while "TO: 'Michael Mason' <user02@example.com> Will not.
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3.1.13.7 Archive

"-.?J Server Settings - Archive @

This feature will place a copy of each downloaded mezsages into a folder of wour
: choice. Messages are placed there exactly as they are received and are not

+- DN5 & IPs processed by MDaemon at all

- Demain Sharing

.. Public & Shared Folders ] Place a copy of each downloaded message into this folder

- Servers & Delivery

--Message Recall

- Host Authentication
- Pricrity Mail

- Header Translation

Browze

- Archiving

- Pruning

+- Signatures

= DomainPOP

Host & Settings
Parsing

- Processing

- Routing

- Foreign Mail

i Name Matching

+- RAS
+- Logging

Ok Catcel Apply Help

Archive

Place a copy of each downloaded message into this folder

This is a safety feature to ensure that you don't lose any mail due to unforeseen
parsing or other errors that might occur when downloading mail in bulk quantities.
Check this box if you wish to save a copy of each downloaded message into the
folder that you specify. These copies are placed in the folder exactly as they are
received and are not processed by MDaemon at all.
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3.1.141 RAS
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‘.E%l Server Settings - RAS

+- Servers & Delivery
2 DNS & IPs

- Domain Sharing

- Public 8 Shared Folders
- Message Recall

- Host Authentication
- Prigrity Mail

- Header Translation
- Archiving

- Pruning

|- Signatures

- DomainPOP

- RAS

ogon

i.. Processing

- Logging

] Enable RaS dialup/dialdown engine
Dialup anly if remate mail iz waiting in outbound quele

Hotify | Postmaster when dialup attempts fail

Make thiz many attermpts to establizh a sezsion 1

After dialing, wait this many seconds for a valid connection =1}

Connection Keep-alive

Once establizhed, MD aemon will not cloge the RAS session

Keep zezsions alive for at least T minutes [0 = immediate close)

If applicable, you should uze the option that haz MDasmon leave RAS
zessions open. If you need to close the session based on inactivity use the
zettings for this provided by Windows itzell.

Ok Cancel Apply Help

Click the "Setup » Server Settings » RAS" menu selection to configure your RAS Dialup
settings. This dialog will only be available if you have Remote Access Services installed
on your system. It is used by MDaemon when you need to dial up your ISP just prior to

a Remote Mail processing event.

Enable RAS dialup/dialdown engine
When this option is enabled, MDaemon will use the settings specified here to make a
connection to a remote host before sending or receiving remote mail.

Dialup only if remote mail is waiting in outbound queue
When this box is checked, MDaemon will not dial the ISP unless there is remote mail
waiting in the Remote queue. This may be beneficial in some circumstances but be

aware that if MDaemon does not dial up then it cannot do any mail collecting either
(unless it is delivered across the local LAN).

Notify [address] when dialup attempts fail

When selected, MDaemon will send a message to the specified address when a

dialup event fails because of some error.
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Make this many attempts to establish a session
MDaemon will attempt to connect to the remote host this many times before giving

up.

After dialing, wait this many seconds for a valid connection
This value determines how long MDaemon will wait for the remote computer to
answer and complete the RAS connection.

Connection Keep-alive

Once established, MDaemon will not close the RAS session

By default, MDaemon will shut down a created connection immediately after all mail
transactions have been completed and the session is no longer in use. Selecting this
option will cause the connection to remain open even after all transactions have
been completed.

MDaemon will never close a connection that it did not create.

b J

Keep sessions alive for at least xx minutes

If enabled, this option will cause an MDaemon created RAS session to remain open
for at least the number of minutes specified or until all mail transactions have been
completed, whichever is greater.
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3.1.14.2 Logon

"-.?J Server Settings - Logon @

RAS Profil
- Servers & Delivery e

- DNS & IPs [ Use any curently active dialup session

- Dernain Sharing Logon narme Use thiz RAS dialup profile

. Public & Shared Folders | | ~
--Message Recall Logon password

- Host Authentication | | Mew profile| | Edit profile

- Pricrity Mail

- Header Translation

- Archiving Hangup niow
- Pruning

+- Signatures
+1- DemainPOP
5 RAS

RAS

Processing

+- Logging

Ok Catcel Apply Help

RAS Profile

Use any currently active dialup session

Click this checkbox if you want MDaemon to be able to utilize other connection
profiles when it detects that one is active. Whenever it is time to dialup, MDaemon
will first check to see if there is an active connection that it can use rather than
dialing.

Logon name
The value specified here is the user identification or login name that will be passed
to the remote host during the authentication process.

Logon Password
The value specified here is the password that will be passed to the remote host
during the authentication process.

Use this RAS dialup profile

This drop-down list box allows you to select a session profile that has been
previously defined through windows Dialup Networking or Remote Access Services
Setup.
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New profile
Click this button to create a new Dialup Networking or Remote Access Services
profile.

Edit profile
Click this button to edit the currently selected Dialup Networking or Remote Access
Services profile.

Hangup now

This button will close the connection to the ISP. This button is active only when
MDaemon initiated the RAS session.

3.1.14.3 Processing

'-r.;?,' Server 3ettings - Processing @

- Pzt Connection Process
+- Servers & Delivery

1. DNS & IPs Once connected, run this process:
- Domain Sharing Browse
- Public 8 Shared Folders Use these settingz if you wizh MDaemon to run a program immediately after
- Message Recall a RAS connection has been established.  This is ugeful when your ISP
. i FINGER thy in order to rel il b
" Host Authentication Li?:_mes a program or ather process in order bo release your mail bo
- Pricrity Mail
Headz Translation Pause server for zeconds (-1 = infinite, 0 = o waiting]
. Archivin MO aemon's main execution thiead can be pauzed for a specified interval to
: 9 give the program you want to run ime to doits thing.
- Pruning
+)- Signatures [ Force process to shutdown after pause interval has elapsed
+- DomainPOP Uze thiz zwitch if you wish to enzure that the program shuts doven after the
S RAS zpecified time interval haz elapzed. Some programs Do not exit on their own

and muzt be forced bo terminate,  This switch does not work, when the pause
interval is set to -1,

-Logon
¥ Processing

+- Logging

Ok Cancel Apply Help

Post Connection Process

Once connected, run this process

If a program is specified here, MDaemon will spawn a thread and execute the
process. This is useful for those who require Finger or some other program to
unlock the ISP's mailbox.
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Pause server for xx seconds (-1 = infinite, 0=no waiting)

If the Once Connected, Run This Process control contains a valid entry then the server
will pause its operations for the number of minutes specified here while it waits for
the executing process to return. Entering "-1" will cause the server to wait
indefinitely for the process to return.

Force process to shutdown after pause interval has elapsed

Sometimes the program you need to run may not exit once it has run its course;
some programs require user intervention in order to close them down. This is not
acceptable when the software must run unattended. If this switch is selected
MDaemon will force the process thread to terminate once the number of seconds
specified in Pause Server For XX Seconds has elapsed. This function does not work
when the server is configured to wait indefinitely for the process to return.

3.1.15 Proxy Settings

'-r.;?,' Server Settings - Proxy Settings @

- Prowy Settings
- Servers & Delivery v .

1. DNS & IPs Configure firewall/proxy settings.

- Domain Sharing [ Use proxy
. Public & Shared Folders
- Message Recall Hosthame Part 0
- Host Authentication
- Pricrity Mail A tharization required

- Header Translation s NTLM authentication

- Archiving o
e custom authentication

- Pruning

+- Signatures
.. MultiPOP
+1- DamainPOP
11 RAS

= Logging

Usernarne

Password

Cancel Apply Help

Proxy Settings

If you are running MDaemon behind a firewall or proxy server, you can use this dialog to
configure MDaemon to use the proxy when necessary to make various http requests,
such as when checking for Antivirus updates and performing some other normal
maintenance tasks. The Proxy Settings dialog provides options for entering the proxy
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server's hostname and port, and if authentication is required, you can elect to use
Windows NTLM authentication or custom authentication, entering a username and

password.

3.1.16 Logging
3.1.16.1 Log Mode

"-.?J Server Settings - Log Mode

- Servers & Delivery

2 DNS & IPs

- Demain Sharing

- Public & Shared Folders
--Message Recall

- Host Authentication

- Pricrity Mail

- Header Translation

- Archiving

- Pruning
+- Signatures
+- DomainPOP

- Compaosite Log

- Statistics Log
-Windows Event Log
-Maintenance

- Settings

----- More Settings

Log Mode & Location

() Log nathing [makes debugging problems almost imposzible)
(O Log everything inta a single log file (MD aemon-all log)

(®) Log everything into separate files based on the date

(®) Log detailed mail sessions

This option consumes the most disk space but provides the maximum level
of information should you need it.

() Lag summarized mail sessions

This option consumes less digk space but does not include SMTP session
detailz in the log files.

Log each zervice into a separate log file

Put log files in this folder:
|C:\MDaemon\Logs\

Browse

Ok Catcel Apply Help

Click the "Setup » Server Settings » Logging" menu selection to configure your logging
settings. Logging is a useful tool for diagnosing problems and seeing what the server

has been doing while unattended.

There are several options on the Preferences dialog governing
the amount of log data that may be displayed in the Event

J Tracking pane of MDaemon's main interface. For more
information, see Preferences » UIl49).
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Log Mode & Location

Log nothing
Choosing this option will deactivate all logging. The log files will still be created, but
no logging data will be written to them.

extremely difficult, if not impossible, to diagnose or debug any

c We do not recommend using this option. Without logs it can be
potential email-related problems you may encounter.

Log everything into a single log file (MDaemon-all.log)
Choose this option if you wish to log everything into a single, separate file named
MDaemon-all.log.

Log everything into separate files based on the date
If this option is selected then a separate log file will be generated each day. The
name of the file will correspond to the date it was created.

Log detailed mail sessions
A complete transcript of each mail transaction session will be copied to the log file
when this option is active.

Log summarized mail sessions
The option causes a summarized transcript of each mail transaction session to be
copied to the log file.

Log each service into a separate log file

Click this checkbox to cause MDaemon to maintain separate logs by service rather
than in a single file. For example, with this switch set MDaemon will log SMTP
activity in the MDaemon-SMTP. log file and IMAP activity in the MDaemon-IMAP. log
file. When running a Configuration Session or Terminal Services instance of the
MDaemon interface, this option must be selected in order for the tabs on the
interface to display the logged information.

Put log files in this folder:
Use this option if you wish to designate a specific folder path for your log files.

The BadAddress.txt File

In addition to the log files, MDaemon maintains the Badaddress. txt file in the logs
folder. When delivery to an address results in a 5xx error, the address will be appended
to the file. This can help you, for example, identify bad addresses in your mailing lists
more quickly than searching the outgoing SMTP logs. This file is automatically removed
at midnight each night to prevent it from growing too large.
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3.1.16.2 Composite Log

"-.?,' Server 3ettings - Composite Log @
7. Servers & Delivery The compozite log is a special log that you can configure to include only the
+ DINS & 1Ps SEMVICES You are interested in.

- Demain Sharing Inchude the following in the Composite Log
- Public & Shared Folders [ Svstem - [ webmaiHTTPAM activi
- Message Recall wstem log achivity ebmail activity
.. Host &uthentication [ Routing log activity [ Content Filter activity
- Priority Mail [CISMTP activity [ Spam Filter activity
Eeahd,?' Translation [ POP3 activiy [ LDAP activiy
- Archiving . - o
.. Pruning ] IM&P activity [ Antivirus activity
+- Signatures ] R activity [ SPF/DKIM activity
+ DomainPOP [ MuliPOP activity [ MDaemon Connector activity
+ RAS . [ DamainPOP activity [ Plugein activity
—- Legging

Loeg Mode

frmrnEis e Activate composite log

Statistics Log

Windows Event Log

Maintenance

Settings

i More Settings
Ok Catcel Apply Help

Composite log

Include the following in the Composite Log

Located on the Windows menu of MDaemon's menu bar is a Composite Log View
option. Clicking that option will add a window to MDaemon's main display that will
combine the information displayed on one or more of the Event Tracker's tabs. Use
the controls in this section to designate which tabs' information to combine in that
window. The information contained on the following tabs can be combined:

System—Displays MDaemon's system activity such as initializing services and
enabling/disabling any of MDaemon's various servers.

Routing—Displays the routing information (To, From, Message ID, and so on) for
each message that is parsed by MDaemon.

SMTP—AIl send/receive session activity using the SMTP protocol is displayed.

POP3—When users collect email from MDaemon using the POP3 protocol, that
activity is logged.

IMAP—Mail sessions using the IMAP protocol are logged.
RAW—RAW or system generated message activity is logged.
MultiPOP—Displays MDaemon's MultiPOP mail collection activities.
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DomainPOP—Displays MDaemon's DomainPOP activity.

Webmail/HTTP/IM—Displays all Webmail and instant messaging activity.

Content Filter—MDaemon's Content Filter operations are listed.

Spam Filter—Displays all Spam Filtering activity.

LDAP—Displays LDAP activity.

AntiVirus—AntiVirus operations are display in the composite view.

SPF/DKIM—Displays all Sender Policy Framework and DKIM activity.

MDaemon Connector—Displays all MDaemon Connector activity.

Plugin activity—Logs MDaemon plugin activities to the composite log.
Activate composite log

Click this button to launch the composite log window in MDaemon's main interface. It
can also be activated from the Windows menu of MDaemon's menu bar.

3.1.16.3 Statistics Log

‘!',g,l Server Settings - Statistics Log @
Statistics L
+- Servers & Delivery FUREE
+- DNS & IPs [[] Create Statistics’ comma delimited file
- Demain Sharing Create 'Statistics’ databaze file [required for reporting)

- Public & Shared Folders

.. Message Recall Dwring rightly maintenance:

- Host Authentication Remove databaze records older than dayz
- Prigrity Mail Compact database every days

- Header Translation

- Archiving Current size of statistics databaze: 0.04 ME

- Pruning
+- Signatures Compact database now
4 DemainPOP

41 RAS

= Legging

: Leg Mode
Compaosite Log
Windows Event Log
Maintenance
Settings

Meore Settings

Ok Cancel Apply Help
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Statistics Log

Create 'Statistics’ comma delimited file

Use this option if you wish to maintain a comma-delimited statistics file, containing
data on the number of inbound and outbound messages processed, spam statistics,
antivirus statistics, and the like. This option is disabled by default.

Create 'Statistics' database file (required for reporting)

Check this box if you wish to log statistical information about MDaemon's activity to
an SQLite database file. The database contains data on MDaemon's bandwidth
usage, number of inbound and outbound messages, spam statistics, and the like. By
default this database is stored in the "vMDaemon\StatsDB" folder and 30 days worth
of data are saved, but you can adjust how long to keep the data if you wish to
retain more or less than the default 30 days. Data older than the designated limit will
be removed during the nightly maintenance process. You can also specify how often
MDaemon will compact the database to conserve space.

The Reports page in MDaemon's Remote Administration web interface uses this
database to generate a variety of reports available to Global administrators. For
each report, data may be generated for several predefined date ranges, or the
admin may specify a custom date range. Administrators can choose from the
following reports:

e Enhanced bandwidth reporting
e Inbound vs. Outbound messages

e Good messages vs. Junk messages (percentage of email that is spamor a
virus)

e Inbound messages processed
e Top recipients by number of messages
e Top recipients by message size
e Qutbound messages processed
e Top spam sources (domains)
e Top recipients of spam
e Viruses blocked, by time
e Viruses blocked, by name
During nightly maintenance:

The options below govern which database-related tasks MDaemon will perform during
the nightly maintenance operation.

Remove database records older than [xx] days

Use this option to designate the number of days worth of statistical database
records that you wish to keep. By default this option is enabled and set to 30
days.
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Compact database every [xx] days
Use this option if you wish to periodically compact the database to conserve

space. By default this option is enabled and set to compact the database every
7 days.

Current size of statistics database:
The current size of your statistics database is listed here.

Compact database now
Click this button to immediately compact the database.

3.1.16.4 Windows Event Log

‘!',g,l Server Settings - Windows Event Log @
71 Servers & Delivery MDD aemon logs data into the Application section of the ‘Windows Event Log.
+- DS & IPs [ Use Windows E vent Log
- Domain Sharing ’
. Public & Shared Folders SMS gateway email address
- Message Recall First checkbox means send notification about event bo SMS email address.
. Host Authentication Second checkbox means log event to Windows event log.
- Pricrity Mail

) [Sk5] [Log] the following events:
~ Headler Translation Server startup and shutdown

- Archiving
.. Pruning Metwark sub-system or zocket failures
+- Signatures Required DLL could not be loaded
"‘ DomainPOP D atabase commectivity problems
- RAS
+ . ODBC related problems with mailing lists
—I- Logging
i Log Mode Lack of RFC compliance in configuration
Compaosite Log Mizsing DS zerver information

Statistics Log

Windows Event Log

- Settings Holding queue containing meszages
i More Settings

External process startup falures

Attempted security violations

Ok Cancel Apply Help

Use Windows Event Log

Click this check box if you want to log critical system errors, warnings, and certain
other events into the Application section of the Windows Event Log.

SMS gateway email address

Use this option if you wish to send event data for any of the events designated
below to a device in an SMS (text) message. To do so, specify the email address of
your phone carrier's email-to-SMS (i.e. text message) gateway, such as Verizon's,
which is PhoneNumber@vtext.com (e.g. 8175551212@vtext.com). Then use the
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checkboxes in the SMS column below to specify the events that you wish to send to
the device.

SMS | Log the following events:

Use the SMS options to designate the events you wish to send to a device via text
message. Use the Log options to designate the events that you wish to log to the
Application section of the Windows Event log. To send SMS messages you must
specify the email address of your phone carrier's email-to-SMS gateway in the
option above. Further, any event that triggers a notification message to the SMS
gateway will cause the remote queue to be processed; the notifications will be
treated as and "urgent" email.

The SMS option for Server startup and shutdown events will
only send an email-to-SMS message for startup events, not
3 shutdown.

3.1.16.5 Maintenance

‘!',gu Server Settings - Maintenance @

Maintenance

Mazimum log file size ljl KB [0 = no size limitation)

- Servers & Delivery
+- DS & IPs

- Domain Sharing

- Public 8 Shared Folders
- Message Recall

- Host Authentication

Compaosite Log

.. Statistics Log

- Windows Event Log
i Dettings

i More Settings

When reached. log is renamed to .OLD and a new log starts.

b azimurm number of OLD logs to keep [1-39)

"When reached, the oldest .OLD logs are deleted.

- Priority Mail Mote that OLD logs are numbered such that 01.0LD containg mare recent
. Header Translation data than 02.0L0 which is more recent than 03.00LD0, et

- Archiving .

M aximum days of &% update log data to keep 30| (0 = keep all days)

. Pruning
- Signatures -
- DomainPOP Archiving
- RAS Archive log files older than dayz [0 = never)

. L::gglng Delete archives older than Ijl days [0 = never)

i~ Log Mode

At midnight MO aemon will ZIP and mave all log files older than the specified
number of days into the <logs>%0ldLogsh folder.

Archiving is not possible when the option to log everything into a single file
iz being uzed.

Archive now

[]3 Catcel Apply Help
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Maintenance

Maximum log file size [xx] KB

This is the maximum size in kilobytes that a log file may reach. Once this size is
reached, the log file is copied to "LOGFILENAME.01.0LD" and a new log is started. If
LOGFILENAME.01.0LD already exists then the old file will either be deleted or
renamed to "LOGFILENAME.02.0LD," depending on the value set in "Maximum
number of .OLD logs to keep" below. Use "0" in this option if you do not with to limit
the size of the file. This option is set to "0" by default.

Maximum number of .OLD logs to keep (1-99)

When using the option above to limit log file size, this option governs how many
iterations of a given .0LD log file will be kept before the oldest is deleted. These
backup files are named, "LOGFILENAME.O01.0LD," "LOGFILENAME.02.0LD," and so on,
with the newest file always listed first. For example, SMTP (out) .1og.01.01d has
newer data than SMTP (out) .log.02.01d, etc. When the maximum number is
reached, the oldest file is deleted when a new file is created.

Maximum days of AV update log data (0=no limit)

This option governs the maximum number of days that the Antivirus update log (i.e.
avupdate.log) will keep data. At midnight each night, and also whenever MDaemon

starts after upgrading, older data will be deleted from the file. Use "0" in this option
if you do not wish to set a time limit. By default the last 30 days of data are kept.

The AV update log is maintained by default and its size is
limited to 5120 KB. If you wish to change its size limit or

3 disable AV update logging, the options to do so are located on
the AV Updater Configuration[es?) dialog, located at: Security »
AntiVirus » AV Updater » Configure updater » Misc.

Archiving

Archive log files older than [XX] days (0=never)

Click this option if you want MDaemon to archive each log file whose age exceeds
the number of days specified. Each day at midnight, MDaemon will ZIP old *.1log
and *.o1d files and move them to the \Logs\0OldLogs\ subfolder (deleting the
original files in the process). This process will not archive or delete files that are in
use, nor will it archive files when the "Log evenything into a separate log file (MDaemon-
all.log)" option is selected on the Log Mode[+3] screen.

Delete archives older than [XX] days (0=never)

Use this option if you want MDaemon to delete archived log files automatically when
their age exceeds the number of days specified here. Use "0" in this option if you do
not wish to delete archives automatically. Archive deletion occurs during the daily
midnight cleanup event.

Archive now
Click this button to archive old log files immediately rather than waiting for MDaemon
to archive them automatically at midnight.
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3.1.16.6 Settings

"-'é,' Server Settings - Settings @

Select Datato L
- Servers & Delivery sEmibEmiblee

- DNS & IPs Create Al log [ Log Scheduler activity
- Domain Sharing Log SMTP activity Log full'webmal/HTTRPAM activity
- Public 8 Shared Folders Log POP3 activity Lag Antivirus activity
- Message Recall Log DomainPOP activity Log Spam Filker activity
~ Host Authentication Log MuliPOF activity Log DINS block st activity
E'rlozty _lquall i Log IM&F activity Log meszage parsing activiiies
Aeah.er ransiation Log Pluginz activity Log content filker activity
. Archivin
Prunin d Log RAS achivity Log MDaemon Connector activity
= Signatfres Log Screening activity Log SMTP ‘probes’
- Laog Minger activity Log authentication failures
+- DemainPOP
- Log Swstem activity Log Rt activity
+- RAS
Hy Logging Log Routing activity Log MDaemon msg tasks
Log Mode Log Active Directory activity Log LDAP activity
- Compaosite Log Log MTA-5TS/TLS Reparting activity

- Statistics Log

-Windows Event Log Log SPF activity ... but only when DNS data is found
Maintenance Log DKIM activity 1. . . but only when DNS data is found
, Log DMARC activity ... but only when DNS data is found
i More Settings Log WBR achivity 1. . . but only when DNS data is found
Select al Unzelzct all
[]3 Catcel Apply Help

Select Data to Log

Create 'All' log
Click this option if you want the "*-al1l.1log" file to be generated, which contains a
composite of all logged activities.

Log SMTP activity
Enable this option if you want to log all of MDaemon's send/receive SMTP activity.

Log POP3 activity
Click this checkbox to log all POP mail activity. This will log your users' POP mail
collection sessions.

Log DomainPOP activity
Click this checkbox to log all DomainPOP mail activity.

Log MultiPOP activity
Click this checkbox to log all of your users' MultiPOP mail collection activity.
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Log IMAP activity
Enabling this option causes all of your users' IMAP sessions to be included in
MDaemon's log files.

Log Plugins activity
This option logs all plugin-related activities.

Log RAS activity
Click this switch if you want MDaemon to copy RAS dialup/dialdown activities into
the log file. This information is useful for diagnosing dialup problems.

Log Screening activity
Click this checkbox if you want MDaemon's Screening activities to be included in
MDaemon's log file.

Log Minger activity
Click this checkbox to log Minger server activities.

Log System activity
This option logs system activities.

Log Routing activity
This option logs all Inbound, Local, and Remote queue parsing activities.

Log Active Directory activity
This option is for logging MDaemon-related Active Directory activities.

Log MTA-STS/TLS Reporting activity
Logs all SMTP MTA Strict Transport Security (MTA-STS) related activity.

Log Scheduler activity
Enable this checkbox if you wish to log all of the Event Scheduler's[zol activity.

Log full Webmail/HTTP/IM activity

Click this option if you wish to log all Webmail, HTTP, and MDaemon Instant
Messenger activity. When disabled, Webmail and HTTP logs will still be created
showing MDaemon Webmail's startup and shutdown times, but other
Webmail/HTTP/IM activity will not be logged.

Log AntiVirus activity
This option logs AntiVirus activities

Log Spam Filter activity
Logs all Spam Filter activity.

Log DNS block list activity
This option causes MDaemon to log DNS block list activity. Using this option will
allow you to have an easy reference to the sites that were logged as blocked.
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Log message parsing activities

MDaemon periodically performs a great deal of message parsing activity when
determining to whom a message should be delivered. Enable this switch if you want
this information to be included in the log file.

Log content filter activity
Click this checkbox if you want to include Content Filter activity in the log file.

Log MDaemon Connector activity
This option governs whether or not MDaemon Connector activities are logged.

Log SMTP 'probes’
Click this option to log SMTP sessions when no message data is transmitted by the
sending server (i.e. the sending server does not use the DATA command).

Log authentication failures
Use this option to log authentication failures.

Log RAW activity
Logs MDaemon's RAW message activity.

Log MDaemon msg tasks
Logs message tasks..

Log LDAP activity
Logs all LDAP activity.

Log SPF activity
Click this check box if you wish to log all Sender Policy Framework lookup activities.

...but only when DNS data is found

If you are logging SPF activities, click this check box if you wish to log only
lookups where actual SPF data is found during the DNS lookup, rather than
logging all SPF lookups.

Log DKIM activity
Click this option if you wish to log DomainKeys Identified Mail (DKIM) activity.

...but only when DNS data is found
Click this check box if you are logging DKIM activity but wish to log only those
instances where DNS data is found instead of logging all activity.

Log DMARC activity
Click this option if you wish to log DMARC activity.

...but only when DNS data is found
Click this check box if you are logging DMARC activity but wish to log only those
instances where DNS data is found instead of logging all activity.
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Log VBR activity
Use this option if you wish to log message certification/ssz).

...but only when DNS data is found
If you are logging message certification activity, click this check box if you wish
to log it only when actual certification data is found during the DNS lookup.

3.1.16.7 More Settings

‘.E%l Server Settings - More Settings @

Select Datato L
+- Servers & Delivery SEbEmbie

1. DS & |Ps [JLag all local MDSpamD activity [debug lagaging - performance drain)
--Domain Sharing [] Log sessions in real time [debug logging - performance drain)

- Public & Shared Fold
uilic ared rolders [ Log multiline protocaol responses [TOP, UIDL, LIST etc)
- Message Recall

. Host Authentication [JLog 1D shing in mail session logs

- Prigrity Mail Usze colors when dizplaving mail session logs requires MD aemon restart]
- Header Translation [] &dwaps log to screen
- Archiving

- Pruning

+- Signatures
+- DomainPOP
+- RAS

Compaosite Log
Statistics Log

i Windows Event Log
- Maintenance

B |\ 1ore Settings

Ok Cancel Apply Help

Select Data to Log

Log all local MDSpamD activity (debug logging—performance drain)
Use this option to log all local MDSpamD activities (see Caution below).

Log sessions in real time (debug logging—performance drain)

Ordinarily, session information is logged after the session is completed in order to
conserve resources. Click this option if you want session information to be logged as
it occurs.
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you may see decreased performance in your mail system,
depending on your system and the level of activity. Generally
you should only use these options for debugging purposes.

a When using either or both of the previous two logging options,

Log multi-line protocol responses (like UIDL and LIST)
Sometimes the responses to protocol requests require more than one line of
information. Click this checkbox if you want to log these additional lines.

logged information a great deal. Because the number of lines in
a response can't be determined in advance, and because some
responses have great potential for "filling up" your log file with
possibly unnecessary information (POP TOP, for example, lists
the actual contents of the message), we do not recommend
using this feature if log file size or verbosity is of concern to
you.

a Enabling this switch could potentially increase the amount of

Log ID string in mail session logs
Click this check box if you wish to include [%$d:%d] ID strings in session logs.

Use colors when displaying mail session logs (requires MDaemon restart)

Enable this option if you wish to colorize the text displayed on several of the Event
Tracking and Logging[s/) tabs on MDaemon's user interface. This option is disabled
by default, and enabling/disabling it requires an MDaemon restart before the change
will take effect. See: "Colorized Session Logs" below for more information.

Always log to screen
Click this option if you want the logged data to be copied to the MDaemon GUI even
when it is minimized or running in the tray.

When this control is cleared, log data isn't copied to the Event Tracking pane when
MDaemon is running in the system tray. Consequently, the most recent activity
won't be listed on any of the Event Tracking pane's tabs when MDaemon is first
opened. It will begin displaying newly logged information from that point forward.

Colorized Session Logs

On MDaemon's user interfacels™, the tabs that display Routing, SMTP-in, SMTP-out,
IMAP, POP, MultiPOP, and DomainPOP activity can be colorized to help visually separate
events during a session. This features is disabled by default, but can be enabled via
the "Use colors when displaying mail session logs" option located at: Logging » More
Settings/ 9 and Preferences » UI[43. The default text colors can be changed by editing
the [Colors] section of the LogColors.dat filein MDaemon's \app\ folder. See the
chart below for a list of the default colors.

If you want to use colors but don't want to colorize one or more of the listed elements,
set value of each of those elements to zero (for example, SpamFilter=0). This will
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cause the chosen elements to use the Default color. For Background and
SelectedBackground, however, setting their values to zero doesn't work. If you want
to change either of those elements you will have to provide a new color value. Color
values are specified in hexadecimal using this form: "0xbbggrr", where "bb" is the
relative intensity for blue, "gg" for green, and "r™ for red. For example,
"Error=0x0000ff" sets error text to red. Please note: this is the reverse of the
traditional order for color codes, which is typically "rrggbb". If you make changes to
the colors, you must restart MDaemon or create a file called coLORS.SEM and place it in
MDaemon's \app\ folder.

Default Log Colors
Background=0x000000 [sEIel(e]ge]V]alsMele](e]gls]-Tol ¢
SelectedBackground=0xffO000 [ESY=1{=leid=lsMst-Tel (s[ge]¥]Tcelo] (o] g ] []C

DREIIE Gl Default text color; white

Internal processing and parsing activity; default is

Processing=0x00ffff
yellow

DataIn=0x008040

Outgoing data sent to other server; default is bright
green

DataOut=0x00ff00

Error=0x0000ff

TCPIP=0xff8000

SpamFilter=0x0080ff ESJsElaRilit=lglaleHNe[ 18]I Noele=1ale]=
A VIIRIISEE OG0 s [c M  ANtiVirus processing; default is plum

DKIM=0xff0Off

2 O Clid \/ouch by Reference activity; default is light orange

SPF=0x808080

SN OO0 ANy message sent from a plugin; default is brown
[Welo=1s 00 [0ijil Local queue routing; default is yellow

SPEINS ORI Spam message routing; default is orange

REN el d=s EECIlid Restricted message routing; default is light orange

BlackList=0x808080

CCISWEWE QI Gateway message routing; default is light green
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0ol o] [s[SIe=0)'C[s o[« M Public folder message routing; default is plum

3.2 Domain Manager

] Domain Manager - Domain Manager @

Domain M anagement

- company.test Delete domain | | Rename domain Copy domain

+- example.com

Currently selected default domain: cormpany.test
The default domain can not be delsted or renamed.

Select a domain to delete ar rename it. Double-click to edit domait properties.

M ake the currently selected domain the new default domain Count; 2

Example. com

Cancel Apply Help

MDaemon contains full support for multiple domains, administered using the Domain
Manager. Here you can manager the domain names, IP addresses, account and
message pruning settings, Webmail settings, and other domain-specific options for your
domains.

MDaemon supports both single and multiple IP addresses, and IP addresses can be
unique to individual domains or shared between them. Further, several key features
such as Accounts, Mailing Lists, and some Security Settings are on a per domain basis.
When you create an account, for example, you must specify the domain to which the
new account belongs. The same goes for Mailing Lists. This also means that features
such as the IP Screen[sdl and IP_Shield[si) are tied to domains individually.

Some features, such as Name Matching[40 under DomainPOP[0), are tied exclusively to
the Default Domain. The Default Domain is also the domain displayed by default in
various options, such as when creating new accounts or mailing lists. Further, to
support MDaemon's handling of system messages, the following default Aliases[s4) point
several reserved mailbox names to MDaemon's default domain name rather than to its
other domains:
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MDaemon@S$SLOCALDOMAINS = MDaemon@<DefaultDomain>
1istserv@S$SLOCALDOMAINS = MDaemon@<DefaultDomain>
listserver@S$SLOCALDOMAINS = MDaemon@<DefaultDomain>
1ist-serv@S$SLOCALDOMAINS = MDaemon@<DefaultDomain>

Finally, in order to support multiple domains, by default MDaemon requires users to use
their full email address (e.g. "user0l@example.com") as their login value rather than
using just the mailbox portion of the address (i.e. "user01"). Some very old mail clients,
however, do not support using '@' in the login field. Therefore to accommodate those
clients you can specify an alternate character on the Systeml«3l screen under
Preferences. Further, this value can be up to 10 characters long, making it possible to
provide a string of characters to serve as the delimiter instead of only a single
character such as '$'. For example, using '.at.' will allow you to make logon values of
"user02.at.example.com". You can also disable the full email address requirement,
allowing the use of only the mailbox portion of the address as the login value, but that
is not recommended and can cause problems when you have more than one domain.

Domains List

The area on the left side of this dialog contains the list of your domains, with links
to each screen used for configuring the various domain-specific settings. The
Default Domain is listed first and all other domains are listed alphabetically. The list
on the right is used for deleting and renaming domains, and for designating the
Default Domain. You can double-click a domain in this list to switch to the domain
and configure its settings.

Domain Management

New domain
To create a new domain: click New domain, enter the domain name in the
Create/Update Domain dialog, and click OK.

P o)

Create/Rename Domain @

Enter a new domain name;

k. Cancel

Typically the value entered here will be the registered Internet domain name that a
DNS server resolves to the IP address of the local machine running the server, or a
qualified alias of that name. Alternatively, you may choose to use an internal-only or
otherwise non-valid, non-public domain name (such as "company.mail") for your
domain name. When configuring your server in this way it may be necessary to use
the Header Translation[d feature, and/or the Domain Name Replacement Engine[+s),
to enable proper mail distribution.

Delete domain
To delete a domain: select the domain from the list below, click Delete domain, and
then confirm your decision to delete the domain by clicking Yes.
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3

You cannot delete or rename the default domain. If you wish
to delete or rename it then you must first designate a different
domain as the default domain.

Rename domain
To change a domain name: select a domain from the list below, click Rename
domain, type the new domain name in the Create/Update Domain dialog, and click

OK.

Copy domain

If you wish to create a new domain with settings that match another domain, select
a domain from the list, click this button, and then specify a name for the new
domain. Accounts, lists, and the like will not be copied to the new domain.

Make the currently selected domain the new default domain
If you wish to change MDaemon's default domain, select the desired domain from the
list below and click this button.

See:

Preferences » System|[«3)

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



Setup Menu 165

3.21 HostName & IP

] Domain Manager - Host Mame & IP @
=)- Domain Manager Host Name & I
5. company.test Dizable domain [Cloud only)
= Host Name & P
- Smart Host
- Accounts
. MDIM
0 Enable Do Mot Digturb [connections from users are
- Calendar refuzed but incoming mail to the domain is accepted) Fohedule
. Webmail
- Dequeuing SMTF host name |mail.company. test
Slsnatu .res Fully qualified damain name for this host used by SMTP server and in many
- Client Signatures auto-generated emails. You may also use an P literal enclosed within
. Settings brackets. Examples: mail domain.com or [10.20.30.40]
- ActiveSyne IPvd adhess | 10.20.60.122 | Detect

- example.com
* P IPvE addhess [feB0:bd80:5431:2808: 96756 | | Detect

[ This domain recognizes only connections made to these |Ps.

The MDaemon Private Cloud [MDPC) edition offers features for cloud service
providers. Customers who want hosted email support can buy directly from
MDD aeman Technologies or its affiiated partners.

Click here to leam more about all MDaemon cloud email options.

Cancel Apply Help

Host Name & IP

Disable domain (Cloud only)

Click this checkbox if you wish to disable the domain. Disabled domains are treated
by MDaemon as if they do not exist. Domain users will not be able to send or receive
mail and MDaemon will not accept incoming mail for the domain. This option is only
available in MDaemon Private Cloud.

Enable Do Not Disturb
Use this option to activate Do Not Disturb for a domain. When active the domain will

refuse all connections from all users for all services, but it will still accept messages
from the outside world.

Schedule

Click this button to schedule when Do Not Disturb starts and stops. For example,
if you configure May 1, 2020 to June 30, 2020 from 5:00pm to 7:00am, Monday
thru Friday then this means that no mail services will be available for that
domain's users on those days, beginning at 5:00pm and resuming at 7:01am, so
long as the current date falls on or between May 1 and June 30, 2020. Erasing
the scheduled start date deactivates the schedule and has the effect of putting
the domain on 'Do Not Disturb' forever.
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SMTP host name

This value is the Fully Qualified Domain Name (FQDN) that will be used in the SMTP
HELO/EHLO instruction when sending mail for this domain. For incoming connections,
if the This domain recognizes only connections made to the host IP address option
below is used, the domain is bound to its own IP address and the proper FQDN will
be used for connections made to that domain. Using that option, however, is not
strictly required for this to work. But, if you have two or more domains using the
same unbound IP address then the FQDN used will be the one that is associated
with the domain that is first in alphabetical order.

In most cases the FQDN will be either the Domain name or a subdomain of it (for
example, "mail.example.com”), but an IP literal syntax such as " [192.0.2.0]"” may
also be used. When no FQDN value is specified, MDaemon will use the Default
Domain’s FQDN.

IPv4/IPv6 address
Enter the IPv4 and IPv6 addresses to associate with this domain. If an IP address is
missing MDaemon will automatically try to detect a suitable address for use.

Detect
Use these buttons to detect the IPv4 and IPv6 IP addresses that are eligible for use
in the corresponding IP address options. You can then choose from the IP addresses
listed.

This domain recognizes only connections made to these IPs

Click this checkbox if you wish to restrict this domain's incoming connections to the
IP addresses specified above. By default this only applies to inbound connections.
Outbound socket binding is governed by an option under "Server Settings »
Binding[ss"."

See:

Domain Manager/ )
Preferences » System/[s73)
Binding[ "

IPV6[oN
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3.2.2 Smart Host

] Domain Manager - Smart Host @

= Domain Manager [ Configure smart hast for this domain

=} company.test Here you can configure a smart host which will receive all mail sent from this
Host N &P domain. Smart hosts would typically be the host name of your intemet
o ost vame provider's SMTP server but can point to any host running an SMTP server
willing to accept mail from you for this domain,
- Accounts
... MDIM Smart hast
- Calendar Treat host as domain name and deliver to its ki hosts
. Webmail
- Dequeuing Uze SMTP authentication
S|snatu .res User name
. Client Signatures
.. Settings Pazsword
- ActiveSync Allow per-account authentication

+)- example.com

Cancel Apply Help

Configure smart host for this domain

If you wish to route this domain's outbound mail through a specific Smart Host rather
than using MDaemon's default Delivery[ 71 options, enable this checkbox and specify the
smart host below. All of the domain's outbound mail will be routed to the host.

Smart host
Specify your ISP or mail host's name or IP address here. This is generally the SMTP
server of your ISP.

Do not enter MDaemon's Default Domain or IP addresses into
this text box. This entry should be an ISP or other mail server
3 that can relay mail for you.

Treat host as domain name and deliver to its MX hosts

Check this box if you wish to treat the host as a domain name rather than a
specific server, thus causing MDaemon to retrieve any MX hosts associated with
the domain and connect to them.

Use SMTP authentication
Click this check box and enter your login credentials below if the Smart Host
requires authentication. These login credentials will be used for all outbound SMTP
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messages sent to the smart host. If, however, you choose to use the Allow per-
account authentication option below, then MDaemon will authenticate to the host
separately for each message, using the sending account’s Smart Host Access
credentials designated on the Mail Services[es7] screen of the Account Editor.

User name
Enter your user name or login here.

Password
Use this option to specify your smart host login password.

Allow per-account authentication

Click this checkbox if you wish to use per-account authentication for outbound
SMTP messages sent to the Smart Host specified above. Instead of using the User
name and Password credentials provided here, each account’s Smart Host Access
credentials, designated on the Mail Services[e screen, will be used instead. If no
smart host credentials have been designated for a given account, the above
credentials will be used instead.

If you wish to configure per-account authentication to use each account’s Email
password instead of its optional Smart host password, then you can do so by
editing the following key in the MDaemon.ini file:

[AUTH]
ISPAUTHUsePasswords=Yes (default No)

effectively communicate all your accounts’ local mail
passwords to your smart host. This could pose a risk to mail
security, since it is providing sensitive information to another
server. You should not use this option unless you are using a
smart host that you absolutely trust and you believe it is
necessary to do so. Further, you should note that if you use
this option and give your users permission to change their
Email password via Webmail or some other means, then
changing the Email password will also effectively change the
Smart host password. This could cause smart host
authentication to fail for an account when its Email password
is changed locally but the corresponding Smart host password
isn't changed at your smart host.

a Enabling the ISPAUTHUsePasswords=Yes option will over time

See:

Domain Manager/ 3

Server Settings » Delivery[ 7
Account Editor » Mail Services[ef
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3.2.3 Accounts

] Domain Manager - Accounts IEI
=) Diomain Manager Mailbox Darmnain Real name Forwarding Groups sg count
- company test & hill farmer compay. best Bill Farmer Ma Dept & 2
- Host Name & IP frank.thomas  company.test Frank Thomas Mo [nda) 1863
-~ Smart Host & michaelmasan  company.test Michasl Mazan Mo [néa) 14
o randy.peterman  company.test Flandy Peterman Mo [nda) 18
- MDIM o sir.smith company. test Sir Smith Mo [nda) 1
- Calendar
. Webmail
- Dequeuing
- Signatures
. Client Signatures
- Settings
+- ActiveSync

+)- example.com

Show more accounts Mew Edit Drelete

Cancel Apply Help

The Accounts page displays a list of all of this domain's MDaemon accounts. Each entry
in the list contains Account Status Icons (see below), the mailbox, the "real name" of
the account holder, any groups to which the account belongs, the message count, and
the amount of disk space used (in MB). This list can be sorted in ascending and
descending order by whichever column that you prefer. Click any column heading to
sort the list in ascending order by that column. Click the column again to sort it in
descending order.

Account Status Icons

Account is a global or domain administrator.

4 Full access account. Both POP and IMAP access
are enabled.

Restricted access account. Either POP, IMAP, or
both are disabled.

% Account is frozen. MDaemon will still accept mail
for the account, but the user cannot send or
check mail.
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%@ Disabled account. All access to the account is
disabled.

New
Click this button to open the Account Editorfes! in order to create a new account.

Edit
Select an account from the list and then click this button to open it in the Account
Editorles). You can also double-click the account to open it.

Delete
Select an account from the list and then click this button to delete it. You will be
asked to confirm your decision to delete the account before MDaemon will proceed.

Show more accounts

The account list will only display 500 accounts at a time. If there are more than 500
accounts in the domain that you have chosen then click this button to display the
next 500.

See:

Account Manager /e
Account Editor/[ed)

New Accounts Template[771
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3.24 MDIM

] Domain Manager - MDIM @

MDaemon Instant Meszzenger [MDIM]

=)- Domain Manager
5. company.test MDIM provides quick access to email, folders, instant messages,

 Host Name & [P and other services using Webmail and <MPP.

- Smart Host Enable MDIM [enables Webmail)
- Accounts

m Enable instant messaging

.. Calendar [ 1M users see all MDaemon domairs in their buddy lists

- Webmail

- Dequeuing

- Signatures

. Client Signatures
- Settings

+- ActiveSync

+)- example.com

IM reminders are semt ‘From:’ | MDasman

Cancel Apply Help

This screen controls various aspects of MDaemon Instant Messenger (MDIM)[1l for this
domain. The initial settings on this screen are determined by the Default MDaemon
Instant Messenger[si2 settings located on the Web & IM Services dialog. MDIM services
can be enabled or disabled for specific accounts or groups via the Web Services[es) and
Group Properties[72) screens respectively.

MDaemon Instant Messenger (MDIM)

Enable MDIM (enables Webmail)

Enable this option if you wish to make MDaemon Instant Messenger available for
download from within Webmail by default for the domain's users. They can download
it from the Options » MDaemon Instant Messenger page. The downloaded
installation file will be automatically customized for each user's account to make
installation and setup easier. This option also makes it possible for MDIM to use the
My Mail Folders features, allowing users to check for new email and open Webmail
directly from the MDIM shortcut menu. MDIM is enabled by default.

Enable instant messaging

By default, accounts can use MDIM and third-party XMPP[ss] clients to instant
message other members of their domain. Clear this checkbox if you do not wish to
allow this domain's users to use instant messaging.
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IM users see all MDaemon domains in their buddy lists

Click this option if you want this domain's users by default to be able to add
contacts to their buddy list from all of your MDaemon domains. When this option is
disabled, contacts must be on the same domain. For example, if your MDaemon is
hosting mail for example.com and example.org, activating this option for
example.com means that example.com users can add instant messaging contacts
from both domains. Disabling it means that example.com users can only add other
example.com users. This option is disabled by default.

IM reminders are sent 'From:' [ text ]

When an appointment is scheduled on a users Webmail calendar, the event can be
set to send a reminder to the user at a specified time. If the IM system is active for
the user's domain then the reminder will be sent in an instant message to the user.
Use this text box to specify the name that you wish the message to appear to be
'From:".

See:

Domain Manager/[)
Webmail » MDIM[z2
Account Editor » Web Services/s)

Group Properties| 72
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3.2.5 Calendar

] Domain Manager - Calendar @

Calendar Settings

=)- Domain Manager

- company.test Send calendar and task reminders
-~ Host Name & IP [ ...even to MDaemon Connectar users
- Smart Host
- Accounts First day of calendar week. | Sunday ~
- MDIM
Free/Busy
. Webmail . .
. Dequeuing Enable Free/Busy services [enables 'webmail)
- Signatures To uge Free/Busy with Outlook configure Outlook to query the following URL:

-~ Client Signatures hitp: /A <wiebmail Servers <:Ports Avforldclient. dl Pview=fbinfobuser=

- Settings ZNAMEZ@%SERVER%
+- ActiveSync

+)- example.com

Replace <webmail Server: with the IP or name of your ‘Webmail server.

Free/busy password |

The pasaword must be added to the URL [ex: &pazsword=secret]

Allow users to query | 3 ~ | months worth of Free/Buzy data

Cancel Apply Help

This screen controls MDaemon's Calendar features for this domain. The initial settings
on this screen are determined by the Calendar(s14] screen located on the Web & IM
Services dialog.

Calendar Settings

Send calendar and task reminders
Click this checkbox if you wish to allow Webmail's calendar and task reminders to be
sent to your users via email and MDaemon Instant Messenger.

...even to MDaemon Connector users
If you have enabled the "Send calendar and task reminders" option above, click this
option if you also wish to enable reminders for MDaemon Connectorlss users.

First day of week
Choose a day from the drop-down list. The selected day will appear in the calendars
as the first day of the week.

Free/Busy
MDaemon includes a Free/Busy server, which makes it possible for a meeting planner
to view the availability of potential meeting attendees. To access this feature, click

Scheduling within Webmail when creating a new appointment. This opens a
Scheduling window containing the list of attendees and a color-coded calendar grid
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with a row for each one. Each attendee's row is color-coded to indicate the times at
which he or she might be available for a meeting. There are colors for Busy,
Tentative, Out of Office, and No information. There is also an Auto-Pick Next button
that makes it possible for you to query the server for the next time slot at which all
attendees may be available. When you have finished creating the appointment it will
send an invitation to all of the attendees, who can then accept or decline.

Webmail's Free/Busy server is also compatible with Microsoft Outlook. To use it,
configure Outlook to query the URL listed below for Free/Busy data. In Outlook 2002,
for example, the Free/Busy options are located under "Tools » Options » Calendar
Options... » Free/Busy Options..."

Free/Busy server URL for Outlook:

http://<Webmail><:Port>/Worldclient.dll?view=fbinfo&user=%$NAME%Q@%
SERVER%

Replace "<Webmail>" with the IP address or domain name of your Webmail server,
and "<:Port>" with the port number (if you aren't using the default web port). For
example:

http://example.com:3000/Worldclient.dll?view=fbinfo&user=%NAME%@%
SERVER%

For more on how to use Webmail's Free/Busy features to schedule your
appointments, see the online Help system within Webmail.

Enable Free/Busy services (enabled Webmail)
Click this option if you wish to provide access to the Free/Busy server features to
users.

Free/Busy password

If you wish to require a password when users attempt to access the Free/Busy
server features via Outlook, include the password here. This password must be

appended to the URL listed above (in the form: "spassword=FBServerPass")
when the users configure their Free/Busy settings within Outlook. For example:

http://example.com:3000/Worldclient.dll?view=fbinfo&user=%NAME%Q@%
SERVER%&password=MyFBServerPassword

Allow users to query X months worth of Free/Busy data
Use this option to designate how many months worth of Free/Busy data your users

may query.

See:

Webmail » Calendar[s
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3.2.6 Webmail

Ej Domain Manager - Webmail @

- WWebrnail Settings
=J- Domain Manager e

5. company.test Language e [Enalish] v Set tor defaults
- Host Mame & IP Theme \worldClient "
-~ Smart Host
.. Accounts Date format EmdEdsEY w | Macros
- MDIM o
.. Calendar Dizplay time uzing A /P Send read confirmations?
[C1Empty trash on exit O always
-~ Dequeuing [JUse advanced compose @® never
-~ Signatures Save meszages to "Sent’ folder O prompt
... Client Signat
SE';.” gnatures [ Black HTML images
- Settings
5. Acti\regS}rnc Uze HTML editar when compozing new messages

i boozleberry.com [JEnable password recoverny

4 example.com [[] Enable Remember Me

Puszh client signature

Allows uger-created signatures

[ Enable &1 message features

Message listing shows this many messages per page
teszage listing refresh frequency [in minutesz)

Login failure 'Help' text (can contain HTRML code]:

Cancel Apply Help

This screen governs various Webmail client-level options for this domain. When a user
signs in to Webmail, these options govern how Webmail initially works for that user.
Many of these settings can then be customized by the user via the Options pages
within Webmail. The default settings of this screen are determined by the Webmail »
Settings[3 screen located on the Web & IM Services dialog.

Webmail Settings

Set to defaults
This button resets a domain to the Default Webmail Settings[as\.

Language

Use the drop-down list box to choose the default language in which the Webmail
interface will appear when your users first sign in to the selected domain. Users can
change their personal language setting on the Webmail Sign-in page, and through an
option in Options » Personalize within Webmail.

Theme

Use this drop-down list box to designate the default Webmail theme to use for the
selected domain's users whenever they sign in for the first time. The users can
personalize the theme setting from Options » Personalize within Webmail.
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Date format

Use this text box to designate how dates will be formatted for the selected domain.
Click the Macros button to display a list of macro codes that can be used in this
text box. You can use the following macros in this control:

%A — Full weekday name

%B — Full month name

%d — Day of month (displays as "01-31")
% m — Month (displays as "01-12")

%y — 2-digit year

%Y — 4-digit year

For example, "sm/%d/sY" might be displayed in Webmail as "12/25/2011".

Macros
Click this button to display the list of macro codes that can be used in the Date
format.

Send read confirmations?
This option governs how Webmail will respond to incoming messages that contain a
request for read confirmation.

always

If this option is selected, MDaemon will send a notification to the sender
indicating that the message was read. The Webmail user who received the
message will not see any indication that the read confirmation was requested or
responded to.

never
Choose this option if you want Webmail to ignore read confirmation requests.

prompt
Select this option if you wish to ask Webmail users whether or not to send a
read confirmation each time a message is opened that requests it.

Display time using AM/PM

Click this option if you want a 12-hour clock with AM/PM to be used within Webmail
for times displayed for this domain. Clear the check box if you want to use a 24-hour
clock for the domain. Individual users can modify this setting via the "Display my
hours in an AM/PM format" option located on the Options » Calendar page within
Webmail.

Empty trash on exit

This option causes the users trash to be emptied when he or she signs out from
Webmail. Individual users can modify this setting from the Options » Personalize
page within Webmail.
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Use advanced compose

Check this box if you wish the domain's users to see the Advanced Compose screen
in Webmail rather than the normal Compose screen by default. Individual users can
modify this setting from Options » Compose within Webmail.

Save messages to 'Sent’ folder

Click this option if you want a copy of each message that you send to be saved in
your mailbox's Sent folder. Individual users can modify this setting from the Options »
Compose page within Webmail.

Block HTML images

Enable this check box if you wish to prevent remote images from being displayed
automatically when viewing HTML email messages in Webmail. In order to view the
images the user must click the bar that appears above the message in the browser
window. This is a spam prevention feature, because many spam messages contain
images with special URLs that identify the email address of the user who viewed the
images, thus confirming to the spammer that it is a valid, working address. This
option is enabled by default.

...except when the From header matches a contact in the domain's or user's Allowed
Senders contact lists

Check this box if you wish to allow images in messages to be displayed
automatically when the message's From header matches a contact in the
domain's or user's Allowed Senders contact lists. Note: This option is only
available in MDRA 3.

Disable hyperlinks in spam and messages that fail DMARC, DNSBL, or SPF authentication
By default, when a message is flagged as spam or fails DMARC[szi, DNS-BL[ezs), or
SPF[se verification, any hyperlinks contained in the message will be disabled. Clear
this checkbox if you do not wish to disable links in those messages. Note: This
option is only available in MDRA[s4).

...except when the From header matches a contact in the domain's or user's Allowed
Senders contact lists

Check this box if you wish to exempt flagged messages from hyperlink disabling
when the message's From header matches a contact in the domain's or user's
Allowed Senders contact lists. Note: This option is only available in MDRA[3),

Use HTML editor when composing new messages

Check this box if you want the domain's users to see the HTML compose editor by
default in Webmail. They can control this setting for themselves from Options »
Compose within Webmail.

Enable password recovery

If enabled, domain users who have permission to edit their password[e will be able
to enter an alternate email address in Webmail, which can be sent a link to reset
their password if they forget it. To set up this feature, users must enter both the
password recovery email address and their current password in Webmail on the
Options » Security page. Once set, the "forgot password?" link on the Webmail sign-
in page will take them to a page to confirm their password recovery email address. If
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entered correctly, an email will be sent with a link to a change password page. This
feature is disabled by default.

You can enable or disable this option on a per-user basis by adding the following key
to a Webmail user's user.ini file (e.g. \Users\example.com\frank\WC\user.ini):

[User]
EnablePasswordRecovery=Yes (or "=No" to disable the option for the
user)

Allow Two Factor Authentication Remember Me (also applies to Remote Admin)

When someone uses Two-Factor Authentication (2FA) when signing in to Webmail or
Remote Admin, there is ordinarily a Remember Me option available to the user on the
2FA authentication page, which will prevent the server from requiring 2FA again from
that user for a set humber of days (see the "Enable Remember Me" option below).
Clear this checkbox if you do not wish to display the 2FA Remember Me option,
which means all users with 2FA enabled will have to enter a 2FA code every time
they sign in. Note: This option is only available in the MDaemon Remote

Administration (MDRA)[s=4l web-interface.

Enable Remember Me

Check this box if you want there to be a Remember Me checkbox on the MDaemon
Webmail sign-in page when the domain's users connect via the https[ssl port. If
users check this box at sign-in, their credentials will be remembered for that device.
Then any time they use that device to connect to Webmail in the future they will be
signed in automatically, until such time that they manually sign out of their account
or their Remember Me token expires.

By default, user credentials are remembered for a maximum of 30 days before the
user is forced to sign in again. If you wish to increase the expiration time then you
can do so by changing the value of the Expire Remember Me tokens after this many

days option in the MDaemon Remote Administration (MDRA)[s4 web-interface. You

can also change it by editing the RememberUserExpiration=30 key in the
Domains.ini file, located in the \MDaemon\WorldClient\ folder. The expiration
value can be set to a maximum of 365 days. Note: Two-Factor Authenticationees
(2FA) has its own Remember Me expiration key
(TwoFactorAuthRememberUserExpiration=30), located in the

[Default:Settings] section of the Domains.ini file, located in the
\MDaemon\WorldClient\ folder. Therefore 2FA will again be required at sign-in when
the 2FA Remember Me token expires, even if the regular token is still valid.

The Remember Me option is disabled by default and applies only to this domain. The
global option is located on the Webmail Settings[s=5 screen.

on multiple devices, users should be discouraged from using it
on public networks. Further, if you ever suspect that an
account may have had a security breach, in MDRA there is a
Reset Remember Me button that you can use to reset
Remember Me tokens for all users. This will require all users to
sign-in again.

a Because Remember Me allows users to have a persistent login
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Enable Documents Folder

Check this box to enable the Documents folder for this domain's users. The default
state of this option is determined by the option of the same name on the main
Webmail Settings[3! page. If you change this domain-specific setting, it will override
that global option's setting. Note: This option and the Document Links options below

are only available in the MDaemon Remote Administration (MDRA)[s=dl web-interface.

Allow users to create temporary links to personal documents

When this option is enabled, the domain's users will be able to create links to
personal documents, which can be shared with anyone. Links older than 30 days
are automatically purged.

View Document Links

Click this button to display the Document Links page, which contains a list of all
active document links for this domain. From that page you can revoke any link
you choose. Links older than 30 days will be revoked automatically.

Push client signature

Check this box if you wish to push the Client Signatures[w2] to this domain's Webmail
users. In Webmail, this will create a signature called "System" under the signature
options at: Options » Compose. Users can then choose to have this signature
automatically inserted into the compose view when composing a new message. If
this option is enabled but you have not created a client signature on the Domain
Manager's Client Signatures screen, the Default Client Signatures/+01 option will be
used instead. If there is no default client signature either, then there will be no
System signature option in Webmail.

Allow user-created signatures

Check this box if you wish to allow this domain's users to create their own custom
signatures in Webmail. Users can then choose which signature they wish to insert
into the compose view automatically when composing messages. When you do not
allow user-created signatures, but the Push client signature option above is enabled,
only the Client Signature[+0) (i.e. the System signature in Webmail) can be inserted
automatically. In Webmail, the signature options are located at: Options »
Compose.

Enable Al message features

Check this box if you wish to enable support for MDaemon's AI Message Features in
MDaemon Webmail for this domain. The default state of this option is inherited from
the setting of the same name located on the main Webmail Settings[=s) dialog.
Changing this domain-specific setting will override that default option. Note:
enabling AI message features support for a domain does not grant all of that
domain's users access to the features. You must activate the Enable AI message
features option on the Account Editor's Web Services[es! screen for any user you
wish to allow to use them. Alternatively, you can use the Account Templates|ol and
Groups| ) features to assign users to a group that has access to the AI message
features. See: "Webmail's Al Message Features|w!" below for important information
and cautions about using these features.
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Message listing shows this many messages per page

This is the number of messages that will be listed on each page of the Message
Listing for each of your mail folders. If a folder contains more than this number of
messages then there will be controls above and below the listing that will allow you
to move to the other pages. Individual users can modify this setting from Options »
Personalize within Webmail.

Message listing refresh frequency (in minutes)

This is the number of minutes that Webmail will wait before automatically refreshing
the Message Listing. Individual users can modify this setting from Options »
Personalize within Webmail.

Login failure 'Help' text (can contain HTML code)

You can use this option to specify a sentence of text (either plain text or HTML) to
display on the Webmail sign-in page when a user encounters a problem signing in.
The text is displayed below the following default text: "Incorrect Logon, please try
again. If you need assistance please contact your email administrator." This text
could be used to direct users to a page or contact info for help regarding signing in
to Webmail.

In order for this feature to work accurately with multiple
domains, a valid SMTP host namel+s) setup is required for each

3 domain, otherwise the default domain's/+2 text will be used.
Therefore, for example, if you have multiple domains but direct
all Webmail users to a single host name for sign-in, the
correct, domain-specific Login failure 'Help' text may not be
displayed.

Security Settings (Note: The options in this section are only available in the MDaemon

Remote Administration (MDRA)[s4 web-interface.)

Allow WebAuthn at Sign-In

Check this box if you wish to allow MDaemon Webmail users to sign in utilizing the
Web Authentication API (also known as WebAuthn), which gives them a secure,
passwordless sign-in experience, by allowing them to use biometrics, USB security
keys, Bluetooth, and more for authentication. WebAuthn is allowed by default.

Prompt users to register the current device on first sign-in

Check this box if you wish to prompt users to register their current device
(phone, biometrics, etc.) for passwordless sign-in when they first sign in to their
account.

Allow WebAuthn Sign-In to bypass the Two Factor Authentication page

Because WebAuthn is already a multi-factor form of authentication, using
another form of Two Factor Authentication (2FA) after someone has already
used WebAuthn to sign-in could be viewed as redundant or excessive by some
users or administrators. You can therefore check this box if you wish to skip 2FA
when someone uses WebAuthn authentication at sign-in. NOTE: Regardless of
this setting, when an account is specifically set to Require Two-Factor
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Authenticationless), that account will not be able to bypass 2FA, even when using
WebAuthn to sign in.

Visit: webauthn.guide, for more information on WebAuthn and
how it works.
3

Enable password recovery

If enabled, domain users who have permission to edit their password[e will be able
to enter an alternate email address in Webmail, which can be sent a link to reset
their password if they forget it. To set up this feature, users must enter both the
password recovery email address and their current password in Webmail on the
Options » Security page. Once set, the "forgot password?" link on the Webmail sign-
in page will take them to a page to confirm their password recovery email address. If
entered correctly, an email will be sent with a link to a change password page. This
feature is disabled by default.

You can enable or disable this option on a per-user basis by adding the following key
to a Webmail user's user.ini file (e.g. \Users\example.com\frank\WC\user.ini):

[User]
EnablePasswordRecovery=Yes (or "=No" to disable the option for the
user)

Allow Active Directory users to change their passwords through Webmail

When this box is checked/enabled, any of this domain's users with their account are
set to use Active Directory authentication can use Webmail's "Change Password"
option. When this option is disabled, only users whose passwords are set in
MDaemon instead of Active Directory can change their password from within
Webmail.

Allow users to view passwords being typed

When this option is turned on, the password field on the Webmail sign-in page has
an icon that the user can click to make the typed password visible. Clear this
checkbox if you do not wish to allow the password to be seen.

Allow users to receive Two Factor Authentication verification codes over email

By default, users are allowed to enter an alternative email address into Webmail
when setting up Two Factor authentication, so that they can receive verification
codes via email rather than having to use the Google authenticator app. Turn off
this option if you do not wish to allow verification codes via email for this domain.

Two Factor Authentication verification code sent over email expires after: [xx]
minutes

When receiving Two Factor authentication codes via email, this is how long the
user will have to enter the code before it expires. By default this is set to 10
minutes.

Allow WebAuthn for Two Factor Authentication
Check this box if you wish to allow MDaemon Webmail users to utilize the Web
Authentication API (also known as WebAuthn) for two factor authentication.
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WebAuthn allows users to use biometrics, USB security keys, Bluetooth, and more
for authentication. WebAuthn is allowed by default for two-factor authentication.

For security, you cannot use the same authentication method
for both passwordless sign-in and two factor authentication.

3 Therefore if you wish to use both passwordless authentication
and two factor authentication, choose a different
authentication method for each.

Visit: webauthn.guide, for more information on WebAuthn and
how it works.

Allow Two Factor Authentication Remember Me (also applies to Remote Admin)

When someone uses Two-Factor Authentication (2FA) when signing in to Webmail or
Remote Admin, there is ordinarily a Remember Me option available to the user on the
2FA authentication page, which will prevent the server from requiring 2FA again from
that user for a set humber of days (see the "Expire Remember Me tokens after this
many days" option below). Clear this checkbox if you do not wish to display the 2FA
Remember Me option, which means all users with 2FA enabled will have to enter a
2FA code every time they sign in.

Webmail's AI Message Features

As of MDaemon 23.5.0, the Pro theme in MDaemon's Webmail client includes various
Artificial Intelligence (AI) features to help assist your users in managing their email and
increasing productivity. These features are optional and disabled by default, but can be
enabled for any user you choose.

With these features, in MDaemon Webmail you can use Al to:

e Give you a summary of the contents of an email message.

e Suggest a reply to the message, according to several guidelines that you can
instruct the Al to use. You can set the Tone of the reply to be professional,
respectful or casual. The Position, or stance, to take in the reply can be set to
interested or not interested, agree or disagree, or skeptical. The Attitude the
reply should convey can be set to confident, excited, calm, or apologetic. Last,
you can designate the Length of the reply, ranging from very brief to detailed.

e Assist you in composing a new email message, based on some text you have
already included. As with the Suggest a Reply option above, you can also
designate the Tone, Position, Attitude, and Length for the AI to use when
composing the message.

The Enable Al message features option on the main Webmail Settings|a=3) dialog controls
whether or not support for the Al features is enabled by default for your domains.
There is an option of the same name located on the Domain Manager's Webmail[1s)
dialog that can be used to override that main setting for specific domains. Note:
enabling AI Message Features support for a domain does not grant all of that domain's
users access to the features. You must activate the Enable AI message features
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option on the Account Editor's Web Services[ssl screen for any user you wish to allow
to use them. Alternatively, you can use the Account Templates[ol and Groups|zeol
features to assign users to a group that has access to the AI message features.

allows them to submit and receive information to and from
third-party generative Al services, specifically ChatGPT by
OpenAl. Administrators and users should therefore be aware
that this introduces several potential privacy concerns due to
the feature's ability to process personal data and generate
potentially sensitive information. To address privacy concerns,
it’s vital for organizations to train their employees to use Al
responsibly. Note: Data submitted to/from Open Al is not
stored on the local server or on our network.

a Enabling accounts to use MDaemon's Al message features

You can find MDaemon Technologies' Al Usage Policy at our

Artifical Intelligence (AI) Information Page. On that same page

there is also a link to OpenAl's Terms of Use.

See:

Webmail » Settings[=3)
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3.2.7 Dequeuing

] Domain Manager - Dequeuing @

- Dequeue (Mail Releaze / ETRN / ODMR / ATRN]
=)- Domain Manager
: These controlz signal a remote host to release a domain's mail. Thiz is often

=J- company test done by sending an ETRM or ATRMN command to a remate host.
- Host Name & [P
- Smart Host [] Enable Dequeing
- Accounts H P
- MDIM ozt name or
.. Calendar Fort [default = 25] 25 [uze 366 for ATRM)
- Webmail Send 'EHLD' before sending dequeue command
5 Authenticate before zending dequeue command
- signatures
. Client Signatures AUTH Logon
Sett.lngs AUTH Paszword
+- ActiveSync

+- example.com Send thiz command to host (leave blank if merely connecting is enaugh):
Typical walues might be "ETRN domain.com' or "ATRN domain.com'.

Dequeue happens every 0 times remote maill iz processed [O=every time)

Thiz iz a global setting and applies to all domains

Cancel Apply Help

Dequeue (Mail Release/ ETRN/ODMR/ATRN)

Enable Dequeuing

When it is time to process remote mail MDaemon can connect to any server on any
port and send any string that you wish to send. This is useful when you need to
signal a remote server to release your mail by sending some string to them. For
example, ATRN, ETRN, or QSND. You can also use this feature when a FINGER or
TELNET session is briefly required in order for your remote host or ISP to determine
that you are online.

Host name or IP
This is the host that will be signaled to release your mail.

Port

Enter the port on which you wish to make the connection. The default is 25 (the
SMTP port), which is appropriate for the ETRN or QsSND signaling method. Port 366 is
typically used for ATRN, and port 79 is used for FINGER.

Send "EHLO" before sending the text string

If you enable this checkbox then you should be connecting to an SMTP server to
signal release of your mail. This switch causes an SMTP session to be initiated with
the specified host and allows the session to progress just beyond the SMTP "EHLO"
stage before sending the unlock string.
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Authenticate before sending the text string (required for ATRN)

As a security measure, some hosts or servers require clients to authenticate
using ESMTP AUTH before releasing waiting messages. If this is the case for your
mail host, click this checkbox and enter the required authentication credentials

below.
Authentication is required when using the ATRN command to
dequeue your email.
3
AUTH Logon

Enter the AUTH logon parameter here that is required by your host.

AUTH Password
Enter the AUTH password here.

Send this command to host (leave blank if merely connecting is enough)

This control is for specifying the text string that needs to be sent in order for your
mail to be released. For example, the ETRN method requires the text "ETRN" followed
by the domain name of the site being queued. Other methods require different text
to be sent. Consult your ISP if you need more information on what to send to unlock
your mail queue. If you have a choice of the method to use, we recommend using
On-Demand Mail Relay (ODMR)[+s] whenever possible. ODMR requires the ATRN
command to be used in this option.

Dequeue happens every [xx] times remote mail is processed (0=every time)

By default the dequeue signal will be sent each time that remote mail is processed.
Entering a number into this control will prevent the dequeue signal from being sent
every time. It will be sent every x number of times as designated. For example,
setting this value to "3" would cause the signal to be sent every third time that
remote mail is processed.

This is a global setting and applies to all domains.

On-Demand Mail Relay (ODMR)

When you require a queue/dequeue method for hosting and releasing your email, we
recommend using On-Demand Mail Relay (ODMR) whenever possible. This method is
superior to ETRN and other methods in that in requires authentication before mail is
released. Further, it utilizes an ESMTP command called ATRN that does not require the
client to have a static IP address, because it immediately reverses the flow of data
between the client and server, releasing the messages without having to make a new
connection to do so (unlike ETRN).
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MDaemon fully supports ODMR on the client side via using the ATRN command and
authentication controls on the Mail Release[+s screen, and on the server side using the
Domain Gateways features on the Degueuing[zs) screen of the Gateway Editor.

Some mail servers do not support ODMR, therefore you should check with your provider
before attempting to use it.

See:

Mail Release/[s3
Gateway Editor » Dequeuing[23

3.2.7.1 On-Demand Mail Relay (ODMR)

When you require a queue/dequeue method for hosting and releasing your email, we
recommend using On-Demand Mail Relay (ODMR) whenever possible. This method is
superior to ETRN and other methods in that in requires authentication before mail is
released. Further, it utilizes an ESMTP command called ATRN that does not require the
client to have a static IP address, because it immediately reverses the flow of data
between the client and server, releasing the messages without having to make a new
connection to do so (unlike ETRN).

MDaemon fully supports ODMR on the client side via using the ATRN command and
authentication controls on the Mail Release[+s) screen, and on the server side using the
Domain Gateways features on the Dequeuing[25) screen of the Gateway Editor.

Some mail servers do not support ODMR, therefore you should check with your provider
before attempting to use it.

See:

Mail Releaselsd)
Gateway Editor » Dequeuing[23
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3.2.8 Signatures

] Domain Manager - Signatures @

A domain zignature iz a block of text which MDaemon will append to all messages
R sent by users of a particular domain. Each domain can have its awn signature.
-l- company.test Domainz without their own signature will have the default signatures appended.
- Host Name & [P

- Smart Host
- Accounts
.. MDIM

- Calendar
. Webmail

=)- Domain Manager

Plain text signature:

- Dequeuing

. Client Signatures
- Settings

+- ActiveSync

+)- example.com

HTML signature [cut-and-pazte from your favorite HTHML editor):
Mote: <BODY, <HTML:. and their closing tags will be removed.
Plain text signature will be created from HTHML when only HTML is given.

Cancel Apply Help

Use this screen to append a signature to all messages sent by this domain's users. If
no signature is specified here then the Default Signaturel+s] will be appended instead.
Signatures are added to the bottom of messages, except for mailing list messages using
a footer[z), in which case the footer is added below the signature. You can also use
the Account Editor's Signature[7s feature to add individual signatures for each
Account. Account signatures are added just before Default or Domain Signatures.

Plain text signhature

This area is for inserting a plain text signature. If you wish to designate a
corresponding html signature to be used in the text/html part of multipart messages,
use the HTML signature area below. If a signature is included in both places then
MDaemon will use the appropriate one for each part of the multipart message. If no
html signature is specified then the plain text signature will be used in both parts.

HTML sighature (cut-and-paste from your favorite HTML editor)

This area is for inserting an HTML signature, to be used in the text/html part of
multipart messages. If a signature is included both here and in the Plain text signature
area above, MDaemon will use the appropriate one for each part of the multipart
message. If no plain text signature is specified then the html will be used to create
one.

To create your html signature, either type the html code here manually or cut-and-
paste it directly from your favorite HTML editor. If you wish to include inline images in
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your HTML signature, you can do so by using the
SATTACH INLINE:path to image file$ macro.

For example:
<IMG border=0 hspace=0 alt="" align=baseline src="SATTACH INLINE:c:

\images\mr t and arnold.jpg$">

There are also several ways you can insert inline images into signatures from within
MDaemon's Remote Administration[ss4 web interface:

e On the Signatures screen in Remote Administration, click the "Image" toolbar
button in the HTML editor and select the upload tab

e On the Signatures screen in Remote Administration, click the "Add image"
toolbar button in the HTML editor.

e Drag and drop an image into the Signatures screen's HTML editor with Chrome,
FireFox, Safari, or MSIE 10+

e Copy and paste an image from the clipboard into the Signatures screen's HTML
editor with Chrome, FireFox, MSIE 11+

<body></body> and <html></html> tags are not allowed in
signatures and will be removed when found.
3

Signature Macros

MDaemon signatures support macros that insert the sender's contact information into
the signature, taken from the sender's contact located in its domain's Public Contacts
folder. This allows default and domain signatures to be personalized with the sender's
information. $CONTACTFULLNAMES, for example, inserts the sender's full name, and
SCONTACTEMAILADDRESSS inserts the sender's email address. Use Webmail, MDaemon
Connector, or ActiveSync to edit the public contacts. Blank values are used if no
contact exists for the sender. Available macros are listed below.

Users can control the placement of MDaemon signatures in their emails by placing any
of the Signature Selector macros into a message wherever they want the signature
to appear.

Signature Selector

$SYSTEMSIGNATURE$ Places the Default Signature[s! or Domain
Signature[+) in @ message. If both exist, the
Domain Signature is used.

$CLIENTSIGNATURES$ Places the Default Client Signature[s] or Domain
Client Signature[+2) in a message. If both exist, the
Domain Client Signature is used.
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$ACCOUNTSIGNATURES$

Names and IDs
Full name
First name
Middle name
Last name
Title
Suffix
Nickname
Yomi First Name
Yomi Last Name
Account name
Customer ID
Government ID

File as

Email Addresses
Email address
Email address 2

Email address 3

Phone and Fax Numbers
Mobile phone
Mobile phone 2
Car phone
Home phone
Home phone 2
Home fax
Other phone
Instant Messaging and Web

IM Address
IM Address 2

189

Places the Account Signaturel7s in the message.

$CONTACTFULLNAME$
$CONTACTFIRSTNAMES$
$CONTACTMIDDLENAMES$,
$CONTACTLASTNAMES$
$CONTACTTITLE$
$CONTACTSUFFIX$
$CONTACTNICKNAME$
$CONTACTYOMIFIRSTNAMES$
$CONTACTYOMILASTNAME$
$CONTACTACCOUNTNAME$
$CONTACTCUSTOMERID$
$CONTACTGOVERNMENTID$
$CONTACTFILEASS

$CONTACTEMAILADDRESS$
$CONTACTEMAILADDRESS2$
$CONTACTEMAILADDRESS3$

$CONTACTHOMEMOBILES$
$CONTACTMOBILE2$

$CONTACTCARPHONENUMBERS

$CONTACTHOMEPHONES$
$CONTACTHOMEPHONE?2$
$CONTACTHOMEFAX$
$CONTACTOTHERPHONES$

$CONTACTIMADDRESS$
$CONTACTIMADDRESS2$
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IM Address 3
MMS Address

Home web address

Address
Home address
Home city
Home state
Home zip code
Home country
Other address
Other city
Other state
Other zip code
Other country

Business Related
Business Name
Yomi Business Name
Business title
Business office
Business department
Business manager
Business assistant

Business assistant
phone

Business main phone
Business phone
Business phone 2
Business IP phone
Business fax
Business pager

Business radio

$CONTACTIMADDRESS3$
$CONTACTMMSADDRESS$
$CONTACTHOMEWEBADDRESS$

$CONTACTHOMEADDRESS$
$CONTACTHOMECITY$
$CONTACTHOMESTATE$
$CONTACTHOMEZIPCODE$
$CONTACTHOMECOUNTRY $
$CONTACTOTHERADDRESS$
$CONTACTOTHERCITY$
$CONTACTOTHERSTATE$
$CONTACTOTHERZIPCODES$
$CONTACTOTHERCOUNTRY $

$CONTACTBUSINESSCOMPANY $
$CONTACTYOMICOMPANYNAMES$
$CONTACTBUSINESSTITLES
$CONTACTBUSINESSOFFICES
$CONTACTBUSINESSDEPARTMENTS$
$CONTACTBUSINESSMANAGERS$
$CONTACTBUSINESSASSISTANTS
$CONTACTBUSINESSASSISTANTPHONES$

$CONTACTBUSINESSMAINPHONES$
$CONTACTBUSINESSPHONES$
$CONTACTBUSINESSPHONE2$
$CONTACTBUSINESSIPPHONES
$CONTACTBUSINESSFAX$
$CONTACTBUSINESSPAGERS$
$CONTACTBUSINESSRADIOS
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Business address
Business city
Business state
Business zip code
Business country

Business web address

$CONTACTBUSINESSADDRESS$
$CONTACTBUSINESSCITY $
$CONTACTBUSINESSSTATES
$CONTACTBUSINESSZIPCODES$
$CONTACTBUSINESSCOUNTRY $
$CONTACTBUSINESSWEBADDRESS$
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Other
Spouse $CONTACTSPOUSES
Children $CONTACTCHILDRENS
Categories $CONTACTCATEGORIESS
Comment $CONTACTCOMMENTS
See:

Default Signatures[+3)
Account Editor » Signature[73})
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3.29 Client Signatures

] Domain Manager - Client Signatures @

Thiz sighature can be pushed to Webmail and MDaemon Connector. nwWebmai it's
R called the "System' signature. Each domain can have its own zignature. Domains
-l- company.test without their own signature will use the default signature.

- Host Name & [P
- Smart Host

- Accounts -
.. MDIM SCOMTACTFULLNAME S
$COMTACTEMAILADDRESSS

=)- Domain Manager

Plain text signature:

- Calendar
- Webmail
- Dequeuing
- Signatures
- Settings
+- ActiveSync
+)- example.com

HTML signature [cut-and-pazte from your favorite HTHML editor):
Mote: <BODY, <HTML:. and their closing tags will be removed.
Plain text signature will be created from HTHML when only HTML is given.

<prhnbsps/pr

Lpr_</pr

<pr<strong:$CONTACTFULLMAME $< fstrong: < /p>
<pr$CONTACTEMAILADDRESS $</p>
<prhnbsp/pe

<pe"<emrwherever pou go, there pou are.<demi"'</pe
<prhnbsp; <P

Cancel Apply Help

Use this screen to create a client signature for this domain that you can push to

MDaemon Webmaill+73 and MDaemon Connectorlss), to be utilized by your users when

composing email messages. You can use the macros/+ listed below to personalize the
signature, so that it will be unique for each user, including elements like the user's
name, email address, phone number, and the like. Use the Default Client Signatures/iz0)
screen if you wish to create a different signature that will be used when no domain-
specific client signature has been made. When a domain-specific signature exists it will
be used instead of the Default Client Signature. Use the Push client signaturelws) option
if you wish to push the client signature to Webmail and the Push client signature to

Outlookl =) option if you wish to push it to MDaemon Connector. In Webmail's Compose

options, the pushed client signature is called "System." For MDaemon Connector you
can designate a name for the signature that will appear in Outlook.

Plain text sighature

This area is for inserting a plain text signature. If you wish to designate a
corresponding html signature to be used in the text/html part of multipart messages,
use the HTML signature area below. If a signature is included in both places then
MDaemon will use the appropriate one for each part of the multipart message. If no
html signature is specified then the plain text signature will be used in both parts.

HTML sighature (cut-and-paste from your favorite HTML editor)

This area is for inserting an HTML signature to be used in the text/html part of
multipart messages. If a signature is included both here and in the Plain text signature
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area above, MDaemon will use the appropriate one for each part of the multipart
message. If no plain text signature is specified then the html will be used to create
one.

To create your html signature, either type the html code here manually or cut-and-
paste it directly from your favorite HTML editor. If you wish to include inline images in
your HTML signature, you can do so by using the

SATTACH INLINE:path to image file$ macro.

For example:

<IMG border=0 hspace=0 alt="" align=baseline src="S$ATTACH INLINE:c:
\images\mr t and arnold.jpg$">

There are also several ways you can insert inline images into signatures from within
MDaemon's Remote Administration[ss4 web interface:

e On the Client Signature screen in Remote Administration, click the "Image"
toolbar button in the HTML editor and select the upload tab

e On the Client Signature screen in Remote Administration, click the "Add image"
toolbar button in the HTML editor.

e Drag and drop an image into the Client Signature screen's HTML editor with
Chrome, FireFox, Safari, or MSIE 10+

e Copy and paste an image from the clipboard into the Client Signature screen's
HTML editor with Chrome, FireFox, MSIE 11+

<body></body> and <html></htmi> tags are not allowed in
signatures and will be removed when found.

b

Signature Macros

MDaemon signatures support macros that insert the sender's contact information into
the signature, taken from the sender's contact located in its domain's Public Contacts
folder. This allows default and domain signatures to be personalized with the sender's
information. SCONTACTFULLNAMES, for example, inserts the sender's full name, and
SCONTACTEMAILADDRESSS inserts the sender's email address. Use Webmail, MDaemon
Connector, or ActiveSync to edit the public contacts. Blank values are used if no
contact exists for the sender. Available macros are listed below.

Users can control the placement of MDaemon signatures in their emails by placing any
of the Signature Selector macros into a message wherever they want the signature
to appear.

Signature Selector
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Places the Default Signature[:) or Domain
Signature[+ in a message. If both exist, the
Domain Signature is used.

$SYSTEMSIGNATURES$

Places the Default Client Signature[+0l or Domain
Client Signature[+2) in a message. If both exist, the
Domain Client Signature is used.

$CLIENTSIGNATURES

$ACCOUNTSIGNATURES Places the Account Signaturel+:3) in the message.

Names and IDs

Full name $CONTACTFULLNAMES
First name $CONTACTFIRSTNAMES
Middle name $CONTACTMIDDLENAMES,
Last name $CONTACTLASTNAMES
Title $CONTACTTITLES

Suffix $CONTACTSUFFIX$
Nickname $CONTACTNICKNAMES

Yomi First Name

Yomi Last Name

$CONTACTYOMIFIRSTNAMES
$CONTACTYOMILASTNAMES$

Account name $CONTACTACCOUNTNAMES
Customer ID $CONTACTCUSTOMERIDS
Government ID $CONTACTGOVERNMENTID$
File as $CONTACTFILEASS

Email Addresses
Email address $CONTACTEMAILADDRESSS$

Email address 2

Email address 3
Phone and Fax Numbers

Mobile phone

Mobile phone 2

$CONTACTEMAILADDRESS2%$
$CONTACTEMAILADDRESS3$

$CONTACTHOMEMOBILES$
$CONTACTMOBILE2$

Car phone $CONTACTCARPHONENUMBERS$
Home phone $CONTACTHOMEPHONES$
Home phone 2 $CONTACTHOMEPHONE?2$
Home fax $CONTACTHOMEFAXS$
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Other phone

Instant Messaging and Web

IM Address

IM Address 2
IM Address 3
MMS Address

Home web address

Address

Home address
Home city
Home state
Home zip code
Home country
Other address
Other city
Other state
Other zip code
Other country

Business Related

Business Name

Yomi Business Name
Business title
Business office
Business department
Business manager
Business assistant

Business assistant
phone

Business main phone
Business phone

Business phone 2

$CONTACTOTHERPHONES$

$CONTACTIMADDRESS$
$CONTACTIMADDRESS2$
$CONTACTIMADDRESS3$
$CONTACTMMSADDRESS$
$CONTACTHOMEWEBADDRESS$

$CONTACTHOMEADDRESS$
$CONTACTHOMECITY$
$CONTACTHOMESTATE$
$CONTACTHOMEZIPCODE$
$CONTACTHOMECOUNTRY $
$CONTACTOTHERADDRESS$
$CONTACTOTHERCITY$
$CONTACTOTHERSTATES$
$CONTACTOTHERZIPCODES$
$CONTACTOTHERCOUNTRY $

$CONTACTBUSINESSCOMPANY$
$CONTACTYOMICOMPANYNAMES$
$CONTACTBUSINESSTITLES
$CONTACTBUSINESSOFFICES
$CONTACTBUSINESSDEPARTMENTS
$CONTACTBUSINESSMANAGERS$
$CONTACTBUSINESSASSISTANTS
$CONTACTBUSINESSASSISTANTPHONES$

$CONTACTBUSINESSMAINPHONES$
$CONTACTBUSINESSPHONES$
$CONTACTBUSINESSPHONE2$
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Business IP phone
Business fax
Business pager
Business radio
Business address
Business city
Business state
Business zip code
Business country
Business web address
Other
Spouse
Children
Categories

Comment

$CONTACTBUSINESSIPPHONES$
$CONTACTBUSINESSFAX$
$CONTACTBUSINESSPAGERS$
$CONTACTBUSINESSRADIOS$
$CONTACTBUSINESSADDRESS$
$CONTACTBUSINESSCITY$
$CONTACTBUSINESSSTATES$
$CONTACTBUSINESSZIPCODES$
$CONTACTBUSINESSCOUNTRY $
$CONTACTBUSINESSWEBADDRESS$

$CONTACTSPOUSES$
$CONTACTCHILDRENS
$CONTACTCATEGORIESS
$CONTACTCOMMENTS

See:

Default Client Signatures|3)
Default Signatures/+3)

Domain Manager » Signatures@

Account Editor » Signature[733

Domain Manager » Webmail Settings[ 73

MC Client Settings » Signature/ss
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3.210 Settings

] Domain Manager - Settings @

Account & Mail Pruning

=)- Domain Manager

—J- company.test Delete account if inactive for this many days Ijl [0 = never]
- Host Name &IP Delete messages older than this many days Ijl [0 = newver)
ir:::::::t PURGE delsted [MAP msgs older than this many days Ijl [0 = never]
- MDIM ] PURGE ald meszages from IMAP folders as well
- Calendar
- Webmail Diomain Settings
D.equeumg Max message size from authenticated senders ljl KB [0'= no limit)
- Signatures . o
. Client Signatures Max message size from all other senders ljl KB [0 = na limit)
0
+- ActiveSync 0

+)- example.com 1

Enable Antivins service for this domain
Enable AntiSpam service for this domain

Enable MDraemon Connector zervice for this damain [Claud only)

The MDaemon Private Cloud [MOPC) edition offers features for cloud service
providers. Customers who want hosted email support can buy directly from
tD aemon Technologies or its affiliated partners.

Click here to leam more about all MDaemon cloud email options.

Cancel Apply Help

Account & Mail Pruning

These options are used to designate when or if inactive accounts or old messages will
be deleted by MDaemon. Each day at midnight MDaemon will remove all messages and
accounts that have exceeded the time limits stated. There are similar options on the
Account Editor's Quotas(r1 screen that can be used to override these settings for
individual accounts.

See AccountPrune.txt in the ".MDaemon\App\" folder for more

information and command line options.
J

Delete account if inactive for this many days (0 = never)

Specify the number of days that you wish to allow an account belonging to this
domain to be inactive before it will be deleted. A value of "0" in this control means
that accounts will never be deleted due to inactivity.

Delete messages older than this many days (0 = never)

A value specified in this control is the number of days that any given message may
reside in a user's mailbox before it will be deleted by MDaemon automatically. A value
of "0" means that messages will never be deleted due to their age. Note: This
option's setting does not apply to messages contained in IMAP folders unless you
also enable the "PURGE old messages from IMAP folders as well' option below.
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PURGE deleted IMAP msgs older than this many days (0 = never)

Use this control to specify the number days that you wish to allow IMAP messages
that are flagged for deletion to remain in your users' folders. Messages flagged for
deletion longer than this number of days will be purged from their mailboxes. A value
of "0" means that messages flagged for deletion will never be purged due to their
age.

PURGE old messages from IMAP folders as well

Click this checkbox if you want the "Delete messages older than this many days" option
above to apply to messages in IMAP folders as well. When this control is disabled,
regular messages contained in IMAP folders will not be deleted due to their age.

Domain Settings

Max message size from authenticated senders [xx] KB (0=no limit)

Use this option if you wish to set a limit on the size of messages that an
authenticated sender can send to the domain. The value is in Kilobytes and set to
"0" by default, which means no limit. If you wish to set a message size limit for non-
authenticated senders, use the "...all other senders" option below.

Max message size from all other senders [xx] KB (0=no limit)

Use this option if you wish to set a limit on the size of messages that a non-
authenticated sender can send to the domain. The value is in Kilobytes and set to
"0" by default, which means no limit. If you wish to set a message size limit for
authenticated senders, use the previous option.

Max account disk space quota [xx] MB (0=no limit) (Cloud only)
Use this option if you wish to set a limit on how much disk space the domain can
use. This option is only available in MDaemon Private Cloud.

Max members per mailing list [xx] (0=no limit) (Cloud only)

Use this option if you wish to set a maximum number of members allowed for each of
this domain's mailing lists. There is a corresponding global option on the Mailing List
Manager's Settings[2s4 screen. This option is only available in MDaemon Private
Cloud.

Max messages sent per hour [xx] (0=no limit) (Cloud only)

Use this option if you wish to designate a maximum number of messages that the
domain can send per hour. Once this limit is reached, further messages are left in
the queue until the count resets. Message counts are reset hourly and when the
server is restarted. This option is only available in MDaemon Private Cloud.

Enable AntiVirus service for this domain
Click this check box if you want the AntiViruslexz) settings to be applied to this
domain.

Enable AntiSpam service for this domain
Click this check box is you want MDaemon's current Spam Filter settings to be
applied to this domain.
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Enable MDaemon Connector service for this domain (Cloud only)

Check this box if you wish to enable the MDaemon Connectorls71 service for this

domain.

See:

Account Editor » Quotas[7M

3.2.11 ActiveSync

] Domain Manager - ActiveSync

=)- Domain Manager
=8 company.test
- Host Name & [P
- Smart Host
- Accounts
. MDIM
- Calendar
. Webmail
- Dequeuing
- Signatures
. Client Signatures
- Settings
.. Client Settings
: Policy Manager
Assigned Policy
i Accounts

. Clients

+)- example.com

ActiveSync Management PlugIn

Enable ActiveSync services for this Domain

Examples of Checkbox Usage
Cos on [W] Use Server Default

Cancel

Apply Help

Use this section of the Domain Manager to administer the domain's ActiveSync|as
settings. You can manage the ActiveSync settings and defaults for all domains from the
ActiveSync Manager's Domains[44l screen.

ActiveSync for MDaemon Management Plugin

Enable ActiveSync Service for this Domain
This option controls whether or not the domain's users will by default be able to use
an ActiveSync client to access their email and PIM data. By default the state of this
setting is inherited from the Default ActiveSync State[4i4), but you can override that
setting if you choose by toggling the checkbox to either on or off. This setting can
also be overridden for any accounts[4#l or clients[4x) that you do not wish to use the
domain's setting. NOTE: If you disable ActiveSync for this domain, a confirmation
box will open to ask if you wish to revoke ActiveSync access for all of the domain's
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users. Choose No if you wish to allow any of the domain's users who currently use
ActiveSync to continue using it. If you choose Yes, then ActiveSync will be disabled
for all of that domain's users.

This setting simply controls whether or not any of the domain's
accounts will be permitted to use ActiveSync by default, when

| the ActiveSync service is running. The global option to Enable
the ActiveSync protocollxsl must be enabled in order for
ActiveSync to be accessible to permitted domains or
accounts.

See:

ActiveSync » Domains[«d)
ActiveSync » Accounts|s0)
ActiveSync » Clients[3)

3.2.11.1 Client Settings

'_Eﬂ Domain Manager - Client Settings @

= Domain Manager General FolderSync Options  Content Handling

—|- company test
pany Troubleshooting

- Host Mame & IP Log level [
og leve v

 Srnart Host a se inherited or defaul

... Accounts Archive transactions as [H]¥ML B WEXML

- MDIM [m] validate fcorrect PIM mrk file integrity

- Calendar

. Webmail Client Options

. Dequeuing |E|Enf0rce protocol restrictions

- Signatures [m] Respond with logon alias as ‘PrimarySmtpAddress' in Get/UserInformation

- Client Signatures [®] New dients require administrative approval

- Settings Max dients per user |Use inherited or default

= ActiveSync

Client Settings Bandwidth reset Day | Use inherited or default ~

Palicy Manager

Security
Exempt from Location Screen
Dynamically allow remote address
[m] Disallow Factory Reset Wipes

+- boozleberry.com

1. example.com [m] Allow dients provisioned/managed by other servers

Example of Settings
[Joff on [m] inkerit from parent Preview Effective Settings

Settings are inherited in the order Global, Domain, Group, Account, Client Type, then Client. Any non- s
inherit setting in a subsequent level over-rides the previous level, Group based settings are applied in
lowest to highest priority order. Mot all options are available at all levels. If a setting is not available to v

Cancel Apply Help

This screen allows you to manage the default settings for accounts and clients
associated with the domain.
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By default all of the options on this screen are set to "Use inherited or default," which
means that each option will take its setting from the corresponding option on the global
Client Settingslsoi screen. Similarly, this domain's accountsles will inherit their settings
from this screen, since it is their parent screen. Any changes made to the options on
this screen will be reflected on those account screens. Below that, individual clients[xa)
also have settings screens that inherit their settings from the account-level settings.
This configuration makes it possible for you to make changes to all of the domain's
accounts and clients simply by making changes to this one screen, while also making it
possible for you to override those settings for any account or client as needed.

General

Troubleshooting

Log level
ActiveSync for MDaemon supports six levels of logging, from the highest to lowest
amount of data logged:

Debug This is the most extensive log level. Logs all available entries, and is
typically only used when diagnosing a problem.

Info Moderate logging. Logs general operations without details. This is
the default log level.

Warnin Warnings, errors, critical errors, and startup/shutdown events are
g logged.

Error  Errors, critical errors, and startup/shutdown events are logged.
Critical Critical errors and startup/shutdown event are logged.
None Only startup and shutdown events are logged.

Inherit By default, the Log Level setting is inherited from the Client
Settings hierarchy. So, Clients inherit their setting from Client
Types, Client Types from Accounts, Accounts from Groups, and so
on. The Global Client Setting for this option is determined by the
Log Level setting on the Diagnostics[+0l dialog.

Archive transactions as [XML | WBXML]

Use the Archive XML... and WBXML options if you wish to save this data, which can
sometimes be useful for debugging purposes. The global options are disabled by
default.

Validate/correct PIM mrk file integrity

This option runs a validation and correction process on the client's PIM data to look
for known issues that could prevent it from syncing correctly, such as duplicate iCal
UIDs or empty required fields. The global option is disabled by default.
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Client Options

Enforce protocol restrictions

Enable this option if you wish to deny connections from any client that attempts to
use a protocol other than the the Allowed Protocol Versions specified for the client.
By default this option is disabled, which means that protocol restrictions do not
prevent a client from using a different protocol; they simply tell the client which
protocols to use. If a client attempts to use a restricted protocol anyway, MDaemon
will still allow the connection. See: Protocol Restrictions[«2] for more information.

Respond with logon alias as 'PrimarySmtpAddress' in Get/Userinformation

This allows the service to return an alias/secondary address as the primary address
in response to a Settings/Get/UserInformation request. This works around an issue

caused by a post i0S9.x update that resulted in clients not being able to send mail

using an alias. Using this option results in a non-specification compliant response to
Settings/Get/UserInformation.

New clients require administrative approval

Enable this option if you wish to require new clients to be authorized by an
administrator before they can begin synchronizing with an account. The Clients/sss)
list indicates any clients awaiting authorization, and the administrator can authorize
them from the same screen. This setting it is Off by default.

Max clients per user

If you wish to limit the number of ActiveSync clients or devices that can be
associated with an MDaemon account, specify the desired number in this option.
The global option is set to "unlimited" by default. This option is available on the
Global, Domain, and Account client settings screens, not the individual Clients
screens.

Bandwidth reset day

Use this option if you wish to reset the bandwidth usage statistics for ActiveSync
devices on a specific day of each month. The reset event takes place as part of the
normal nightly maintenance process and is logged to the System log like other
maintenance routines. The global option is set to "0 (Never)" by default, meaning
the usage stats will never be reset. Set the child options to a different day if, for
example, you want the reset day to coincide with a user or client's wireless carrier
billing reset date.

Security

Exempt from Location Screen

Enable this option on an ActiveSync client's settings screen if you want the device
to be able to bypass Location Screeninglsst. This makes it possible for a valid user to
continue to access his or her account via ActiveSync when, for example, traveling
to a location that is otherwise blocked from authentication attempts. In order to
exempt the device it must have connected and authenticated using ActiveSync

within the time-frame configured in the Remove inactive clients after this many
days[8 setting located on the Tuning screen.
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Dynamically allow remote address

When exempting a device from Location Screening, enable this option if you also
wish to allow the remote IP address from which it is connecting. This can be
useful for allowing other clients that might be connecting from the same IP
address.

Allow clients provisioned/managed by other servers

By default, when the ActiveSync server sends provisioning data/policy specifics to a
client and it reports that it is also managed by another ActiveSync server, the client
will still be allowed to connect to MDaemon. In this circumstance, however, there is
no way to ensure that your policy specifics will be applied where they conflict with
the other ActiveSync server's policy. Generally clients default to using the most
restrictive option where policies conflict. Disable this option if you do not wish to
allows those clients to connect.

Disallow Factory Reset Wipes

If set to On/Yes, the ability to Full Wipe an ActiveSync Client will not be available.

If you wish to be able to do a full remote wipe on a client, you must first disable this
option. The option is disabled by default. For more information, see: Full Wiping an
ActiveSync Client[.:3) on the Clients page.

FolderSync Options

FolderSync Options

Exclude

Allowed/Blocked Senders folder

By default the user's Allowed Senders and Blocked Senders contact folders are
not synced with devices. They are generally only used by MDaemon to help with
automatic spam prevention. For that reason they do not need to be displayed on
devices as contacts.

Non-default mail folders

By default all user-created and default mail folders can be synced with the
device. Enable this option if you wish to allow only the default mail folders to be
synced, i.e. the Inbox, Sent Items, Deleted Items, Drafts, and so on. No user-
created folders will be included. This option is disabled by default.

Non-default PIM folders

By default all of the user's PIM folders (i.e. contacts, calendar, notes, tasks,
etc.) will be synced with the device. Enable this option if you wish to allow only
the default PIM folders to be synced. For example, if this option is enabled and a
user has multiple calendar folders, only the default calendar will be synced. This
option is disabled by default.

Include

Public Folder hierarchy
Check this box if you want the public folders[221 to which a user has access to be
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included in the user's folder list on ActiveSync devices. This is enabled by default.

Allow searching
Allows the client to search the Public Folders[2: to which it has access. This is
allowed by default.

Public Folder traversal (exposes folder names)

By default, in order for a client to sync/access a public subfolder, the account
must have Lookup permission[ze) for both the subfolder (i.e. child folder) and all
parent public folders[ze2 above it. If the account does not have permission to see
the parent folders then it cannot see the child folder either, even if the account
has permission to do so. Enable this option if you wish to allow the client to
access these child folders. Note: enabling this option must necessarily reveal the
names of the parent folders to the client, which could be deemed a security risk.
This option is disabled by default.

Maximum number of Public folders

Use this option if you wish to limit the number of Public Folders allowed on the
device. When a limit is set, the server iterates through the list of folders until
the limit is reached, and then no more are sent to the device. There is no way to
ensure the order in which folders will be processed. By default there is no global
limit set.

Shared folders
Check this box if you want the shared folders[+il to which a user has access to be
included in the user's folder list on ActiveSync devices. This is enabled by default.

Allow searching
Allows the client to search the Shared Folders[722 to which it has access. This is
allowed by default.

Content Handling

Content Handling Options

Create tasks/reminders for mail items when flagged by client

This option makes it possible for MDaemon to remind the user about flagged items,
by creating a task item for each flagged email when the client requests it. The
global option for this control is enabled by default.

Always send meeting updates when event modified

Some clients do not properly send meeting update emails when modifying a meeting.
This instructs the ActiveSync Service to send out a meeting update when a meeting
item is updated by the organizer. This should only be set on clients[«8 and client
types[ssil that fail to send out meeting updates properly, otherwise, it will result in
duplicate meeting updates being sent. Consequently, this option is only available on
the settings pages for Clients and Client-Types.
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Request Read Receipts on all sent mail
Enable this option if you want the server to request read confirmation for all mail
sent by a client. This is disabled by default.

Send Read Receipt from Server when mail marked as read and when requested by
sender

Enable this option if you want the server to support read confirmation requests and
issue a read receipt when a message is flagged as read by a client. This is disabled
by default.

Send as Alias specified in ReplyTo Address

Some clients may not allow a sender to send mail using an Alias. This feature was
added to the Exchange ActiveSync (EAS) protocoll«2] 16.x, but some clients do not
support 16.x. For instance, Outlook for Windows only uses EAS 14.0, and while it
does allow a user to specify an alternate address to send as, the message
generated does not reflect the user's choices correctly. This option allows the use
of the ReplyTo field to send the email, as long as that ReplyTo address is a valid
alias[s) for that user. The global option is enabled by default.

Virtually merge public contacts into default contacts

Enable this option if you wish to merge the public contacts with the user's default
contacts on the device. This is only a virtual merge, that is they are not actually
copied to the user's contacts folder. This can be useful on clients that do not
support Global Address List (GAL) searches. This is disabled by default.

Block Sender when moving mail into Junk-Email folder

When enabled, upon a client moving an email to the account's Junk Email folder, the
service will add the Sender or From address of that email to the Blocked Senders
Contacts folder.

Force sending meeting responses when a meeting request is accepted/declined, etc.
When enabled, upon a client accepting, declining or otherwise choosing an action in
response to a meeting request, the service will send a meeting response to the
meeting organizer. This is for specific clients that don't properly send those updates
themselves.

Preview Effective Settings

This button is available on all of the child Client Settings screens (i.e. domains[sa),
accounts[«0), and clients[49)). Since by default the options on those screens are set to
inherit their settings from a parent screen, use this feature to see what settings are
currently being applied to the displayed screen.

See:

ActiveSync » Client Settings[4xh
ActiveSync » Accounts|s0)
ActiveSync » Clients[z)
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3.2.11.2 Policy Manager

-] Domain Manager - Policy Manager @

= Domain Manager Select Domain | company. test Refresh

—J- company.test *Right-Click on or press the Context-Menu on an item key to make modifications
- Host Name & P

- Smart Host

- Accounts

.. MDIM

- Calendar

- Webmail

. Dequeuing

- Signatures

- Client Signatures

- Settings

= ActiveSync

o Client Settings
Assigned Policy
Accounts

i Clients

+)- example.com

Policy Name Usage # Policy ID

Unsecured [u] 400000000-0000-0000-0000-000000000000%
4 Digit PIN Required o] 4{00000000-0000-0001-0000-000000000000%
Password Required o] 400000000-0000-0002-0000-000000000000%
Mew Policy 2017-04-19T17:29:54.9682 0 4762bas43-4fd0-40d7-bbfd-45d 1baa 2276}
New Policy 2017-04-19T17:17:44.462Z O {7c4e2ed4-4d39-4223-9770-f4a%bcd 7780d}

Cancel Apply Help

Use this screen to manage the ActiveSync Policies that can be assigned to user
devices to govern various options. Predefined policies are provided, and you can
create, edit and delete your own. Default and overriding policies can can be assigned
to the domain and each account/sol and client[4) on their respective Assigned Policy
screens.

Not all ActiveSync devices recognize or apply policies
consistently. Some may ignore policies or certain policy

| elements altogether, and others may require a device reboot
before changes take effect. Further, when attempting to
assign a new policy to a device, it will not be applied to the
device until the next time it connects on its own to the
ActiveSync server; policies cannot be "pushed" to devices until
they connect.

ActiveSync Policies

Right-click the list to open the shortcut menu with the following options:

Create Policy
Click this option to open the ActiveSync Policy Editorl2n, used for creating and
editing your policies.
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Delete
To delete a policy, select a custom policy from the list and then click Delete. Click
Yes to confirm the action. The predefined policies cannot be deleted.

Edit Policy

To edit a policy, right-click a custom policy from the list and then click Edit Policy.
After making your desired changes in the policy editor, click OK. The predefined
policies cannot be edited.

View Policy Usage
Right-click a policy and then choose this option to view a list of all domains,
accounts, and clients that are set to use this policy.

= ActiveSync Policy Editor

The ActiveSync Policy Editor has four tabs: General, Passwords, Sync, and
Advanced Settings. The Advanced Settings tab is hidden unless you activate Enable
editing of advanced policy options[s), located on the ActiveSync System screen.

-1 General

Use this screen to designate a name and description for your policy. You can also preview
the XML policy document.

Editing Policy: Mew Policy 2022-04-27T17:31:44.7497 {26a3eff0- bcee-415e-9225-d461... X

General  pasewords Sync  Advanced Settings

Administrative
Marme | ew Policy 2022-04-27T17:31:44, 749,
Description

Preview Policy Document

Concel b

Administrative

Name
Specify a name for your custom policy here.
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Description

Use this area to describe your custom policy. This description appears on the
Apply Policy dialog when selecting a policy to apply to a domain, account, or
client.

Preview Policy Document
Click this button to preview the XML policy document for this policy.

- Passwords
Password options and requirements for the policy are designated on this tab.

Editing Policy: Mew Policy 2022-04-27T17:31:44,7497 {26a3ef60- beee-415e-9225-d461... X

General Passwords Sync  Advanced Settings

|:| Require password
Allow dient to save ‘Recovery Password' to server

Password Type Password Strength
Simple PIN Minimum length | © -
Complexfalpha-Mumeric Complexity level ! -

Password Options
Days until password expires 0

Mumber of recent passwords remembered/disallowed by dient | 0 =

Minutes of inactivity before dient locks 0 =

Wipe dient or enter Timed Lockout Mode' after repeated failed password attempts

Failed password attempts before dient wipes or enters Timed Lockout Mode' O =
Cancel Help

Require password
Check this box if you wish to require a password on the device. It is disabled by
default.

Allow device to save 'Recovery Password' to server

Enable this option if you wish to allow clients to use ActiveSync's Recovery
Password option, which allows a device to save a temporary recovery password
to the server to unlock the device if the password is forgotten. The
administrator can find this recover password under the client's Details[+3). Most
devices do not support this feature.
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Password Type

Simple PIN

How this option is implemented is largely dependent on the device, but
selecting Simple PIN as the password type generally means that no restrictions
or complexity requirements are placed on the device password, other than the
Minimum password length option below. This allows simple passwords such as:
"111," "aaa," "1234," "ABCD" and the like.

Complex/Alpha-Numeric

Use this policy option if you wish to require more complex and secure device
passwords than the Simple PIN option. Use the Complexity level option below to
define exactly how complex the password must be. This is the default selection
when a password is required by the policy.

Password Strength

Minimum length
Use this option to set the minimum number of characters that the device
password must contain, from 1-16. This option is set to "1" by default.

Complexity level

Use this option to set the complexity level requirement for Complex/Alpha-
numeric device passwords. The level is the number of different types of
characters that the password must contain: uppercase letters, lowercase
letters, numbers, and non-alphanumeric characters (such as punctuation or
special characters). You can require from 1-4 character types. For example, if
this option were set to "2", then the password must contain at least two of the
four character types: uppercase and numbers, uppercase and lowercase,
numbers and symbols, and so on. This option is set to "1" by default.

Password Options

Days until password expires (0=never)
This is the number of days allowed before the device's password must be
changed. This option is disabled by default (set to "0").

Number of recent passwords remembered/disallowed by device (0=none)

Use this option if you wish to prevent the device from reusing a specified
number of old passwords. For example, if this option is set to "2" and you
change your device password, you will not be able to change it to either of the
last two passwords that were used. The option is disabled by default (set to
"0").

Minutes of inactivity before device locks (0=never)
This is the number of minutes that a device can go without any user input
before it will lock itself. This password option is disabled by default (set to "0").

Wipe device or enter 'Timed Lockout Mode"' after repeated failed password attempts
When this option is enabled and the user fails the designated number of
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password attempts, the device will either lock itself for a certain amount of
time or perform a wipe of all data, depending on the device. This option is
disabled by default.

Failed password attempts before device wipes or enters 'Timed Lockout Mode'
When the "Wipe device.." option above is enabled and a user fails this many
password attempts, the device will be wiped or the Timed Lockout Mode'
will be triggered, depending on the device.

- Sync

This screen contains various settings governing HTML email, allowing attachments, limiting
the number of characters to transfer, and the maximum mail and calendar timeframes to
sync.

Editing Policy: New Policy 2022-04-27T17:31:44.7457 {26a3ef60-bcee-415e-9225-d461... X

General Passwords SYNS  Advanced Settings
Mail Settings
Allow HTML email
Allow attachments
Maximum attachment size in bytes (0=na limit)

)
Maximum characters of text body to transfer {-1=no limt) -1 =

Maximum characters of HTML body to transfer (-1=no limt) 1=
Maximum timeframe of mail to synchronize | Al w

Calendar
Maximum historical timeframe of calendar to sync | all w
Concel e

Mail Settings

Allow HTML email

By default HTML-formatted email can be synced/sent to ActiveSync clients.
Uncheck this box if you wish to send only plain text.

Allow attachments

Allows the device to download file attachments. This option is enabled by
default.
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Max attachment size in bytes (0=no limit)

This is the maximum size of attachment that can be automatically
downloaded to the device. There is no size limit set for this option by
default (set to "0").

Maximum characters of text body to transfer (-1=no limit)

This is the maximum number of characters in the body of plain text-
formatted emails that will be sent to the client. If the message body
contains more characters than are allowed, the body will be truncated to
the specified limit. By default there is no limit set (option set to "-1"). If you
set the option to "0" then only the message header is sent.

Maximum characters of HTML body to transfer (-1=no limit

This is the maximum number of characters in the body of HTML-formatted
emails that will be sent to the client. If the message body contains more
characters than are allowed, the body will be truncated to the specified
limit. By default there is no limit set (option set to "-1"). If you set the
option to "0" then only the message header is sent.

Maximum timeframe of mail to synchronize

This is the amount of past email, by date range from today, that can be
synchronized by the device. By default this is set to "All," meaning that all
email can be synchronized no matter how old it is.

Calendar

Maximum historical timeframe of calendar to sync

This is how far back from today that past calendar entries can be
synchronized by the device. By default this is set to "All," meaning that all
past entries can be synchronized no matter how old they are.

- Advanced Settings

The Advanced Settings tab contains options governing the types of connections allowed,
whether certain applications can be enabled, storage and encryption, and roaming.
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Editing Policy: Mew Policy 2022-04-27T17:31:44,7497 {26a3ef60-bcee-413e-9225-d461... X

General Passwords Sync  Advanced Setfings

Connections Allowed

Bluetooth |Yes w

WIFI
[+ 1nfrared (Iroa)
Internet sharing (portable hotspot)

Applications
Web browser enabled

Camera enabled

Storage
|:| Require client encryption

Allow storage card
|:| Require storage card encryption
Desktop sync

Remote Desktop enabled

Unsigned applications allowed

Consumer email enabled Unsigned installers allowed

POPIMAP email enabled Text messaging enabled

Roaming
[]require manual sync while roaming

Cancel Help

This tab is hidden unless you activate Enable editing of advanced policy
options[ses), located on the ActiveSync for MDaemon screen.

Connections Allowed

Bluetooth

Use this option to designate whether or not Bluetooth connections are
allowed on the device. You can choose Yes to allow Bluetooth connections,
No to prevent them, or Handsfree to restrict Bluetooth to Handsfree only.
This option is set to Yes by default.

WIFI
Allows WIFI connections. Enabled by default.

Infrared (IrDA)
Allows Infrared (IrDA) connections. Enabled by default.

Internet sharing (portable hotspot)
This option allows the device to use Internet sharing (portable hotspot). It
is enabled by default.

Storage

Require device encryption
Click this option if you wish to require encryption on the device. Not all
devices will enforce encryption. This is disabled by default.

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



Setup Menu 213

Allow storage card
Allows a storage card to be used in the device. This is enabled by default.

Require storage card encryption
Use this option if you wish to require encryption on a storage card. This is
disabled by default.

Desktop sync
Allows Desktop ActiveSync on the device. Enabled by default.

Applications

Web browser enabled

Allows the use of a browser on the device. This option is not supported on
some devices, and it may not apply to 3rd party browsers. It is enabled by
default.

Camera enabled
Allows the use of a camera on the device. This option is enabled by default.

Consumer email enabled

Device allows the user to configure a personal email account. When
disabled, the types of email accounts or services that are prohibited is
entirely dependent on the particular ActiveSync client. This option is
enabled by default.

POP/IMAP email enabled
Allows access to POP or IMAP email. Enabled by default.

Remote Desktop enabled
Allows the client to use Remote Desktop. Enabled by default.

Unsigned applications allowed
This option allows unsigned applications to be used on the device. This is
enabled by default.

Unsigned installers allowed
This option allows unsigned installers to be run on the device. This is
enabled by default.

Text messaging enabled
This option allows text messaging on the device. Text messaging is enabled
by default.

Roaming

Require manual sync while roaming
Use this policy option if you wish to require the device to synchronize
manually while roaming. Allowing automatic synchronization while roaming
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could increase data costs for the device, depending on its carrier and data
plan. This option is disabled by default.

See:

Domain Manager » Assigned Policy[2d
ActiveSync » Accounts|48)
ActiveSync » Clients[s3)

3.2.11.3 Assigned Policy

] Domain Manager - Assigned Policy @

Select Policy for ...

=)- Domain Manager
: Domain | company.test

- company.test
.. Host Name & [P Current Effective Policy
- Smart Host |

- Accounts
. MDIM ‘

- Calendar

- Webmail

- Dequeuing

- Signatures

. Client Signatures
- Settings Policy to Assign
= ActiveSync

Client Settings
.---Policy Manager ‘

| <No effective policy >

<Mo Policy Set= w

+)- example.com

Cancel Apply Help

Use this screen to assign the default ActiveSync policy[=6 for the domain. When an
ActiveSync client connects using one of this domain's accounts, this is the policy that
will be assigned to the client, unless an alternate policy has been set specifically for
that account.

Assigning a Default ActiveSync Policy

To assign a default ActiveSync policy for the domain, click the Policy to Assign drop-
down list, select the desired policy, and click Ok.
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See:

Domain Manager » Policy Managerlﬁﬁ
ActiveSync » Accounts[s:0)

ActiveSync » Clients[3)

3.2.11.4 Accounts

] Domain Manager - Accounts

=- Domain Manager
E| company.test
- Host Name & [P
- Smart Host
- Accounts
.. MDIM
- Calendar
- Webmail
- Dequeuing
- Signatures
. Client Signatures
- Settings
[=- ActiveSync

i Client Settings

-Policy Manager
- Assigned Policy
iccount]

L. Clients

[+ example.com

Select Domain | company. test

* Right-Click on or press the Context-Menu on an account key to make modifications

Account Settings defined  Assigned Policy

<No Policy Set=>
<No Policy Set=
<No Policy Set=

bill. farmer @company. test Mo
frank.thomas @company.test Mo
michael. mason@company.test Mo

Find user: Add

Summary
3 [ Unlimited ActiveSync licenses in use

Revoke All Listed Accounts

3 in this domain

Cancel Apply

Help

Use this screen to designate the domain's accounts that are authorized to use
ActiveSync, and you can edit each authorized account's client settings and assign its
ActiveSync policy.

= Authorizing Accounts

Click Add to manually authorize one or more of the domain's accounts to use

ActiveSync. This opens the Select Users dialog for finding and selecting the
accounts.
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B Select Users, Groups or Built-In Objects x

Select these object | Object Types...
From these domains: Company. test Locations...
Common Queries

MName contains: | | Find Mow

Email contains: | |

Description contains: | |

[Jincude Disabled Accounts

QK
Search Results e o =
] Mame Type Email
O 5 Randy Peterman User  randy.peterman@company. test
5 Sir Smith User  sir.smith@company. test

Common Queries

Use the options in this section to narrow your search by specifying all or part of
the user's name, email address, or the contents of the account's Description|ees).
Leave these fields blank if you want the search results to contain every user that
matches the Locations specified above.

Include Disabled Accounts
Check this box if you wish to include disabled accountses in your search.

Find Now
After you have specified all of your search criteria, click Find Now to perform the
search.

Search Results
After performing the search, select any desired users in the Search Results and
click OK to add them to the list of authorized accounts.

Revoking Accounts

To revoke an account's authorization to use ActiveSync, select it from the list and
click Revoke Selected Account. If you wish to revoke all accounts, click the Revoke
All Accounts button.

If you have enabled the option to Authorize all accounts upon
9 first access via ActiveSync protocolls), revoking an account's
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access will remove it from the list, but the next time a device
connects for the account it will be authorized again.

Assigning an ActiveSync Policy

To assign a Policy[4+2 to the account:

1
2
3.
4

Select an account from the list.

Click Assign Policy. This opens the Apply Policy dialog.

Click the Policy to Assign drop-down list and choose the desired policy.

Click OK.

This policy will be assigned to any new device that connects for this account.

Searching the List of Authorized Accounts
If you have a large number of accounts authorized to use ActiveSync, you can use the

Find user box to search the list for a specific account. Simply type the first few

letters of the account's email address to select the user.

- Settings

Select an account and click Settings to manage the Client Settings for the
account. These settings will be applied to any ActiveSync clients that connect for
the account.
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Client Settings: frank.thomas@company.test

General  FolderSync Options  Content Handling

Troubleshooting
Log level |Use inherited or default o

Archive transactions as [W]xML W] WEXML
[m] validate /correct PIM mrk file integrity

Client Options

[m] Enforce protocol restrictions
[®] Respond with logon alias as 'PrimarySmipaddress’ in Get/Userinformation

[m] Mew dients require administrative approval

Max dients per user | Use inherited or default ~

Bandwidth resetDay | Use inherited or default

Security
|E| Exempt from Location Screen
(] Dynamically allow remote address
[m] allow dients provisioned/managed by other servers
[m] Disallow Factory Reset Wipes

Preview Runtime Settings Cancel Help

Enabled [ ] Disabled [m] Indeterminate

By default all of the options on this screen are set to "Use inherited or default," which
means that each option will take its setting from the corresponding option on the

domain's Client Settings[z0l screen. Any changes made to the settings on that screen
will be reflected on this screen. Conversely, any changes you make to this screen will

override the domain-level setting for this account.

General

Troubleshooting

Log level
ActiveSync for MDaemon supports six levels of logging, from the highest to lowest

amount of data logged:

Debug This is the most extensive log level. Logs all available entries, and
is typically only used when diagnosing a problem.

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



Setup Menu 219

Info Moderate logging. Logs general operations without details. This is
the default log level.

Warnin  Warnings, errors, critical errors, and startup/shutdown events are
g logged.

Error  Errors, critical errors, and startup/shutdown events are logged.
Critical Critical errors and startup/shutdown event are logged.
None Only startup and shutdown events are logged.

Inherit By default, the Log Level setting is inherited from the Client
Settings hierarchy. So, Clients inherit their setting from Client
Types, Client Types from Accounts, Accounts from Groups, and so
on. The Global Client Setting for this option is determined by the
Log Level setting on the Diagnostics[«d dialog.

Archive transactions as [XML | WBXML]

Use the Archive XML... and WBXML options if you wish to save this data, which can
sometimes be useful for debugging purposes. The global options are disabled by
default.

Validate/correct PIM mrk file integrity

This option runs a validation and correction process on the client's PIM data to look
for known issues that could prevent it from syncing correctly, such as duplicate iCal
UIDs or empty required fields. The global option is disabled by default.

Client Options

Enforce protocol restrictions

Enable this option if you wish to deny connections from any client that attempts to
use a protocol other than the the Allowed Protocol Versions specified for the client.
By default this option is disabled, which means that protocol restrictions do not
prevent a client from using a different protocol; they simply tell the client which
protocols to use. If a client attempts to use a restricted protocol anyway,
MDaemon will still allow the connection. See: Protocol Restrictions[«2] for more
information.

Respond with logon alias as 'PrimarySmtpAddress' in Get/UserInformation

This allows the service to return an alias/secondary address as the primary address
in response to a Settings/Get/UserInformation request. This works around an issue

caused by a post i0S9.x update that resulted in clients not being able to send mail

using an alias. Using this option results in a non-specification compliant response to
Settings/Get/UserInformation.

New clients require administrative approval

Enable this option if you wish to require new clients to be authorized by an
administrator before they can begin synchronizing with an account. The Clients[s)
list indicates any clients awaiting authorization, and the administrator can authorize
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them from the same screen. This setting it is Off by default.

Max clients per user

If you wish to limit the number of ActiveSync clients or devices that can be
associated with an MDaemon account, specify the desired number in this option.
The global option is set to "unlimited" by default. This option is available on the
Global, Domain, and Account client settings screens, not the individual Clients
screens.

Bandwidth reset day

Use this option if you wish to reset the bandwidth usage statistics for ActiveSync
devices on a specific day of each month. The reset event takes place as part of
the normal nightly maintenance process and is logged to the System log like other
maintenance routines. The global option is set to "0 (Never)" by default, meaning
the usage stats will never be reset. Set the child options to a different day if, for
example, you want the reset day to coincide with a user or client's wireless carrier
billing reset date.

Security

Exempt from Location Screen

Enable this option on an ActiveSync client's settings screen if you want the device
to be able to bypass Location Screeninglssil. This makes it possible for a valid user
to continue to access his or her account via ActiveSync when, for example,
traveling to a location that is otherwise blocked from authentication attempts. In
order to exempt the device it must have connected and authenticated using
ActiveSync within the time-frame configured in the Remove inactive clients after
this many dayslssl setting located on the Tuning screen.

Dynamically allow remote address

When exempting a device from Location Screening, enable this option if you also
wish to allow the remote IP address from which it is connecting. This can be
useful for allowing other clients that might be connecting from the same IP
address.

Allow clients provisioned/managed by other servers

By default, when the ActiveSync server sends provisioning data/policy specifics to
a client and it reports that it is also managed by another ActiveSync server, the
client will still be allowed to connect to MDaemon. In this circumstance, however,
there is no way to ensure that your policy specifics will be applied where they
conflict with the other ActiveSync server's policy. Generally clients default to using
the most restrictive option where policies conflict. Disable this option if you do not
wish to allows those clients to connect.

Disallow Factory Reset Wipes

If set to On/Yes, the ability to Full Wipe an ActiveSync Client will not be available.
If you wish to be able to do a full remote wipe on a client, you must first disable
this option. The option is disabled by default. For more information, see: Full
Wiping an ActiveSync Client[«9) on the Clients page.
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FolderSync Options

FolderSync Options

Exclude

Allowed/Blocked Senders folder

By default the user's Allowed Senders and Blocked Senders contact folders are
not synced with devices. They are generally only used by MDaemon to help with
automatic spam prevention. For that reason they do not need to be displayed
on devices as contacts.

Non-default mail folders

By default all user-created and default mail folders can be synced with the
device. Enable this option if you wish to allow only the default mail folders to be
synced, i.e. the Inbox, Sent Items, Deleted Items, Drafts, and so on. No user-
created folders will be included. This option is disabled by default.

Non-default PIM folders

By default all of the user's PIM folders (i.e. contacts, calendar, notes, tasks,
etc.) will be synced with the device. Enable this option if you wish to allow only
the default PIM folders to be synced. For example, if this option is enabled and a
user has multiple calendar folders, only the default calendar will be synced. This
option is disabled by default.

Include

Public Folder hierarchy
Check this box if you want the public folders[22 to which a user has access to be
included in the user's folder list on ActiveSync devices. This is enabled by default.

Allow searching
Allows the client to search the Public Folders[z2 to which it has access. This is
allowed by default.

Public Folder traversal (exposes folder names)

By default, in order for a client to sync/access a public subfolder, the account
must have Lookup permission[ze3 for both the subfolder (i.e. child folder) and all
parent public folders[=2 above it. If the account does not have permission to
see the parent folders then it cannot see the child folder either, even if the
account has permission to do so. Enable this option if you wish to allow the
client to access these child folders. Note: enabling this option must necessarily
reveal the names of the parent folders to the client, which could be deemed a
security risk. This option is disabled by default.

Maximum number of Public folders

Use this option if you wish to limit the number of Public Folders allowed on the
device. When a limit is set, the server iterates through the list of folders until
the limit is reached, and then no more are sent to the device. There is no way
to ensure the order in which folders will be processed. By default there is no
global limit set.
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Shared folders
Check this box if you want the shared folders[+wi to which a user has access to be
included in the user's folder list on ActiveSync devices. This is enabled by default.

Allow searching
Allows the client to search the Shared Folders(2) to which it has access. This is
allowed by default.

Content Handling

Content Handling Options

Create tasks/reminders for mail items when flagged by client

This option makes it possible for MDaemon to remind the user about flagged items,
by creating a task item for each flagged email when the client requests it. The
global option for this control is enabled by default.

Always send meeting updates when event modified

Some clients do not properly send meeting update emails when modifying a meeting.
This instructs the ActiveSync Service to send out a meeting update when a
meeting item is updated by the organizer. This should only be set on clients[«s and
client types[sh that fail to send out meeting updates properly, otherwise, it will
result in duplicate meeting updates being sent. Consequently, this option is only
available on the settings pages for Clients and Client-Types.

Request Read Receipts on all sent mail
Enable this option if you want the server to request read confirmation for all mail
sent by a client. This is disabled by default.

Send Read Receipt from Server when mail marked as read and when requested by
sender

Enable this option if you want the server to support read confirmation requests and
issue a read receipt when a message is flagged as read by a client. This is disabled
by default.

Send as Alias specified in ReplyTo Address

Some clients may not allow a sender to send mail using an Alias. This feature was
added to the Exchange ActiveSync (EAS) protocoll?z'ﬁ 16.%, but some clients do not
support 16.x. For instance, Outlook for Windows only uses EAS 14.0, and while it
does allow a user to specify an alternate address to send as, the message
generated does not reflect the user's choices correctly. This option allows the use
of the ReplyTo field to send the email, as long as that ReplyTo address is a valid
alias[ed for that user. The global option is enabled by default.

Virtually merge public contacts into default contacts

Enable this option if you wish to merge the public contacts with the user's default
contacts on the device. This is only a virtual merge, that is they are not actually
copied to the user's contacts folder. This can be useful on clients that do not
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support Global Address List (GAL) searches. This is disabled by default.

Block Sender when moving mail into Junk-Email folder

When enabled, upon a client moving an email to the account's Junk Email folder, the
service will add the Sender or From address of that email to the Blocked Senders
Contacts folder.

Force sending meeting responses when a meeting request is accepted/declined, etc.
When enabled, upon a client accepting, declining or otherwise choosing an action in
response to a meeting request, the service will send a meeting response to the
meeting organizer. This is for specific clients that don't properly send those updates
themselves.

Preview Effective Settings

This button is available on all of the child Client Settings screens (i.e. domains|4,
accountsl4), and clients[ss)). Since by default the options on those screens are set to
inherit their settings from a parent screen, use this feature to see what settings are
currently being applied to the displayed screen.

See:

ActiveSync » Client Settings[«h
ActiveSync » Domains[+3
ActiveSync » Clients[s3)
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3.2.11.5 Clients

-] Damain Manager - Clients @
=- Domain Manager Refresh
El- company.test *Right-Click on or press the Context-Menu on an account key to make modifications

.. Host Mame 8¢ [P

Smart Host Email Address Client Type Client ID
.. Accounts bill. farmer @company. test WindowsOutlook15 48F708C28F654AC3A31AB6293
. MDIM frank.thomas @company.test  iPad ApplDMRIIX05F182
. Calendar frank. thomas @company.test  SAMSUNGSGHI747 SEC192C55F9CHC8A

Webmail frank. thomas @company.test  WindowsOutlook15 9090756EDAES42CFASF56DFDT

D . michael. mason@company.test Collector_1.0 (Requires Approval) TIVANb7b552669e5 1cf3660ba0:
S.equ:u "9 michael, mason@company.test WindowsOutook15 C44088A5AT6341E1926256680
- Signatures
- Client Signatures
- Settings

[=- ActiveSync
Client Settings
Policy Manager
< >
- example.com
Filter Client Listing to... | All dients w

Cancel Apply Help

This screen contains an entry for each ActiveSync device associated with the domain.

ActiveSync Client Details

W ActiveSync Client

Email Address

Domain

Client Type

Client ID

User Agent

Client Model

IMEI

Friendly Name

Operating System
Operating System Language
Phone Number

Maobile Operator

IP Address

Last GMT Logon Time
Protocol Version
Effective Policy

Device Wipe Requested
Account Only Wipe Requested
Authorization Time Stamp
Authorization made by
192,168.0,100

frank.thomas @company. test

company. test

iPad

14AG5AD03AA 1B 2FADFT 12459

UA_iPad/9.6.9.8

iPad 4,22

528514162102

Frank's iPad

Fizzbin Mabile Systems 20.0

en-us

8175553875

Example Wireless Ltd,

192,168.0,100

2023-01-03T16:43:28.000Z (2023-01-03 10:43:28)
16.1

<Mo Palicy Set=

Mo

Mo

2022-06-10T19:13: 58,4207 (2022-06-10 14:13:58)
MDAirSync

2023-01-03T16:00:00.000Z {2023-01-03 10:00:00)
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Double-click an entry, or right-click the entry and click View Client Details, to open
the Client Details dialog. This screen contains information about the client, such as its
Client Type, Client ID, last login time, and the like.

Client Settings

Right-click a client and click Customize Client Settings to manage its Client Settings.
By default these settings are inherited from the Client Type settings, but they can be
adjusted however you like. See Managing a Device's Client Settings[26) below.

Assigning an ActiveSync Policy
To assign a Policyl«2 to the device:

1. Right-click a device in the list.

2. Click Apply Policy. This opens the Apply Policy dialog.

3. Click the Policy to Assign drop-down list and choose the desired policy.
4. Click OK.

Statistics

Right-click an entry and then click View Statistics to open the Client Statistics dialog,
containing various usage stats for the client.

Reset Statistics

If you wish to reset a client's statistics, right-click the client, click Reset Statistics,
and then OK to confirm the action.

Removing an ActiveSync Client

To remove an ActiveSync client, right-click the client and click Delete, and then Yes.
This will remove the client from the list and delete all synchronization information
related to it in MDaemon. Therefore if in the future the account uses ActiveSync to
synchronize the same client, MDaemon will treat the client as if it had never before
been used on the server; all client data will have to be re-synchronized with MDaemon.

Full Wiping an ActiveSync Client

When a policy[«2] has been applied to a selected ActiveSync client, and the client has
applied it and responded, then there will be a Full Wipe option available for that client.
To do a Full Wipe, right-click the client (or select it if you are using MDRA) and click
Full Wipe. The next time the client connects, MDaemon will tell it to erase all data, or
restore itself to its factory default state. Depending on the client, this may remove
everything on it, including downloaded apps. Further, as long as the client's ActiveSync
entry exists, MDaemon will continue to send the wipe request any time that device
connects in the future. If at some point you wish to delete the client, make sure you
add it to the Block List[48! first, so that it cannot connect again in the future. Finally, if
a wiped device is recovered and you wish to allow it to connect again, you should
select the device and click Cancel Wipe Actions. You must also remove it from the
Block List.
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Account Wiping an ActiveSync Client

To wipe the account's mail and PIM data from the client or device, right-click and click
Account Wipe Account Mail and PIM from client. The Account Wipe option is similar
to the Full Wipe option explained above, but instead of wiping all data, it will wipe only
the account's data, such as its emails, calendar entries, contacts, and the like. The
rest, such as apps, photos or music is left alone.

Authorizing Client

If the "New clients require administrative approval" option on the ActiveSync Client
Settings[4o screen is set to require approval, select a client and click Approve client to
sync, to authorize it for synchronization with the server.

= Managing a Device's Client Settings

The device-level Client Settings screen allows you to manage settings for a specific
device.

Client Settings: frank.thomas@company.test/14A65AD03AA182FADFT1 2469

General  FolderSync Options  Content Handling

Troubleshooting
Log level |Use inherited or default W

Archive transactions as [W]xML  [H] WEXML
[m] validatejcorrect PIM mrk file integrity

Client Cptions

[m] Enforce protocol restrictions
[m] Respond with logon alias as ‘PrimarySmtpAddress' in Get/UserInformation

Bandwidth reset Day | |Jse inherited or default w

Security
|E| Exempt from Location Screen
[m] Dynamically allow remote address
[m] Allow dients provisioned/managed by other servers
[m] Disallow Factory Reset Wipes

Preview Runtime Settings Cancel Help

Enabled [ ] pisabled [®] Indeterminate
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By default all of the options on this screen are set to "Use inherited or default," which
means that each option will take its setting from the corresponding option on the
Client-Types Client Settingslss screen. Any changes made to the settings on that
screen will be reflected on this screen. Conversely, any changes you make to this
screen will override the client-type-level setting for this device.

General

Troubleshooting

Log level
ActiveSync for MDaemon supports six levels of logging, from the highest to lowest
amount of data logged:

Debug This is the most extensive log level. Logs all available entries, and
is typically only used when diaghosing a problem.

Info Moderate logging. Logs general operations without details. This is
the default log level.

Warnin Warnings, errors, critical errors, and startup/shutdown events are
g logged.

Error Errors, critical errors, and startup/shutdown events are logged.
Critical Critical errors and startup/shutdown event are logged.
None Only startup and shutdown events are logged.

Inherit By default, the Log Level setting is inherited from the Client
Settings hierarchy. So, Clients inherit their setting from Client
Types, Client Types from Accounts, Accounts from Groups, and so
on. The Global Client Setting for this option is determined by the
Log Level setting on the Diagnostics[«d dialog.

Archive transactions as [XML | WBXML]

Use the Archive XML... and WBXML options if you wish to save this data, which can
sometimes be useful for debugging purposes. The global options are disabled by
default.

Validate/correct PIM mrk file integrity

This option runs a validation and correction process on the client's PIM data to look
for known issues that could prevent it from syncing correctly, such as duplicate iCal
UIDs or empty required fields. The global option is disabled by default.

Client Options

Enforce protocol restrictions
Enable this option if you wish to deny connections from any client that attempts to
use a protocol other than the the Allowed Protocol Versions specified for the client.
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By default this option is disabled, which means that protocol restrictions do not
prevent a client from using a different protocol; they simply tell the client which
protocols to use. If a client attempts to use a restricted protocol anyway,
MDaemon will still allow the connection. See: Protocol Restrictions|+2) for more
information.

Respond with logon alias as 'PrimarySmtpAddress' in Get/UserInformation

This allows the service to return an alias/secondary address as the primary address
in response to a Settings/Get/UserInformation request. This works around an issue

caused by a post i0S9.x update that resulted in clients not being able to send mail

using an alias. Using this option results in a non-specification compliant response to
Settings/Get/UserInformation.

New clients require administrative approval

Enable this option if you wish to require new clients to be authorized by an
administrator before they can begin synchronizing with an account. The Clients/[ss)
list indicates any clients awaiting authorization, and the administrator can authorize
them from the same screen. This setting it is Off by default.

Max clients per user

If you wish to limit the number of ActiveSync clients or devices that can be
associated with an MDaemon account, specify the desired number in this option.
The global option is set to "unlimited" by default. This option is available on the
Global, Domain, and Account client settings screens, not the individual Clients
screens.

Bandwidth reset day

Use this option if you wish to reset the bandwidth usage statistics for ActiveSync
devices on a specific day of each month. The reset event takes place as part of
the normal nightly maintenance process and is logged to the System log like other
maintenance routines. The global option is set to "0 (Never)" by default, meaning
the usage stats will never be reset. Set the child options to a different day if, for
example, you want the reset day to coincide with a user or client's wireless carrier
billing reset date.

Security

Exempt from Location Screen

Enable this option on an ActiveSync client's settings screen if you want the device
to be able to bypass Location Screeninglsstl. This makes it possible for a valid user
to continue to access his or her account via ActiveSync when, for example,
traveling to a location that is otherwise blocked from authentication attempts. In
order to exempt the device it must have connected and authenticated using
ActiveSync within the time-frame configured in the Remove inactive clients after
this many days[a setting located on the Tuning screen.

Dynamically allow remote address

When exempting a device from Location Screening, enable this option if you also
wish to allow the remote IP address from which it is connecting. This can be
useful for allowing other clients that might be connecting from the same IP
address.
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Allow clients provisioned/managed by other servers

By default, when the ActiveSync server sends provisioning data/policy specifics to
a client and it reports that it is also managed by another ActiveSync server, the
client will still be allowed to connect to MDaemon. In this circumstance, however,
there is no way to ensure that your policy specifics will be applied where they
conflict with the other ActiveSync server's policy. Generally clients default to using
the most restrictive option where policies conflict. Disable this option if you do not
wish to allows those clients to connect.

Disallow Factory Reset Wipes

If set to On/Yes, the ability to Full Wipe an ActiveSync Client will not be available.
If you wish to be able to do a full remote wipe on a client, you must first disable
this option. The option is disabled by default. For more information, see: Full

Wiping an ActiveSync Client[«3) on the Clients page.

FolderSync Options

FolderSync Options

Exclude

Allowed/Blocked Senders folder

By default the user's Allowed Senders and Blocked Senders contact folders are
not synced with devices. They are generally only used by MDaemon to help with
automatic spam prevention. For that reason they do not need to be displayed
on devices as contacts.

Non-default mail folders

By default all user-created and default mail folders can be synced with the
device. Enable this option if you wish to allow only the default mail folders to be
synced, i.e. the Inbox, Sent Items, Deleted Items, Drafts, and so on. No user-
created folders will be included. This option is disabled by default.

Non-default PIM folders

By default all of the user's PIM folders (i.e. contacts, calendar, notes, tasks,
etc.) will be synced with the device. Enable this option if you wish to allow only
the default PIM folders to be synced. For example, if this option is enabled and a
user has multiple calendar folders, only the default calendar will be synced. This
option is disabled by default.

Include

Public Folder hierarchy
Check this box if you want the public folders[22 to which a user has access to be
included in the user's folder list on ActiveSync devices. This is enabled by default.

Allow searching
Allows the client to search the Public Folders[z» to which it has access. This is
allowed by default.
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Public Folder traversal (exposes folder names)

By default, in order for a client to sync/access a public subfolder, the account
must have Lookup permission[zs3 for both the subfolder (i.e. child folder) and all
parent public folders[z2) above it. If the account does not have permission to
see the parent folders then it cannot see the child folder either, even if the
account has permission to do so. Enable this option if you wish to allow the
client to access these child folders. Note: enabling this option must necessarily
reveal the names of the parent folders to the client, which could be deemed a
security risk. This option is disabled by default.

Maximum number of Public folders

Use this option if you wish to limit the number of Public Folders allowed on the
device. When a limit is set, the server iterates through the list of folders until
the limit is reached, and then no more are sent to the device. There is no way
to ensure the order in which folders will be processed. By default there is no
global limit set.

Shared folders
Check this box if you want the shared folders[+ofl to which a user has access to be
included in the user's folder list on ActiveSync devices. This is enabled by default.

Allow searching
Allows the client to search the Shared Folders[»l to which it has access. This is
allowed by default.

Content Handling

Content Handling Options

Create tasks/reminders for mail items when flagged by client

This option makes it possible for MDaemon to remind the user about flagged items,
by creating a task item for each flagged email when the client requests it. The
global option for this control is enabled by default.

Always send meeting updates when event modified

Some clients do not properly send meeting update emails when modifying a meeting.
This instructs the ActiveSync Service to send out a meeting update when a
meeting item is updated by the organizer. This should only be set on clients[4s and
client types[si that fail to send out meeting updates properly, otherwise, it will
result in duplicate meeting updates being sent. Consequently, this option is only
available on the settings pages for Clients and Client-Types.

Request Read Receipts on all sent mail
Enable this option if you want the server to request read confirmation for all mail
sent by a client. This is disabled by default.
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Send Read Receipt from Server when mail marked as read and when requested by
sender

Enable this option if you want the server to support read confirmation requests and
issue a read receipt when a message is flagged as read by a client. This is disabled
by default.

Send as Alias specified in ReplyTo Address

Some clients may not allow a sender to send mail using an Alias. This feature was
added to the Exchange ActiveSync (EAS) protocoll412 16.x, but some clients do not
support 16.x. For instance, Outlook for Windows only uses EAS 14.0, and while it
does allow a user to specify an alternate address to send as, the message
generated does not reflect the user's choices correctly. This option allows the use
of the ReplyTo field to send the email, as long as that ReplyTo address is a valid
alias(e4 for that user. The global option is enabled by default.

Virtually merge public contacts into default contacts

Enable this option if you wish to merge the public contacts with the user's default
contacts on the device. This is only a virtual merge, that is they are not actually
copied to the user's contacts folder. This can be useful on clients that do not
support Global Address List (GAL) searches. This is disabled by default.

Block Sender when moving mail into Junk-Email folder

When enabled, upon a client moving an email to the account's Junk Email folder, the
service will add the Sender or From address of that email to the Blocked Senders
Contacts folder.

Force sending meeting responses when a meeting request is accepted/declined, etc.
When enabled, upon a client accepting, declining or otherwise choosing an action in
response to a meeting request, the service will send a meeting response to the
meeting organizer. This is for specific clients that don't properly send those updates
themselves.

Preview Effective Settings

This button is available on all of the child Client Settings screens (i.e. domains|4),
accounts[40), and clients[«3). Since by default the options on those screens are set to
inherit their settings from a parent screen, use this feature to see what settings are
currently being applied to the displayed screen.

See:

ActiveSync » Accounts|0)
ActiveSync » Security[«d)

3.3 Gateway Manager

The Gateway Manager is reached from the Setup » Gateway Manager... menu
selection. This feature provides a limited yet useful secondary level of support for
hosting multiple domains or acting as a backup mail server for someone.
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For example:

Suppose you wish to act as a backup server or mail-drop for a third party, receiving
its incoming email and storing it in a folder on your server, but you do not wish to
host its domain fully, maintaining its individual user accounts. Let's use
"example.com" as its name.

The first thing you will do is create the gateway by clicking New gateway on the
Gateway Manager and then entering "example.com" as its name. Now all mail that
MDaemon receives for that domain will be separated from the main mail stream and
placed in the folder designated on the gateway's Domain[xsl screen, regardless of
the specific individuals to which each message is addressed.

Next, you will designate the collection or delivery methods that you wish to allow or
use to get the domain's email to its actual email server, where its user accounts are
hosted. There are two ways to do this: use the Deliver stored messages each time
MDaemon processes remote mail option on the Domain screen(2s), or use the
Degueuing|2s5) options. Optionally, you can also create an MDaemon account and
change its Mail Folder[es) to the same storage folder[z9) that your gateway uses.
This will allow a mail client to connect to MDaemon to collect example.com's email.

Finally, you will likely have to edit the DNS settings for example.com so that your
MDaemon server is a designated MX host for that domain.

There are many other features and options available, but the above example is the
basic form that a typical gateway will take. If, however, you require an atypical
configuration then you may have to do some things differently, such as when you wish
to use a domain name that doesn't actually exist on the Internet, like "company.mail."
Receiving messages for an otherwise invalid domain name such as that is possible, but
the domain name must be "hidden" inside a default domainl2! address. Using that
method, addresses can be constructed that will pass through the default domain and
on to the gateway. For example, if your default domain is example.com and you have a
gateway for company.mail, then someone could send a message to
"oob@company.mail" by using the address, "vob{company.mail}@example.com." Since
"example.com" is the registered domain hosted by MDaemon, this message would be
delivered properly, but when MDaemon received the message in that format it would
convert the address to "bobRcompany.mail" and deliver the message to the folder
specified for that gateway. Of course the simplest method is still to register a valid
domain name for the gateway and then point its DNS or MX record to example.com.
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= Gateway Manager @
Gateway Darmain Managerment
. SecurityGateway Mew gateway Delete gateway | Rename gateway | Copy gateway
.- Global Gateway Settings
i Automatic Gateway Creation Select a gateway bo delete or rename it D ouble-click to edit. Court: 1

i--example.test

Cancel Apply Help

Gateway List

The navigation pane on the left side of this dialog contains the list of your
gateways, with links to each screen used for configuring the various gateway-
specific settings. It also provides access to the Global Gateway Settings[3! and
Automatic Gateway Creation[2:7] screens. The list on the right is used for deleting
and renaming domains. You can double-click a gateway in this list to switch to the
gateway editor for configuring its settings.

Gateway Domain Management

New gateway
To create a new gateway: click New gateway, enter the gateway name (e.g.
example.mail) in the Create/Rename Gateway Domain dialog, and click OK.

Typically the value entered here will be the registered Internet domain name that a
DNS server resolves to the IP address of the local machine running the server, or a
qualified alias of that name. Alternatively, you may choose to use an internal-only or
otherwise non-valid, non-public domain name (such as "company.mail") for your
gateway name. This, however, would require you to use the nested domain name
method outlined in the example above, or require you to utilize some other content
filtering scheme to get the messages where they belong.
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Delete gateway
To delete a gateway: select it from the list and click Delete gateway, and click
Yes to confirm your decision.

Rename gateway
To change a gateway's name: select it from the list, click Rename gateway, type
the new name in the Create/Rename Gateway Domain dialog, and click OK.

Copy gateway
If you wish to create a new gateway with settings that match another gateway,
select a gateway from the list, click this button, and then specify a name for the
new gateway.

Gateway Editor

The Gateway Editor is used for editing each gateway's settings. It includes the
following screens:

Domain|zs)

Use this screen to enable/disable the gateway, designate the folder used for storing
the domain's messages, and configure other delivery and attachment-handling
options.

Verification[20)

If the remote domain’s server is configured to keep an LDAP or Active Directory
server up to date with all of its mailboxes, aliases, and mailing lists, or if it runs a
Minger server to provide remote address verification, you can use this dialog to
specify that server and thus verify the validity of recipient addresses of incoming
messages. When a recipient address is found to be invalid the message will be
rejected. With this method you can avoid having to assume that all recipients of a
domain’s messages are valid.

Forwarding[2«)
With this screen you can declare a host or address to which the domain's mail will be

forwarded as soon as it arrives. There are also options for stating whether a copy of
these messages should be kept locally and for designating the port on which the
forwarded messages should be sent.

Dequeuinglﬂ-ﬁ
Using the options on this screen, you can configure MDaemon to respond to ETRN

and ATRN requests made on behalf of the domain in order to dequeue its messages.
You can also configure several other dequeuing related options.

Quotasfass)
This dialog is used for assigning a limit to the amount of disk space that the domain
may use and the maximum number of messages that may be stored.

Settings( 20l
This screen contains a number of other options that will apply to the selected
domain gateway. For example, you can enable/disable AntiVirus and AntiSpam
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scanning for the gateway, designate whether or not authentication is required when
dequeuing mail, designate an authentication password, and several other options.

See:

Global Gateway Settings/2:)
Automatic Gateway Creation[2:N
Domain Manager/[2)

3.3.1 Global Gateway Settings

= Gateway Manager - Global Gateway Settings @

Global Gat Setti
= Gateway Manager Rl By S

SecurityGateway Cache LDAP werification lookups
Global Gateway Settings Performn verification lookups on senders as well as recipients

Automatic Gateway Creation [] Minger verification lookups also tigger Domain Sharing lookups
+- exampletest

[] Da nat send forwarded mail to smart hosts on emars

Exempt gateway mail from AJTH credential matching requirements

Catcel Apply Help

Global Gateway Settings

The following options are global options. They aren't limited to any particular
gateway.

Cache LDAP verification lookups

Click this checkbox if you wish to cache the results of LDAP verification[24 queries
for your domain gateways.

Perform verification lookups on senders as well as recipients

By default, when the address verification options[z6) are enabled for a gateway,
MDaemon will attempt to verify recipients and senders of the gateway's messages.
Disable this option if you wish to verify only the recipients.
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Minger verification lookups also trigger Domain Sharing lookups

When this option is enabled and Minger[su4) is used by any of your gateways for
address verification, in addition to querying the Minger host designated on the
Verification screen[2), MDaemon will also query your Domain Sharing[ s hosts. This
option applies to all gateways set to use Minger for address verification.

Do not send forwarded mail to smart host on errors
Click this option to prevent the sending of forwarded emails to the host specified
above when delivery errors occur. This option is disabled by default.

Exempt gateway mail from AUTH credential matching requirements

By default gateway mail is exempt from the following two options located on the
SMTP Authentication[s} screen: "Credentials used must match those of the return-
path address" and "Credentials used must match those of the 'From:' header
address". Disable this option of you do not wish to exempt gateway mail from these
requirements, but disabling it could cause some problems for gateway mail storage
and forwarding.

See:

Gateway Manager|2f)
Gateway Editor » Verification[2d)
Minger/[s

Domain Sharing@

Copyright © 1996-2024. All rights reserved. MDaemon Technologies



Setup Menu 237

3.3.2 Automatic Gateway Creation

= Gateway Manager - Automnatic Gateway Creation @
Automatic gateway creation works by monitoring DMS for b records. When an b
=I- Gateway Manager record for a local domain is dizcovered a comesponding gateray will automatically be

i SecurityGateway created.
Global Gateway Settings

y " Automatically create gateway domains
[ Automatic Gateway Creation . J e &

- exampletest Uze this existing gateway az a pattern

Do not create domain gateways when sender of meszage iz a local user
Do not create domain gateways when M points to reserved |Ps [ex 127.%
Require confirmation before rendering the gateway active

Send creation confirmation meszage to

Confirmation must be received within 14400 minutes

A, confirnation rmust be sent to this email address and returned within the
specified time in order to keep the gateway from being deleted.

Dieliver gatewway's mail ta higher k3 hosts at each quele mwin

Catcel Apply Help

Automatic Gateway Creation

This feature is used to automatically create a Domain Gateway/[zi for a previously
unknown domain when another source attempts to deliver that domain's messages to
MDaemon, and a DNS query lists MDaemon's location as a valid MX record.

For example:

With automatic gateway creation enabled, if MDaemon's Default Domain IP address is
192.0.2.0 and a message is delivered via SMTP for an unknown domain example.com,
MDaemon will perform MX and A-record queries on example.com to see if 192.0.2.0 is
a known mail relay host for it. If the results of the DNS queries state that MDaemon's
IP address is a valid MX host for example.com then MDaemon will automatically create
a new Domain Gateway for it and accept its email. Messages for example.com will then
be stored in a special folder and, if you so choose, spooled to higher level MX hosts at
each remote mail processing interval. This feature effectively enables you to become a
backup server for another domain by simply configuring the DNS system to use your IP
as an alternate MX host.

To help secure this feature, MDaemon can be configured to send a confirmation
request to an email address of your choice. While MDaemon is waiting for the
confirmation response, messages for the domain will be accepted and stored but not
delivered. Confirmation requests must be replied to within an amount of time that you
designate or the automatically created gateway will be removed and all stored
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messages deleted. If confirmation is received before the time has expired then the
stored messages will be delivered normally.

_ It might be possible for a malicious person or "spammer" to
attempt to exploit this feature by configuring their DNS server

to list your MDaemon's IP address as one of their MX hosts.
Automatic Gateway Creation must therefore be used with
caution. To aid in preventing possible exploitation we
recommend utilizing the Send creation confirmation message to...
feature whenever possible.

Automatically create gateway domains
Click this checkbox if you want MDaemon to automatically create Domain Gateways
based upon the results of DNS queries.

Use this existing gateway as a pattern
Choose a Domain Gateway from this drop-down list and MDaemon will use its
settings as a template for all future automatically created gateways.

Don't create domain gateways when sender of message is a local user
Enable this control if you do not want messages originating from local users to
trigger automatic gateway creation.

Don't create domain gateways when MX points to reserved IPs
Click this check box if you wish to prevent an automatic gateway creation when
the MX record points to a reserved IP address such as 127.*, 192.*, or the like.

Require confirmation before rendering the gateway active

When this control is enabled, MDaemon will send a confirmation message to the
email address of your choice in order to determine whether the automatically
created gateway is valid. MDaemon will continue to accept messages for the
domain in question but will not deliver them until confirmation is received.

Send creation confirmation message to
Use this text box to designate the email address to which confirmation
messages will be sent.

Confirmation must be received within XX minutes

This control is for designating the number of minutes that MDaemon will wait
for a response to any given confirmation message. If this time limit expires
then the Domain Gateway in question will be deleted.

Deliver gateway's mail to higher MX hosts at each queue run

If you want MDaemon to attempt to deliver this gateway's messages to higher
level MX hosts each time that the remote queue is processed then enable this
control.
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See:

Gateway Manager/ 20
3.3.3 Gateway Editor
3.3.3.1 Domain

T Gateway Manager - Domain @

erample. test

= Gateway Manager
‘.. SecurityGateway Enable gateway service for this domain
Global Gateway Settings
Automatic Gateway Creation
= exampletest Meszages ariving destined for all users of this gateway domain will be placed

m into a common mailbox folder.

Verification

Forwarding

Dequeuing

i Quotas

Settings

Store meszages for thiz gateway domain here:

|u::'\mdaemon\gatewa_l,ls\example.test\ | Browse

[] Deliver stored messages each time MO aemon processes remate mail
... uze the Retry Dueue [otherwize mail staps in gateway folder)

[ Awtomatically extract embedded attachments

Extracted attachments will be stored here:
c:\mdaemontgatewayshexample testhFILESY

Cancel Apply Help

Gateway Domain

Enable gateway service for this domain
Check this box to enable the domain gateway.

Store messages for this gateway domain here:

Enter the directory where you wish to store incoming mail for the domain. All of its
messages will be stored in the same folder regardless of the individual recipients to
which each message is addressed.

Deliver stored messages each time MDaemon processes remote mail

Ordinarily, when MDaemon receives mail that is intended for one of its gateways, it
will store the mail until that domain connects to MDaemon to collect it. In some
situations you may want MDaemon to attempt to deliver the mail directly via SMTP
rather than waiting for the domain to collect it. When this option is enabled,
MDaemon will attempt to deliver the domain's messages each time remote mail is
processed. The gateway's mailbox will temporarily act as a remote queue and
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delivery will be attempted. Any messages that cannot be delivered will simply remain
in the gateway's mailbox until they are collected by the domain or are successfully
delivered later; they will not be moved into the remote queue or retry system.
However, if you do not have the domain's DNS properly configured, or if you have
your MDaemon configured to pass all outgoing messages to some other host for
delivery, then you could cause those message to get caught in a mail loop and then
eventually be treated as undeliverable.

Use the Retry Queue (otherwise mail stays in gateway folder)

Enable this option if you wish to use the Retry Queue[sssl mechanism for delivering
mail. This is disabled by default, meaning that gateway mail will be held in the
gateway folder forever, even if it can't be delivered.

Automatically extract embedded attachments

Some mail systems require attached files be extracted before submission of mail
messages to the mail stream. To facilitate this, MDaemon can auto-extract incoming
MIME attachments and place them in the \Files\ subfolder underneath the
domain's message folder. Check this box if you wish to automatically extract
attachments.

3.3.3.2 Verification

I} Gateway Manager - Verification @

~ Gateway Mansger Address Yerification

L. SecurityGateway Werify addresses using. (@) Mothing (O File (O LDAP (O Minger

- Global Gateway Settings Hast name or IP Part
Automatic Gateway Creation 28
- example.test

Demain Test Cache Server is protocol version 3
Chase referrals
Forwarding ) .
: . User name or Bind DM Paszword / Minger shared zecret
i Dequeuing
Quotas
Settings Base entry DM
Search filtker

[&[objectclass=user)[l[mail=3$E MAILE)[mail=5M TP 3EMAILE][proxpd ddresses

Leave search filker blank and MD aemon will generate a default. $EMAILE
will be replaced by the email address being verified. $MAILE O will be
replaced by the mailbox part only.

Search scope: Email addreszes can also be

Base DN arly werified using a local test file.

1 level below base DM Address verification file
Baze DM and all children

Cancel Apply Help
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One common problem with domain gateways and mail-drops is that they don't usually
have a method for determining whether or not the recipient of an incoming message is
valid. For instance, if you act as a gateway for example.com and a message comes for
userOl@example.com then you have no way of knowing whether or not there is
actually a mailbox, alias, or mailing list corresponding to that address on example.com's
email server. Thus you have no choice but to assume that the address is valid and
accept the message. Further, since spammers commonly send messages to many
invalid addresses, this problem can result in large amounts of junk email being accepted
for the gateway.

MDaemon contains a method to prevent this by verifying the recipient addresses. If the
remote domain's server is configured to keep an LDAP or Active Directory server up to
date with all of its mailboxes, aliases, and mailing lists, or if it runs a Minger server to
provide remote address verification, then you can use the options on this screen to
specify the LDAP, Active Directory, or Minger server where this information is stored.
Then, when a message arrives for example.com, you can lookup the recipient's address
on the other server and discover whether or not it is valid.

Address Verification

Verify addresses using:

Nothing

Choose this option if you do not wish to use email address verification for this
domain gateway. MDaemon will treat all of the domain's incoming messages as if
the recipient is a valid address, since it will have no way of identifying which
addresses actually exist for that domain.

File

Choose this option if you wish to use the GatewayUsers.dat file as the definitive
list of addresses that will be used to verify whether or not the recipient of an
incoming message for this domain is valid. This is a global list of addresses,
applicable to all of your domain gateways, and even if you have chosen to use
one of the other verification methods, this list will still be used as an extra
source of valid addresses. When using the File option, however, it will be the
only verification option used. You can open and edit the valid address list by
clicking the Address verification file button below.

LDAP

Choose this option to activate remote address verification via LDAP or Active
Directory. Whenever a message arrives for the remote domain its LDAP or Active
Directory server will be queried to determine whether or not the recipient is valid.
If it isn't valid the message will be rejected. If MDaemon is unable to connect to
the LDAP/AD server then it will assume the address is valid.

Minger

Choose this option if you wish to query the domain's Minger server to verify
recipient addresses for this domain. If MDaemon is unable to connect to the
server then it will assume the address is valid. There is also a global option
located on Global Gateway Settings[zs1 that you can use to cause MDaemon to
query your Domain Sharingl e hosts as well.
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Host name or IP

Enter the host name or IP address of the domain's LDAP/Active Directory or Minger
server. This is the LDAP/AD or Minger server to which MDaemon will connect in order
to verify that the recipient of an incoming message is a valid address at the domain
for which this MDaemon is acting as a gateway or backup server.

Port

Specify the port that the domain's LDAP/AD or Minger server is using. MDaemon will
use this port when verifying address information via LDAP, Active Directory, or
Minger.

Test

Click this button to test whether or not you have the remote address verification
settings configured properly. MDaemon will simply attempt to connect to the
designated LDAP/AD server and verify that it responds to the specified information.

Cache
Click this button to open the LDAP/Minger cache. You can enable/disable the cache

on Global Gateway Settings| 2.

Server is protocol version 3
Click this checkbox if want gateway verification to use LDAP protocol version 3 with
your server.

Chase referrals

Sometimes an LDAP server doesn't have a requested object but may have a cross-
reference to its location, to which it can refer the client. If you want gateway
verificaiton to chase (i.e. follow) these referrals, enable this option. This is disabled
by default.

User name or Bind DN

Enter the User name or DN of the account that has administrative access to the
domain's LDAP/AD server so that MDaemon can verify the recipients of incoming

messages addressed to the domain for which it is acting as a gateway or backup
server. This is the DN used for authentication in the bind operation.

Password or Minger shared secret

This password will be passed to the domain's LDAP/AD server along with the Bind DN
value for authentication. If using a Minger server then this is the shared secret or
password used.

Base entry DN

This is the Distinguished Name (DN) or starting point in the Directory Information
Tree (DIT) at which MDaemon will query your LDAP/AD server for address
verification.

Search filter

This is the LDAP/AD search filter that will be used when querying your server to
verify addresses. MDaemon will setup a default search filter that should work in most
cases.
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Search scope:
This is the scope or extent of your LDAP/AD searches.

Base DN only
Choose this option if you wish to limit your search to only the base DN specified
above. The search will not proceed below that point in your tree (DIT).

1 level below base DN
Use this option if you wish to extend your LDAP/AD search to one level below the
supplied DN in your DIT.

Base DN and all children
This option will extend the scope of your search from the supplied DN to all of its
children, down to the lowest child entry in your DIT.

Address verification file

Click this button to open the Gateway Valid Email Address List (i.e. the
GatewayUsers.dat file). This contains a list of addresses that MDaemon will
consider to be valid recipients for incoming messages addressed to your domain
gateways. Regardless of the verification option selected above, MDaemon will use
this list as an extra source of valid address data. When using the File option above,
however, it will be the definitive and only verification option used.

Using multiple configurations for LDAP verification queries

You can specify multiple LDAP configurations for your gateway domains. To specify
extra sets of LDAP parameters, setup your first set normally and then manually edit the
GATEWAYS.DAT file using Notepad.

Your new set of parameters should be created using the following format:

LDAPHostl=<host name>
LDAPPortl=<port>
LDAPBaseEntryl=<base entry DN>
LDAPRoOtDN1=<root DN>
LDAPObjectClass1=USER
LDAPRootPassl=<password>
LDAPMailAttributel=mail

For each new set of parameters, increase the numeral in each parameters name by 1.
For example, in the sample set above, each parameter's name ends with "1". To create
an additional set each name would end with "2". In another set, each would end "3",
and so on.

When the LDAP queries take place, MDaemon will perform multiple LDAP queries in
sequence to find a match. If an error or a match is found no further checks are
performed.
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See:

LDAP /Address Book Options/[si
Minger| s

3.3.3.3 Forwarding

‘5 Gateway Manager - Forwarding

= Gateway Manager

! - SecurityGateway

- Global Gateway Settings

i Automatic Gateway Creation

i--Example:.test
... Domain

Verification
Dequeuing
CQuotas
i Settings

Forwarding

[ Forward mail to amotker mail system

Daomain name or 1P

Mote: [f you would like to forward mail to a specific host enclose the value
above in brackets. For example, [c3po.altn.com).

AUTH Logan
AUTH Paszword

[ Forward mail to an email address

Email address

SMTP MAIL" value
Port [default = 25) 25

Retain a lacal copy of all fanmarded mail

Cancel Apply Help

Forwarding

Forward mail to another mail system

Sometimes it is advantageous to simply forward a copy of all messages for a domain
as they arrive. If you wish to configure MDaemon to do this, enter the name or IP
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address of the domain to which copies of incoming mail for this domain should be
sent. If you wish to forward the messages to a specific host then place the value in
brackets (for example, [hostl.example.net]). Use the AUTH Logon/Password
option to include any necessary logon credentials for the server to which you are
forwarding the messages.

Forward mail to an email address
Use this feature if you wish to forward to a specific email address all email messages
destined for this client domain.

SMTP 'MAIL' value
MDaemon will use this address in the SMTP "Mail From" transaction when forwarding
the messages.

Port (default = 25)
MDaemon will use this port when forwarding the messages.

Retain a local copy of all forwarded mail
Select this option if you want MDaemon to retain an archival copy of each message
locally once it has been forwarded.

3.3.3.4 Dequeuing

Q Gateway Manager - Dequeuing @

[ This gateway honors ETRM requests

= Gateway Manager

SecurityGateway ... deliver ztored mail to the [P of the hogt making the reguest
Global Gateway Settings .. deliver to domain, [host] or IF
i Automatic Gateway Creation
- exampletest AUTH Logon
- Demain AUTH Password
Yerificati
Enmea ?on Port [default = 23] 2h
Forwarding
M If the: domain listed above iz local treat it a3 if it wers fareign
Quotas ETRHM requests require authenticated seszions
i Settings

[ This gateway honors ATRM requests
Allow only one ATRM zession at a lime

ATRM pazsword

Access

(®) Honor dequeus requests from these IPs
() lgnore dequewe requests from these |Ps

MHew IP - CIDR, * 7 and # wildcards ok.

Catcel Apply Help
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ETRN

This gateway honors ETRN requests

When this switch is enabled MDaemon will respond to ETRN requests made by
qualified hosts on behalf of the domain for which MDaemon is acting as an email
gateway. The ETRN command is an SMTP extension that signals a server storing mail
for a particular domain that it is time to begin spooling the mail. When MDaemon
receives an ETRN request for a domain, it will immediately begin spooling the stored
mail for delivery using subsequent SMTP transactions. Please note that the SMTP
session that issues an ETRN request will not be the one that receives any stored
mail. MDaemon will use subsequent independent SMTP transactions to send any mail
it has stored for the domain. This preserves the message envelope and is more
secure. Also note that the host to which MDaemon will spool any stored mail may
not immediately begin reception of these messages. ETRN only guarantees that any
stored mail is spooled for delivery. The actual process of delivery is subject to other
administrator-imposed restrictions and may have to wait in the outbound mail queue
for the next scheduled remote mail processing event to take place. Because of
these limitations we recommend using On-Demand Mail Relay (ODMR)[s) and its
ATRN command rather than ETRN. This method is not supported by all clients and
servers, however, and will therefore only be available to client domains using a
server that does so. MDaemon fully supports ODMR on both the client and server
side.

By default MDaemon requires that the connecting host issuing
the ETRN request first authenticate itself via ESMTP AUTH

3 using the Domain namel=3 and Gateway ATRN password as its
login credentials. If you do not wish to require authentication
than you can disable it on Settings[2s9 by clearing ETRN
dequeuing requires authentication.

...deliver stored mail to the IP of the host making the request

Selecting this option will cause MDaemon to send any stored mail to the IP address
of the machine that made the ETRN request. The requesting machine must be
running an SMTP server to receive these messages.

...deliver to domain, [host] or IP

This is the host name, domain name, or IP address to which any stored mail will be
sent when an ETRN request is received and honored. The receiving machine must be
running an SMTP server to receive these messages. Note: when a domain name is
specified in this option, A and MX records may be used, depending on the DNS
results during delivery. If you wish to deliver the messages to a particular host then
place the host name in brackets (for example, [hostl.example.net]) or specify
an IP address instead of a domain name. Enter any AUTH Logo/Password credentials
needed to deliver to the location.

Port (default = 25)
Use this option to specify the port on which the domain's mail will be spooled.
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If the domain listed above is local treat it as if it were foreign
Activate this control if the domain is local but you want its mail to be spooled as if it
is remote.

ETRN requests require authenticated sessions

When honoring ESMTP ETRN requests, this option will be used by default to require
the connecting host to first authenticate using the ESMTP AUTH command. When
this option is enabled, you must designate an authentication password in the "ATRN
password" option below.

Clear this checkbox if you do not wish to require authentication of hosts making
ETRN requests.

ATRN

This gateway honors ATRN requests

Enable this option if you want MDaemon to respond to ATRN commands from the
gateway's domain. ATRN is an ESMTP command used in On-Demand Mail Relay
(ODMR)[ s8], which is currently the best relay method available for mail hosting. It is
superior to ETRN and other methods in that in requires authentication before mail is
dequeued and does not require a static IP address. A static IP address isn't required
because the flow of data between MDaemon and the client domain is immediately
reversed and the messages are de-spooled without having to make a new
connection, unlike ETRN, which uses a separate connection after the ETRN command
is sent. This enables client domains with a dynamic (non-static) IP address to
collect their messages without having to use POP3 or DomainPOP, because the
original SMTP envelope is preserved.

ATRN requires a session using the AUTH command. You can
configure the authentication credentials on the Settings/zs)
3 screen.

Allow only one ATRN session at a time
Click this check box if you wish to restrict ATRN to one session at a time.

ATRN password

When using ATRN to dequeue this gateway's mail, or when you are requiring
authentication via the ETRN dequeuing requires authentication option on the Settings
screen, desighate the gateway's ATRN password here.

The domain for which MDaemon is acting as an email gateway
must use its domain name as the logon parameter. For

3 example, if the domain gateway is "example.com" and is using
ATRN to dequeue its mail, then it would authenticate using the
login credentials "example.com" and the password specified
here.
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Access

Honor dequeue requests from these IPs
Select this switch and MDaemon will honor ETRN/ATRN requests made from any IP
listed in the associated address list.

Ignore dequeue requests from these IPs
Select this switch and MDaemon will ignore ETRN/ATRN requests that are made from
any IP listed in the associated address list.

Add new IP
To add a New IP to the current list simply enter the IP into this text box and click
the Add button.

Remove
Click this button to remove a selected entry from the list of IP addresses.

3.3.3.5 Quotas

‘5 Gateway Manager - Quotas @

Quotas

= Gateway Manager
SecurityGateway []Apply message and disk space quotas to this gateway

Global Gateway Settings M aximum number of messages stored at once 0
Automnatic Gateway Creation

5. exampletest Mazimum disk space allovwed 0 MB

w- Domain Messages addressed ta the gateway domain are refuzed when these quata

. Verification limits have been reached.

Forwarding Place a warning mezzage in gateway mail falder when over quata
-Dequeuing

“Warning meszage is 'From:"

L Settings Warning message is "To:"

Cancel Apply Help
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Quotas

Apply message and disk space quotas to this gateway

Enable this option if you wish to designate a maximum number of messages allowed
to be stored for the domain or a maximum amount of disk space (in kilobytes) that it
can use. This includes any decoded file attachments in its Files directory. When a
quota is reached, any further incoming messages addressed to the domain will be
refused.

Maximum number of messages stored at once

Use this box to designate the maximum number of messages that MDaemon will
store for this gateway domain. Use "0" in this option if you do not wish to limit
the number of messages.

Maximum disk space allowed

Specify the maximum allowed disk space here. When messages and files stored
for the domain reach this limit, any further incoming messages for the domain will
be refused. Use "0" if you do not wish to set a disk space limit.

Place a warning message in gateway mail folder when over quota

If this option is enabled and a mail delivery to the domain is attempted that
would exceed the maximum message or disk space limitations, an appropriate
warning message will be placed in the domain gateway's mail folder. You can
designate the warning message's "From:" and "To:" headers below.

Warning message is "From:"
Use this option to specify the "From:" address that will be used in the over-
quota warning messages.

Warning message is "To:"
Use this option to specify the "To:" address that will be used in the over-
quota warning messages.
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3.3.3.6 Settings

Ia Gateway Manager - Settings @
Setti
= Gateway Manager S
{... SecurityGateway Enable Antivins scanning for this gateway
i Global Gateway Settings Enable AnkiS pam scanning for this gateway

Automatic Gateway Creation [ Awuthenticated requests are valid regardless of connecting IP
- example.test

. Domain Authentication is required when zending mail az a user of this gateway
Verification
- Forwarding
.. Dequeuing

.. Quotas

Cancel Apply Help

Settings

Enable AntiVirus scanning for this gateway

Click this option if you are utilizing the optional MDaemon AntiVirus[e?) features and
want this domain gateway's messages to be scanned. If you clear this option then
AntiVirus will not scan this gateway's messages.

Enable AntiSpam scanning for this gateway
Click this option if you want to apply the Spam Filter settings to this domain
gateway's messages. Otherwise, they will be excluded from Spam Filter scanning.

Authenticated requests are valid regardless of connecting IP

Enable this checkbox if you wish to honor authenticated requests regardless of the
IP address from which they are coming. If this control is not enabled then only
requests from those IP addresses specified in the Access section will be honored.

Authenticated is required when sending mail as a user of this gateway

Click this check box if you want all messages claiming to be from this domain to
require authentication. If a message is purported to be from this domain then it must
be using an authenticated connection (or connecting from a Trusted IP address) or
it will be refused. This option is enabled by default.
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When new domain gateways are created, this option will be enabled by default. If
you wish to change the default setting so that new gateways will have this option
disabled, then edit the following key in the MDaemon. ini file:

[Speciall
GatewaySendersMustAuth=No (default is Yes)

3.4 Mailing List Manager

Mailing Lists, sometimes called Email Groups or Distribution Lists, allow groups of users
to be addressed as if they all shared a common mailbox. Copies of email messages sent
to the list are distributed to each of the list's members. Lists may contain members with
local and/or remote destination addresses, be public or private, moderated or open, be
sent in digest[21) or normal message format, and more.

2 Mailing List Manager @

Mailing List Management

. Mailing List Settings [elete list Rename list Copy list

- MylList@company.test

Select a list to delete or rename it. Double-click to edit. Count: 1

COmpany. test

Catcel Apply Help

Located under the Setup » Mailing List Manager... menu selection, the Mailing List
Manager is used to administer your lists.
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Mailing List Management

The navigation pane on the left side of this dialog contains an entry for each of your
mailing lists, with links to each screen used for configuring the various list-specific
settings. It also provides access to the Mailing List Settings[zs screen, which is used
for configuring several list-related global options. The options on the right side of this
dialog are used for creating, deleting, and renaming your lists. You can double-click a
mailing list to switch to the mailing list editor for configuring the list's settings.

New list

To create a new mailing list, click New list to open the Mailing List Email Address
dialog. Create a mailbox name and select a domain, such as "MyList" and
"example.com" respectively. This will be the mailing list's email address (i.e.
MyList@example.com). Messages sent to this address will be distributed to members
of the list, based on the list's particular settings. Click OK to create the list. After
creating the list you can double-click its entry to configure its settings and add

members. Note: List names cannot contain "!"or" | "
Mailing List Email Address by
b ailing Lizt Email Address
b ailbo MuyList |
Dramain company. test -
Cancel
Delete list

To delete a mailing list: select the list, click Delete list, and click Yes to confirm
your decision.

Rename list
To rename a mailing list, select the list and then click Rename list to open the
Mailing List Email Address dialog. Make your desired changes and click OK.

Copy list

If you wish to create a mailing list with the same settings and members as another
list, select the list, click this button, and then specify a mailbox name and domain
for the new list.

Modifying an Existing Mailing List

To configure a mailing list, double-click its entry on the Mailing List Manager. Then in
the navigation pane on the left, click whichever screen you wish to edit:
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Members[zh
Settings/(2s)
Headers[2
Subscription[2)
Reminders[270
Moderation[z73)

Digest(27N
Routing[2r7
Notifications[z/3

Support Files[279)
Public Folder[2sh

Active Directory/[2s3
ODBC[2h

Mailing List Settings

Click Mailing List Settings in the left pane to open the Mailing List Settings/z4 screen,
for configuring several global settings related to mailing lists.

See:

Mailing List Settings/25)
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3.4.1 Mailing List Settings

= Mailing List Manager - Mailing List Settings @

Mailing List 5 etti
= Mailing List Manager i Hr et

Mailing List Settings [ Create 'Evemone' mailing lists Create M asterE veryone' mailing izt
+- MyList@company.test Exports include 'Everyone' and 't asterE vermone! lists

Apply content & spam filters to list mail before cracking individual copies
Honor “List: -subscnbe’ and '<Lisk: -unsubscrbe’ addresses

Add 'Sender: <List>' header to all list messages

[] Mailing list prumer deletes messages that it can't parse

M ailing lizt pruner saves messages that cause list mermber removal
Screen incoming malling list mail for obwious nondlist content

[ Don't send copy of list message to sender of message

N Femowve duplicate list recipients when single meszage submitted to
multiple lists

Add the fallowing custom ‘Header: Yalue' to all list meszages [example:
‘FPrecedence: bulk')

| Precedence: bulk |

Digest "Subject:” text
[$LISTHAMES message digest $TIMESTAMPS $135UE S |

The MDaeman Private Cloud (MOPC) edition offers features for cloud service
providers. Customers who want hozted email support can buy directly from
MO aermon Techhologies or its affiiated partners.

Click here to learn maore about &l MD aemon cloud email options.

Cancel Apply Help

Mailing List Settings

Create "Everyone" mailing lists

Check this box if you wish to create and maintain "Everyone" mailing lists for all of
your domains (e.g. "everyone@example.com"). A list will be created for each domain,
which makes it possible for you to send a message to every user of a domain simply
by addressing the message to "everyone@<domain>". Private accounts[o) are
hidden from "Everyone" mailing lists. This option is disabled by default.

Create "MasterEveryone" list

Enable this option if you want there to be a "MasterEveryone" mailing list.
Everyone on all of your domain-specific "everyone" lists will be included on this
list. This option is disabled by default.

Exports include 'Everyone' and 'MasterEveryone' lists

By default, 'Everyone' and 'MasterEveryone' mailing lists are included when you use
the "Accounts » Exporting..." options to export lists. Disable this option if you do not
wish to include those lists in mailing list exports.
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Apply content & spam filters to list mail before cracking individual copies

When the Deliver list mail to each member individually option is chosen on the Routing[zr71
screen of the mailing list editor, enabling this control will cause the content filter
rules and spam filter to be applied to list messages before they are copied and
distributed to list members.

Honor ‘<List>-subscribe' and '<List>-unsubscribe' addresses

Click this checkbox if you want MDaemon to recognize email addresses of this format
as valid (as long as the list actually exists) in order to facilitate an easier method for
users to join and leave your mailing lists. For example: suppose you have a list called
MyList@example.com. People will be able to subscribe/unsubscribe to your list by
sending an email message to MyList-Subscribel@example.com and MyList-
Unsubscribe@example.com. The content of the subject and message body is
irrelevant. Also, when this feature is active MDaemon will insert the following header
into all list messages:

List-Unsubscribe: <mailto:<List>-Unsubscribe@example.com>

Some mail clients can pick up on this and make an UNSUBSCRIBE button available to
users automatically.

You can override this option for individual lists by specifying a
value for the List-Subscribe and List-Unsubscribe headers in

3 the Mailing List URLs options located on the Mailing List
Editor's Moderation| 251 screen.

Add 'Sender: <List>' header to all list messages
Enable this option if you wish to insert the sender header into mailing list messages.

Mailing list pruner deletes messages that it can't parse
When this option is enabled, MDaemon will delete list messages that do not contain
a parsable address.

Mailing list pruner saves messages that cause list member removal

When MDaemon scans returned list messages in an attempt to remove member
addresses that cannot be reached, this control will cause messages that result in a
list member's removal to be saved. For more information, see the Remove undeliverable
email addresses... option on the Settings[2d screen.

Screen incoming mailing list mail for obvious non-list content

Check this box if you wish MDaemon to reject messages addressed to a mailing list
when it determines that they should have been addressed to the system account
instead. For example, a user may join or leave a list by placing the Subscribe or
Unsubscribe command at the beginning of an email message and sending that
message to the system address (e.g. "mdaemon@example.com"). Oftentimes users
erroneously try to send those sorts of messages to the list itself. This option will
prevent those messages from being posted to the list.
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Do not send copy of list message to sender of message
When this option is enabled and a list member sends a message to the list, the
sender will not receive a copy of the message. This option is disabled by default.

Remove duplicate list recipients when single message submitted to multiple lists

When this option is enabled and a single message is addressed to multiple mailing
lists, MDaemon will deliver only one copy of the message to any recipient who is a
member( s of more than one of the lists. For example, if frank@example.net is a
member of List-ARexample.com and List-BRexample.com and an incoming
message is addressed to both lists, Frank will receive only one copy of the message
rather than two. This option only applies to lists, therefore in the above example if
the message were addressed to Frank directly, plus the two lists, then Frank would
receive two copies of the message rather than three. This option is disabled by
default.

_ Using this option is not generally recommended. Mailing lists
can be used and organized many different ways by users, and
there is no way of knowing which list will receive the message
when limiting duplicates in this way. Therefore using this option
could cause unnecessary difficulties for some users, due to
message threading preferences, using IMAP filters[7# to sort
messages to specific folders, and so on.

Add the following custom 'Header: value' to all list messages
If you wish to add a static header/value combination (such as "Precedence: bulk")
to all list messages, specify that text here.

Digest 'Subject:’ text:

Use this option if you wish to customize the subject used when MDaemon sends
mailing list digest[21) messages. The default is: "$LISTNAMES message digest
$TIMESTAMPS $ISSUES." The macros expand to the name of the mailing list, the
time-stamp of the digest message creation, and the issue number.

Maximum members per mailing list [xx] (0=no limit)

Use this option if you wish to set a maximum number of members allowed per mailing
list. You can set a per domain maximum on the Domain Manager's Settings/+sn
screen. This option is only available in MDaemon Private Cloud.

See:

Mailing List Manager/20
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3.4.2 Mailing List Editor
3.4.2.1 Members

224 Mailing List Manager - Members @
—--I\‘:13iling List Manager Ermail Ciamnain I arne
: MEI”I"Ig List Settings E, frank. thomas(Bcomp...  company. test Frark Thomas
= MyList@company test .-_-5 harry. muddi@exampl..  example.com Harcourt Fentan Mudd
E-,. michael mason(@co...  comparny. test Michael M agson
- Settings
- Headers
- Subscription
- Reminders
- Digest
- Motifications
- Moderation
- Routing
- Support Files
- Public Folder
- Active Directory
.. ODBC
£ >
Add Remove Toggle digest Toggle read only | | Toggle post only
Member count: 3 Up | | Dawn Irniport
Cancel Apply Help

This screen displays the email addresses and names of all members currently subscribed
to the list. Each member's entry also states its "type" of membership: normal, digest,
read only, or post only. To edit a member's settings, double-click the member's entry.

Add
This button opens the New List Member screen for adding new members|zs).

Remove
To remove a member from the list, select its entry and then click this button.

Toggle digest
Select a member and then click this button to make it a Digest[zr1] membership. Click
the button again to return the member to "normal" mode.

Toggle read only

Select a member's entry and then click this button to switch it to "Read Only" mode.
The member will still receive messages from the list but will not be allowed to send
them to it. Click the button again to return the member to "normal" mode.
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Toggle post only

Clicking this button after selecting a member will set the membership to "Post Only."
A Post Only member can send messages to the list but will not receive any. Click the
button again to return the member to "normal" mode.

Up/Down

Select one or more members and then click these buttons to move them up or down
in the list. You can also sort the list by clicking the heading of any column. Note: If
you sort the list by a column heading it will override any manual sorting you have
done using the Up/Down buttons.

Import

Click this button to import list members from a text file that has its fields separated
by commas (i.e. a comma delimited file). Each entry must be on its own line and all
of its fields must be separated by commas. Further, the first line of the file (the
baseline) must list the names of the fields and the order in which they appear in the
remaining lines. One of the fields must be called "Email" and contain email
addresses. There are also two optional fields: "FullName" and "Type". FullName is
for the list member's name. Type can have a value of: "read only", "post only",
"digest", or "normal”. All other fields will be ignored by the importer.

For example:

"Email", "FullName", "Type", "Address", "telephone"
"userOl@altn.com", "Michael Mason", "Digest", "123 Street St",
"519.555.0100"

Imported members do not receive the list welcome packet (if any), and the importer
will not check for member duplicates.

Member count:
The total number of members currently subscribed to the list is displayed at the
bottom of the screen.
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Adding New Members

Mew List Member @
Mew List Member
E mail | |

g

Full name | |

Type Marmnal w

lze "COMTACTS:domain' [without the quotes] in the Email
field and the public contacts for that domain are included as
list rembers.

lze "COMTALCTS: <path: addrbook. mrk"* [withaout the quotes]
in the Email field and the contacts from that addrbook. mrk. are
included as list members.

Cancel

New List Member

Email

Enter the email address that you wish to add to the mailing list, or click the
Account icon if you wish to browse MDaemon accounts and groups to add to
the list. List member addresses cannot contain ™ ! " or “|”.

If you wish to all users of one of your domains or all users
belonging to a specific group, you can enter

v | ALL_USERS:<domain> Or GROUP:<group-name>
respectively, instead of entering a specific email address.
For example, adding ALL USERS:example.com as a member
of a list has the same effect as adding every example.com
user account separately.

You can also use CONTACTS:<domain> to include a
domain's public contacts[of as list members. For example,
CONTACTS :example.com.

Full name

Enter the member's name in this field. This name will appear in the "To:" header
of list messages when the "Replace 'TO:' header ‘Display Name' with Member's name"
option is selected on the Headers[z3 screen.

Type
Use the drop-down box to choose the type of membership for the user:

Normal—The member can send and receive list messages normally.
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Digest—The member can send and receive list messages, but received
messages will be in digest format.

Read only—The member will receive messages from the list but cannot
send messages to it.

Post only—The list member can send messages to the list but will not
receive them.

3.4.2.2 Settings

%Mailing List Manager - Settings @

Mailing List 5 etti
= Mailing List Manager Ang He 2elings

i Mailing List Settings Enable this mailing list
= Mylist@company.test Private description of thiz list [not shown to members):
. Members
Description of MyList
- Headers
- Subscription
- Reminders
- Digest Last access <unknowms:
- Motifications
. Moderation |
 Routing Fiefuze meszages fram non list members
- Support Files [ Refuse messages from members who publish restrictive DMARC policy
.. Public Folder [ Hide this list from the global address book
- Active Directory ] Enable EXPN and LIST commands far this list
- QDBC

[ Remove undeliverable email addresses from list membership

Ligt refuses meszages larger than ljl KB [0 = no limit)

Default list member access mode | Marmal ~

Catcel Apply Help

Mailing List Settings

Enable this mailing list

Clear this checkbox if you wish to disable the mailing list temporarily. While the list is
dis